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Preface

This reportcontainsthe developmentdocumentsand study reportfor the DAT1
semesteat Departmenbf ComputerScience Aalborg University

The developmentdocumentsdescribesa functioning defecttracking system
written in Java andinclude analysisand designdocumentsdevelopedaccording
to the principlesof the Object-OrientedAnalysis and Designmethodby Mathi-
asseretal. [10], animplementatiordocumenidescribingthe techniquesusedfor
implementinghe systemanda testdocumenthatdescribesur efforts of trying to
ensurehatthe systemworkscorrectly
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Chapter 1

Intr oduction

This chaptergivesan introductionto the problemsof managingdefectsand how
theseproblemscanbealleviated.

1.1 Error managementwithout a defectreport system

A typical way of dealingwith defectsin commercialapplicationss the end-user
contactingthe servicecenterof the compay, seeFigure1.1. If the causeof the
problemis in factasoftwaredefectthe servicecenterthencontactsheappropriate
developerthroughthe internal communicatiorprocedureg.g. by email, andthe
developeraddstheissueto his, or his groups, to-dolist, perhapsmeging it with
otherreportsof the sameproblem.

Now the developercarriesthe responsibilityof actually identifying and cor
rectingthe problem,or assigninghetaskto anothereveloper Finally, theerroris
correctedn thesourcecode perhapsaftersomediscussiorbetweenvariousdevel-

Service staff Internal

O communication D€Veloper ::r:)trenrrrrﬁjln|catlon Developer<
. il
§ e % o emay % 9

Call
User i
% Dialog (phone)

To-do

Figure 1.1: Howerrors are mangjedin a companywithouta specialisedlefectreport
system.
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Chapterl. Introduction

opers(andtheuserif thedefectis dif cult to reproduce)andthedeveloperdeletes
theentryfrom hislist.

Opensourceprojectswithout adefectreportsystenmusuallyjust have anemail
contactaddresswhenauser nds adefectin the project,the personsendsa mes-
sageto thecontactaddressvith relevantinformation,suchasstepgo reproducehe
problem,versionof the software,etc. The appropriatedeveloperthensendsback
an acknavledgemeni@andaddsthe defectto the list of pendingissuesWhenthe
erroris correctedater, the developerremovesthe entry from the list. As with the
commerciakasetheactualdefectdiagnosismayrequirecommunicatiorbetween
developersandbetweerdevelopersandtheuser

Themostimportantproblemswith thesead-hocapproacheare:

They donot scalewell. Onepersoncaneasilymanagedenor twenty defects
with theseschemeshut handlinga large amountof reports,for instance
above 100, requiresmuchtrivial work when maintainingthe datawith an
ordinarytext editor

Similarly, having multiple developersusethe samelist of issuesrequires
increaseccommunicatiorto ensurethat defectsare not reportedtwice, that
correctecerrorsare not enteredagain,thatreportsareenteredn a uniform

fashionto ensurehe structureof thelist, etc.

Extendingandorganisingthereportsin variousways,e.g.by priority or by a
certainmodulehierarchyis awkwardandlaborioussincethereis no support
for manipulatingreportsasunits and no supportfor manipulatingmultiple
reportsatatime.

Information abouta defecttendsto get fragmentedas individual develop-
erscommunicatesinceincluding the relevant discussiongequiresmanual
insertionof e.g.text from emailor notesfrom phonecalls.

Thereis no easyway of gettingan overview of whatneedso be done,and
by whom. Other statisticalprocessingf the defects,e.g. drawing a graph
of the numberof defectsin the variousphase®f the projectfor useby the
projectmanageris alsovery dif cult.

Essentiallythesimpledefectlists ensureshatdefectsaarenotforgottenandnot
muchmore.For theinitial phase®f a project,this maybeenoughasproblemsare
x ed quickly andeverythingis freshin memoryso eachissueonly requiresa few
shortnotes.A moreelaboratgrocessvould just getin the way. However, for the
long-termmaintainance@hasesvherethedif cult to nd anddif cult to diagnose

12



Chapterl. Introduction

errorsarediscoeredthereis aneedfor a systenthatsupportghe communication
betweertheinvolved partiesandthe processingndstorageof defectshetter

1.2 Suggestedsoftware solution

An obvioussolutionis to let adedicatedsoftwaresystenkeeptrack of the defects.
Figure 1.2 shaws the situationafter sucha systemhasbeendeplo/ed. Defectre-

ports,which aregivenpleasaninterfacesandmanagedy the softwaresystemare
thecentralcommunicatiormedium.

. Defects
sTmmmmomoee- : Auto report - _ End-user_ o
Developers I P )
! - Serwce staff

f ~call O
ﬂ( Protocol e ﬂ(
owser
Browser Browser
Manager

Securit

A

Crackers
Press
Competitors

Figure 1.2: A proposedoetterway of dealingwith defects.

Theillustratedsolutiongivesanend-usetwo choices:

A defectcanbereporteddirectly to the systemin the organizationresponsi-
ble for the softwarein which the defectoccured.

If however the end-useilis more con dent explaining the defectperson-to-
personaservicecentercantake careof addingthereportto the system.

In somesoftware applicationghe developersmay have implementech defect
reportingfeaturethat automatically— with the end-uses apprwal — reportsthe
defectto the appropriateorganizationwheneer a defectoccurs.This featureis
however limited to programminga ws that canbe caughtautomatically suchas
crashes.
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Chapterl. Introduction

The developersin the organizationcan also add defectsto the defectreport
system,but their main taskis in correctingand managingthe reporteddefects.
Whena defectis correctedthe reportinguseris somehw noti ed, perhapswith
additionalinformation aboutthe next software releaseto containthe correction.
Meanwhile,the developerscanusethe reportingsystemfor discussinghe defect
and the usercan seethat the diagnosisis progressingperhapssupplyingmore
informationif necessary

As defect-freesoftwarereleasegarrylessmaintenanceosts the projectman-
ageris interestedn minimizing the numberof defectsin future softwarereleases.
This can e.g. be achieved by carefully examining which areashave the highest
concentratiorof defectsand enhancinghe developers'skills in thoseareas.The
responsgime, from which adefectis reportedo correctedmayalsobeof interest
asto assessvhetheror notit is satisactory To assistthe projectmanagein these
tasks,the reportingsystemcan provide a statisticaloverview of the currentand
previousdefects.

It is vital for theorganizatiorstoringthedefectghatthesearenotcompromised
by randomnon-authorizedisers As aconsequencanumberof securitymeasures
mustbe maintained.

1.3 Systemde nition

Basedon the previous section the systemcanbe speci ed as:

A computerizedgsystemto easethe reportingand managemenof
softwaredefects.This is achiered by providing a customizediuserin-
terfacefor thedifferenttype of usersandorganizingthedefectreports
in software systemsTheuserinterfaceof the systemmustbe simple,
yetwhenreportinga defectthe informationrequiredto be passedn
mustbe adequatenoughfor the developersto be ableto correctthe
defect.

Managemenbf the defectsinvolves assigningpriority, meging,
andbasicorganizationfeaturessuchasmoving anddeleting.Further
morethe systemincorporates securitymodelbasedn userassigned
permissionssystenresponsibility searchingandstatisticaloverview
of reporteddefects.

Theusersof the systemareexpectedo befamiliarwith computer
systemdn general but no previous knowvledgeof defectreportingis
expected.The userinterfacerequiresa web browvserandan Internet

14



Chapterl. Introduction

connectiono a centralweb sener. The systemis intendedasa com-
municationmediumbetweerend-useranddevelopersandasarepos-
itory for informationaboutsoftwaredefects.

15






Chapter 2

Problem domain

This chapternidenti es classestherelationshipbetweerthemandtheir behaiour
in theproblemdomain.

2.1 Structure

The problemdomaincan be modeledby a numberof classesas shawvn in Fig-
ure2.1.Notethata useris considered userof our systemwhile anend-useis a
personwho reportsdefects.

Startingfrom thetop left corner the Sy STEM representa systenmunderdevel-
opmentEachsystenmaycontainsubsystemsg.g.acompilersystemmaycontain
apreprocessmystema parseisystemacodegeneratosystemetc. Onesystems
theroot. This givesa treestructurewherethe leavesaresystemswithout arny sub-
systemsA Sy STEM canhold severaldefectREPORTS, andeachreportcancontain
saeveral COMMENTSs which arethe primary contents.

The classUsER representall usersof the Defect Tracker. They canreport
defectsandcommenton defectsalthoughsomeusersalsohave othercapabilities.
FromtheclassUSER, a subclasDEVELOPER is derivedsincea developercanbe
responsibldor severalreports.

The security measuregsaken are modeledwith the abstractclass PERMIS-
sioN, from which the differentkind of concretepermissionsare derived. Each
usermay carryary numberof permissionsThe READ permissioris for searching
and browsing a system(which may be the root) andits contentsof subsystems,
andthe WRITE permissioris for changinghecontentsEDIT REPORT is alimited
write permissiorfor individual reportsgivento the reportcreator SHow STATIS-
TICs grantspermissiorto make the systenprocesshedefectso give anoverview.
The ADMINISTRATION permissionallows a userto assignotherusersthe same

17



Chapter2. Problemdomain

' <<cluster>> | ' <<cluster>> |

i Defect tracking ! i Users !

e e e

1 | |

L 0.* ! Creator ' 1 l

‘ System ‘ } User |

! | . ]

: | Creator | 1 1

|

l | ! l

| | |

| 0.* | : :

‘ 0.* ! *

[ e : 3

| por : — Developer ‘

| 0.* Responsibility |

|

i 1 | Ll

‘ ‘ l

| |

! 1.* [

1 1

1 Comment i

l O..* !

1 |

| |

o ________ |
' <<cluster>> |
Permissions | _________._
| |
l l
| o 0..* }
| Permission !
| |
| |
| |
1 1
1 |
| |
| [ [ [ | |
| |

|

| Read Write Show stat. Edit report Admin. |
|
| |
| |
| |

Figure 2.1: Overviav of classesand their relationsin the problemdomain.Associa-
tionsfromthe permissiorclassedo thedefectracking clusteris notshownasit would
cluttertheoverall picture (READ, WRITE and SHOW STATISTICS are ead associated
with a systemEDIT REPORT is associatedvith a report).
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Chapter2. Problemdomain

permissiongshimself,anddeleteusersn the system.

2.2 Behaviour

The behaiour of the relevant classeswill be describedoy meansof statechart
diagramsandadditionalexplanations.

2.2.1 System

A systemis identi ed by anameandto eachsystembelongsa descriptionFigure
2.2illustratespossiblestatedor theclassSy STEM. Whenasystems startedusers
will start nding defectsandhenceattachreportsto thesystemWhenthesereports
areno longerrelevantthey will be deleted.lt is alsopossibleto addandremove
subsystem&om thesystemThisis possiblevhile thesystenis actve; whenthere
is no moreinterestin correctingdefectsin the systemthe systemwill be putin a
inactive state At somepointaninactive systemis abandoned.
Attributes:nameanddescription

System started System activated/deactivated System abando

Active "] Inactive

0

Defect added/irrelevaBubsystem started/abandoned

Figure 2.2: Statebart diagramfor theclassSy STEM.

2.2.2 Report

A reportis identi ed througha numberWhenit is submitted jts priority will start
at “low”. The statusof the reportindicateswhetheror not the defecthasbeen
correctedi.e. whetherit is openor closed.Somereportsmaybeclassi edandthis
will alsoberegistered Whenareportis registereda numberof thingsmayoccuy
asillustratedin Figure2.3.

A usermightwantto addadditionalcommentgo analreadyexisting report.|f
a defectis assessetb be moreor lesssevereit is possibleto changethe priority
of the report.It is alsopossibleto assigndeveloperresponsibilitiedo the report
andlaterremaove them.If two identicalreportsaresubmittedthey canbe memged;
the mostcompletereportwill getthe commentsrom the otherreport. It will in
additionberegisteredhow mary timesthis defecthasbeenreported.The subject

19



Chapter2. Problemdomain

of the reportcan be changedshouldits contentbe re-assessed reportcanbe
closedif thedefectis correctecandreopenedf it is refound. Whenthedefectis no
longerrelevantit is deleted.

Attributes:number priority, numberof timesreportedand subject

Similar defects

Importance/cla53|f|cat|on assessedfound  Content assessed
Defect added ﬁ | Defect irreleva

(reporter) Similar defects found
DefeC[

O[‘,-ec
De Tect Closed
: Sloupy
Responsibility assrgned/remoEe(ﬂa info added/lrrelevant

Figure 2.3: Statetart diagramfor the classREPORT.

2.2.3 Comment

A commentcontainsa pieceof information,andasillustratedin Figure2.4,when
a useror developerdiscorers additionalinformationabouta defect,he is ableto
commenbnanexisting report. Whenadefects registeredpnecommenis always
createdasthe defectdescription.

Attributes:body

Defect/extra info added Defect/extra info irrele

(date, user
Added O

Figure 2.4: Statetart diagramfor the classCOMMENT.

2.2.4 User

A useris identi ed throughhis usernameA registeredusercanregister defects
andaddadditionalcommentgo reports.It is possibleto changenformationabout
auserif, e.g.,hisnameor addresghangesA statechartliagramof theclassUseR

isillustratedin Figure2.5.

Attributes:usernamepasswrd name emailaddressandwhetherto notify.

20



Chapter2. Problemdomain

Name/address chandeights granted/remoy

Person addedQ

Extra info added Defect added/irreleva

Person removi

Figure 2.5: Statebart diagramfor theclassUSER.

2.2.5 Developer

A developerinheritsa usernamepasswerd, name emailaddressindwhetherto be
noti ed from theclassUSER. A developercanbe maderesponsibldor reports.
Thisis illustratedasa statechartliagramin Figure2.6.

Developer added Developer remo
®

Responsibility assigned/removed

Figure 2.6: Statebart diagramfor theclassDEVEL OPER. Theeventsthatare derived
from USER are notshownto preventclutteringthepicture.

2.2.6 Permission

Whenrights aregrantedandremoved, the variousclassegerived from PERMIs-
SION aresimply createdanddeleted Figure 2.7 shaws the situationwith the per

missionbaseclass.
Rights granted Rights revok
®

Figure 2.7: Statetart diagramfor the classPERMISSION.

2.3 Events

The eventsand classesare summarizedn Table 2.1. Note that the userclassin
the problemdomainis not like the userconceptin the applicationdomainand

21



Chapter2. Problemdomain

consequentlyparticipatesonly in someevents.

= 5 9
s 5 F, 5 2
¢ & 5 & 8 5
Events ] x @] D O Q
Systemstarted/abandoned +
Subsystenstarted/abandoned *
Systemactivated/deactated +
Defectadded/irreleant * + + % *
Defectcorrected/refound * +
Extrainformationadded/irreleant * +  * *
Similar defectsfound *
Importance/classi catiomssessed *
Persoradded/remeed +
Name/addresshanged * *
Rightsgranted/reoked * * +
Developeradded/remeed *
* +

Responsibilityassigned/remaed

Table 2.1: EventsandclassesA '+' indicatesthat the eventoccurs zeo or onetime
for an instanceof a classwhereasan ' indicatesthat an eventmay occur zeio or

several times.
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Chapter 3

Application domain

This chapterde nestherequirementsor the externalbehaiour of the system.

3.1 Actors

Theactorsin theapplicationdomainincludedevelopersmanagersend-usersau-
tomaticdefectreportersandadministratorsServicecenterstaf atacall centerare
considerecgknd-usersincethey alsoreportdefects.

Developers Thedevelopersreateanddevelopnew systemsandcorrectandmain-
tain the defects.They have a goodunderstandingf the procesf dealing
with systemorganizationanddefects.

Managers Managerwantto male the developerswork more ef ciently, e.g. by
improving how they areorganizedor makingthemfocusontheirweakspots.
Managerof softwareprojectscanbe characterizedshaving atleastabasic
understandin@f the defectsandhow softwaredevelopmentworks.

Users Usersusethe systemsandreportary defectsthatdisturbtheir usage They
may not befamiliar with thevariousdefectconceptge.g.sererity) andhow
to make goodreports,but it is supposedhatthey do have abasiccomputer
knowledgesincethey have beenusinga pieceof softwarewherethe defect
hasoccurred.

Automatic reporting systems The purposeof the automaticreportingsystemss
to provide an easyway of reportingdefectsthat canbe detectedautomati-
cally, e.g.crashesThey communicatavith thedefectreportingsystemusing
aseparatenterface.

23



Chapter3. Applicationdomain

Administrators Administratorsmanageshe defectreporting systemitself. For
instance an administratormay malke it so thatall userscan searchin the
reporteddefects.As administratorghey are familiar with systemadminis-
tration.

3.2 Usecases

The varioususecasedor interactionwith the systemare presentedvith general
illustrationsfor overview andmoredetaileddescriptions.

Login

Start

Register

User created

Verify login & Activate
password

Verified Activated

Denied

Login C

Figure 3.1: Usecasefor logging into the system.

As illustratedin Figure3.1,whenthe systemstarts the actoris requiredto lo-
gin. If theactorhasanaccounin the systemheentersandsubmitstheappropriate
usernamendpassverd. The systemgrantshim accessf his usernamendpass-
word arevalid. If not,acceswill be deniedandthe actorcantry again.However,
if the actordoesnot have an accountheis ableto createone.After creatingand
activating an accountthe actoris automaticallyloggedin. Initially, it is very lim-
ited whata newly createdusercando, soit is theadministratorsresponsibilityto
provide theuseraccountwith theappropriatgoermissions.

The logout function is availablein all usecasesoncethe actoris loggedin,
henceit is not explicitly mentionedn thefollowing usecases.
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Chapter3. Applicationdomain

Actors:developer manaer, userandadministator.
Objects:useranddeveloper
Functionsiogin, activateuser, sendactivationemailandcreateuser

Managereport

Add/femove responsibilpve Merge reports

‘ Q Q QCIose repo

Choose repoft Delete rep
: Ready Closed —»
Q Q QReopen report

Add/removeRemove  Change
notification comment subjectjpnorlty/cla55|f|cat|on

Figure 3.2: Usecasefor manajingreports.

As illustratedin Figure 3.2, after choosinga reporttherearemary options.A
developercanbecomeesponsibldor a defect,andary actorcanmake the system
notify him whenthereportis changedMoving thereportis possibleby specifying
thedestinatiorsystemWhenmeuging reportstheactormustselecta mastereport
which thecurrentreportwill be melgedwith. After adefectis correctedjt canbe
putit in a closedstate with the possibility of reopeningt if neededAn irrelevant
reportcanbedeleted.

Actors:developeranduser.

Objects:systemreport permissionsdeveloper userandcomment

Functionsshowreport showcommentmeige reports remoecommentchange
report attributes add/remaoe responsibility deletereport move report close/e-
openreport che& permissiorandnotify.

Managesystem

As Figure3.3illustrates afterchoosinga systemhe actoris ableto edit attributes.
Thisincludeschangingthe nameandthe descriptionof the system.The actorcan
deleteandmove a numberof sub-systemandmustcon rm it andspecifya new
location,respectiiely. Whencreatinga nev systemheactormust Il in theappro-
priateinformation. The actorcanbrowvsethe systemstructureby choosinga new
systemor goingonelevel up—asin a le system.

Actors:developer

25
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Choose other system

Choose system Q
®

Edit Add/delete/move
attributes system

Figure 3.3: Usecasefor manajing systems.

Objects:systempermissionsreportandcomment
Functionsshowsystenstructue, showsystemchang systenattributes cre-
ate/deletesystemmove systermandched permission

Statistics

Choose system Choose criterion Show overview

Figure 3.4: Usecasefor genemting statistics.

As illustratedin Figure 3.4, the actor mustchoosea system.Oncea system
is selectedhll subsystemsre alsoselectedandthe actormustenterthe criterion
thatshouldbe usedto generatehe statisticsWhenthe criterionhasbe choserthe
statisticsaredisplayed.

Actors: manayer.

Objects:systemreport permissionanduser

Functionsshowsystenstructue, genegate statisticsandched permission

Report defect
Enter information Submit report
Choose syster
.—»C System chosen Information entered 4@
Choose
subsyste

Figure 3.5: Usecasefor reportingdefects.
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Chapter3. Applicationdomain

As Figure 3.5 illustrates,in the processof reportinga defectan appropriate
systemis rst chosenWhenthis is done,the informationregardingthe defectis
lled in andsubmitted.

Actors:developer userandautoreportet
Objects:systemreport commentuseranddeveloper
Functionsshowsystenstructue, createreportandaddautoreport

Edit user attrib utes

Choose "edit"

e
-

Edit user attributes

Figure 3.6: Usecasefor editinguserattributes.

Editing of userattributes can be doneby ary actorwho is loggedinto the
systemAsillustratedin Figure3.6,theactoris ableto modify someof hispersonal
information,suchasname,password andemail addressWhensatis ed with the
modi cationstheactorcanleave this section.

Actors:developer userandadministator.
Objectswuser

Functionsshowuserandchange userattributes

Search

Add criteria

Pick report

Choose subsystem Add comment

Figure 3.7: Usecasefor searhing.

As illustratedin Figure3.7, searchinghe defectdatabasés doneby choosing
the systemcontainingthe desireddefectand supplyinga numberof criteria con-
sistingof status priority, age,subjectcommentandcreator After submittingthe
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Chapter3. Applicationdomain

searchtheresultsareshavn. It is additionally possibleto adda commentto the
shown report.

Actors:developer manayer anduser
Objects:systemreport permissionscommentuseranddeveloper

Functionsshowsystenstructue, showreport showcommenthighlight seach,
addcommentindchedk permission

Manageusers

Add permissionDelete permission

Permissions

A

Choose user O Create user
Choose "user management—Y
Q Delete user

Save modificatipns | Choose user

User selected

Edit user attributes

Figure 3.8: Usecasefor manajing uses.

As illustratedin Figure 3.8, enteringthe manageuserssectionputsthe sys-
temin a statemakingit possiblefor the actorto choosea user In additionto the
previous “Edit userattributes”, a permissiormodi cation optionis available. This
optionis usedto grantanddeletepermissiongrom usersof the system Whenthe
useris modi ed the actoris sentbackto the previous state,readyfor future user
modi cations.

Actors:administator.

Objects:user, developerandpermissions

Functionsshowuser, add/emaore permissioncreate/deleteiser, change user
attributesandched permission
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Summary

Thevarioususecasesaresummarizedn Table3.1.

Usecase Developer Manager User Auto reporter Admin.
Login + + + +
Reportdefect + + +

Search + + +

Statistics +

Edit userattributes + +

Manageusers +
Managereport + +

Managesystem +

Table 3.1: Summanyof theactors' participationsin usecases.

3.3 Functions

This sectiondescribeshefunctionsin the systemalongwith their compleity and
type, aslisted in Table 3.2. The compleity of the functionsare determinedby
estimatinghe effort neededor development.

Login

Sincedifferentuserswill usethe systemthelogin functionwill enablethe
systemto identify eachuserby providing him with a session.This func-
tion alsohandlesveri cation of the submittedusernamendpasswrd, and
determinesf theuseris grantedor deniedaccesgo the system.

Logout

This functionwill endthecurrentusers session.

Create/deletauser

The createuserfunction is usedif a nev userreportsa defector a new
developeris created All userscanbe deletedwith the deleteuserfunction.
Create/deletereport

When a userreportsa new defectthe createreportfunction is used.The
reportandall its commentsanberemaoredwith the deletereportfunction.
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Create/deletesystem

Thecreatefunctioncreatesa new systemasa subsystemThe deletesystem
functionremovesa systemandits subsystems.

Add/remove comment

Thesefunctionsare usedwhen a commentis addedor removed from an
existing report.

Add/remove permission

Whena permissionis addedto a useror revoked, e.g.if the useris given
permissiorto modify aspeci ¢ systemthesefunctionsareused.
Add/remove responsibility
Thesdunctionsareusedwhenadeveloperbecomesesponsibléor areport,
or thatresponsibilityis revoked.

Add auto report

If implementedn the application,this functionis usedwhen&er a defect
occursandensureghatthe defectis automaticallyreportedto the speci ed
defectreportingsystem.Thedefectis communicatedhroughthe Internetto
thedefectreportingsystems sener usingthe HTTP protocol.

The value of the automaticallyreporteddefectis entirely up to the imple-
mentersof the monitoredapplication,asthey areresponsibldor providing
the appropriatemechanismshat gathertogetherthe detailsof a caughtde-
fect.

Changeuser attrib utes

Thisfunctionis usedwhena users attributeshave to bemodi ed, e.qg.if the
users emailaddresshanges.

Changereport attrib utes

If areports attributeshave to be modi ed this functionis used,e.qg.if the
statusor priority changes.

Changesystemattrib utes

This functionis usedto modify the nameanddescriptionof a system.

Move system

Movesa system(andits subsystems3othatit becomes subsystenof an-
othersystem.
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Move report

Movesareportto anotheispeci edlocation.Thecomment®of thereportare
relocatecaswell.

Show systemstructure

Thisfunctionis usedto retrieve informationaboutthe systenstructurevhen
browsingit.

Show report

This functionretrievesinformationabouta report,suchaspriority andsub-
ject.

Show user

Thisfunctionretrievesinformationaboutauser suchasnameandusername.

Show system

This function retrieves information abouta system,suchas nameand de-
scription.

Show comment

Thisfunctionretrievesthe bodyattribute of acomment.

Generatestatistics

Thisfunctionis usedto computeanumberof differentstatisticsWhengiven
a systemthis functioncancomputethe numberof defectsn all subsystems,
the numberof defectsperdeveloperin all subsystemsheresponsdime of
all subsystemandthe time line of the system.This function is estimated
asvery comple becausef its mary differentcomputationsandhow they
shouldbedisplayed.

Search

This function is usedto searchfor reportsandis estimatedas very com-
plex becausef the amountof differentcriteria possiblyresultingin search
throughmultiple databasé¢ables.

Close/reopenreport

Thisfunctionchangeshestatusof areportfrom closedo openor from open
to closed.
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Mergereports

This functiontakesonereportandmeige its commentsvith anotherreport,
themasterreport.lt is estimatedascomple because properway of meig-
ing thecommentsnustbe gured outandtheappropriatgpermissiongnust
bechecled.

Notify

When a defectis updatedthis function is usedto notify all the involved
usersOnly thoseuserswvho have choserto benoti ed will receie anemail,
hencethe function must determinethe recipientsand format the message
with appropriatehyperlinksback to the system.Furthermorethe function
mustbe ableto communicatewvith an SMTP sener. As a consequencef
theserequirementshefunctionis estimatedasvery comple.

Highlight

When a searchhasbeensubmittedthis function takes careof highlighting
keywordscorrespondindo the searchquery

Sendactivation email

Whena userhasbeencreatedin the system,he is requiredto activate his
accountbeforegainingaccesgo the system.This functionproperlyformats
anddeliversanemailto theusers speci edemailaddress.

Activate user

Thisfunctionis usedto activatetheuser allowing him accesgo the system.

Check permission

Usersmusthave permissionto performvarioustasks,e.g. mewging two re-
portsrequireswrite andreadpermissiorto bothreportsThisfunctionmakes
surethattheuserindeedhaspermissiorto performthe selectedask.
Add/remove noti cation

Addsor removesthenoti cation of changegor auserfor agivenreport.

3.4 Userinterfaces

Figure3.9providesanavigationdiagramof thepagesn thesystemThefollowing
sectionspresentsomepatternsusedfollowed by illustrationsof all of the pages
(exceptvery minor ones suchaserrorpop-ups)of thesystem.
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Functions Complity Type
Login Medium Compute
Logout Simple Compute
Sendactivationemail Medium Signal
Activateuser Simple Update
Create/deleteser Simple Update
Changeuserattributes Simple Update
Shaw user Simple Read
Create/deletesport Medium Update
Add autoreport Medium Update
Changeeportattributes ~ Simple Update
Mergereports Comple Update
Close/reopemeport Simple Update
Add/remae noti cation Simple Update
Move report Simple Update
Shaw report Simple Read
Create/deleteystem Simple Update
Changesystemattributes  Simple Update
Move system Medium Update
Shaw systemstructure Simple Read
Shav system Simple Read
Add/remae comment Simple Update
Shav comment Simple Read
Add/remae permission  Simple Update
Add/remae responsibility Simple Update
Generatestatistics Verycomplex Compute
Search Verycomplex Compute
Notify Verycomple«  Signal
Highlight Medium Compute
Checkpermission Simple Read

Table 3.2: Tableof functionsalongwith their compleity andtype
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Welcome

\ Resend password:

Resend passward .
T 2: Choose system .

" Personalising environment '

. 3: Add report /'

o Re orting defects Thank you]
7| Add report -

Change user settings

Manage usej ‘
3 Change user permiss‘ons,"

View single repo rt
L My defect involvements L
;. Retrieving statistics

Statistics | T

‘ ¢ 4 Managing systems
, Subsystems : Move syste
[l Lo Manage systems

' Timeline |
ey § T Add/delete system

. Developers

e o .
. IResponse tirhe: Edit syste

Figure 3.9: Overviav of the pagesin the userinterface Thearrowsshowthe primary
meansof navigation.
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3.4.1 Generalpatterns

In theproces®of constructinghe userinterfacefor the systemsomepatternshave
beendevelopedto give a consistentook andfeel.

Navigational helpers

To make navigationof the systemeasyamenuis includedto theright onall pages
thatarenotpop-upslt containdinks to My InvolvementsAdd Report,SearchMy
settings,Log Off, andoptionally alsoManageSystemsManageUsers,Statistics
if theuserhasthenecessarpermissions.

Themenuis assistedy atext atthetop of eachpagethatindicateswherethe
pageis locatedlogically. It is labeled“You are here:” and consistsof hyperlinks
enablingtheactorto stepbackthroughhis previousactionsin aspeci c task.

Note thatthesenavigationalhelpersarenot shavn in the pageillustrationsin
thenext section.

Error handling

Whenanerroroccurs,the actoris informedin anorderlyfashion.All input elds
thatarerequiredto be lled in arechecled.If any of the elds is empty anerror
messages printed at the top of the pagebelov the headlineaskingthe actorto
typein themissinginformation.Theerrortext is shavn with abrightredfont. The
elds which containgheerrorarealsomarkedwith this color.

Quickly adding reports

Toincreaseheusabilityof thesystenfor casualisersaspeciakectionis available
from thefront pagewith a guidethattakesthe actorstepwisethrougheachpartof
addingareport.The guideconsistf threesteps:

1. Loggingin, possiblycreatingthe userif needed.
2. Choosingheright systemfor thereport.

3. Enteringinformationaboutthe defect.

Whenthis processs completedhe actoris thenpromptedif hewould like to
commitanotherdefector log off the system.The stepnumberis shavn atthetop
of thepage(e.g.“Step2 of 3"). Thisguidancensureshattheactoris awareof his
positionand nishes theintendedaction.
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Highlighting of search words

To malke the searchfunctionality easierto comprehendhe searchwordsarehigh-
lightedwhena searchhasbeenperformed.This is usedboth whendisplayingthe
searchresultsandwhenviewing areport.Inspirationfor this functionality comes
from the Googlesearchengine.

The systemtree

To make manipulationof systemhierarchiesasythe systemsareshavn in atree

with plus and minus signsfor expandingand collapsingsubtreesmuchlike the

foldertreein the le managein Microsoft Windows. Thetreeis usedin selections
of a system(for addingreports),in editing of permissionsandin editing of the

systemhierarchyitself.

Buttons

All buttonsfollow the samepatternto help predictability The button thataccepts
andcontinueghecurrentactionis placedto thefarright whereashebackor cancel
button is placedto the left. On most pagesthe actor hastwo choises;eitherto
submitor to go back.To visualizethis pattern“«” is displayedon backbuttonsand
“»” is displayedon submitbuttons.

The labels of buttonsthat evoke pop-upwindows end with ellipsises(e.g.
“Browse...").

3.4.2 The userinterface templates
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l Welcome to Defect Tracker

Report a defect quickly

If you have found a defect in one of our systems you can report it here.

Search and manage defects

If you want to keep an eye on one or more defects this is the place.

Figure 3.10: Thepurposeofthewelcomepageis to helppeopleenduptheright place;
casualuses will usuallychoosethe “Search and manage defects”option, or simply
bookmarkthe start page that it leadsto.

Login

Username: \ Freddy \

Password: ‘ ********** ‘

Register as a new user
Forgot password?

‘<< Back ‘ ‘ Login >>‘

Figure 3.11: Thelogin page is neededo authorizeusess for the sessionEveryactor
needdo passthroughit beforit is possibleto usethe system.
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l Create new user

Name: ‘ Freddy Nilson ‘
E-mail: \ freddy@cs.auc.dk ‘
Username: \ Freddy \
Password: ‘ bk k ‘

Retype passwordi ool \

‘ << Back ‘ ‘Create >>

Figure 3.12: Thepurposeof the createuserpage is to createthe actor asa new user
of thesystemSubmittingthe informationcausesa con rmation messge to be sentby
emailbeforetheuseris activatedt is alsopossibleto accesghe page fromwithin the
systenby anadministator; thenuseris activatedright away

l Enter information
System: /Netscape/Browser/Help

Subject: \ \
Description

D

q

] Keep me informed of this defect.

Figure 3.13: Theadd report page promptsfor the informationnecessaryo reporta
defect.
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} Choose system

(=] All systems
-] Netscape
[=] Browser
\ Help |
Mail
Emacs
Xfig

‘<<Close‘ ‘ OK >> ‘

Figure 3.14: The choosesystemscreen(here shownin the pop-upversion) malesit
possibleto choosea system.This is amongothers usedwhenadding a report. The
systemsare displayedusingthetreepattern.

l Report added

Your report has been saved and we will keep you informed by e-mail.

<< Add another ‘ ‘ Log off >>

Figure 3.15: Whena defectis reportectheactoris asledif hewantsto submitanother
reportor log off.
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l Startpage

Add a defect

My involvement
Search for defects
Manage users
Manage systems

Statistics

My settings

Figure 3.16: Thepurposeof startpage is to showand explain the differentoptionsthat
theactor's permissionsllow.

l My defect involvements
System: /

Search for:‘ ‘ ‘ In all ‘V‘ ‘ Search ‘

INetscape

Figure 3.17: My defectinvolvementss designedo givea goodovervien of thereports
that the actor is af liated with. Selectingone of the defectswill forward the actor to
theview reportpage.
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Search for defect

System: /Netscape/Browser/Help
Search for:‘ ‘ ‘ In all ‘V| ‘ Search ‘
' Subject |
i Contents

Has recieved comments: Person:

From: [ yYYY-MM-DD | | Frode

To: YYYY-MM-DD

Classification:

Status:
® All ® All
O Unclassified O Open
O Classified O Closed
Priority

Low O Medium O High@ Critical &

Results - 2 found

ID Subject Priority  Reporter

INetscape/Browser

602 Crash on exit High Feddy

INetscape/Browser/URL Handler
1208 Button not working Medium  Freddy

Figure 3.18: Theseach page is usedfor the actor to seach the defectdatabasdor a

speci creportor reportsmatding somecriteria. Thebottompicture showgheseach
resultswhich are concatenatedb thesearch page.
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View report
System: INetscape/Browser/Help
Number: 1234
Subject:
Reporter:  Freddy
Developer: keld, uffe
Status: Open
Priority: High
Classified: No

ﬁ Keep me informed of this defect.

2002-02-20 Frode

2002-02-16 Freddy

Add new comment:

‘<< Back ‘ ‘ Add commen# ‘ Manage this report >>

Figure 3.19: Thepurposeof view reportis to showtheinformationof a choserreport.
A usercanchooseto beinformedby email,if theinformationof thereportchanges.It
is also possiblefor the userto add commentgo the report, and a developerwith the
right permissiongangoto the manage reportpage.
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l Manage report
System: INetscape/browser/help
Report ID: 1234
Subject: ‘ Spelling error ‘
Reporter: Freddy
Developer:  keld, uffe Myself Ul
Status:
Priority: Low ﬂ
Classified:  ©
Merge with: |:|
Comments:
Summary Reporter | Date
Freddy 20-02-02
Frode | 16-02:02
‘ Back ‘ ‘ Delete this report H Reset H Save ‘

Figure 3.20: Themanaye reportpage is usedby a developerto manaye a report. He
can assignhimselfto the currentreport, close reopenor deleteit. If the developer
wantsto meigethereportwith anotherit is possibleto do directlyby enteringa report

id. The r stcomments thebodyonthereportand cannotbe deleted.
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l Manage users

Name Username Email

Freddy Nilson Freddy  freddy@cs.auc.dk [Edit |[ Permissions ][ Delete ]
Frederik Jenserjensen f.jensen@jubii.dk [Edit [ Permissions |[Delete |
Ole Jensen olef olf@olf.dk [Edit ][ Permissions | [Delete |
Frede Fogh  ffogh ff@odense.dk

‘ << Back‘ ‘ Create user ‘

Figure 3.21: Fromthemanaje uses pageit is possibleto entera pageto edita user's
attributes(this page is not shown but it lookssimilar to the createuserpage),andto
entera page to change permission®f a user Useis canalsobedeleted.

l Modify permissions for freddy

Administrator [

Read permissions:
Ixfig
INetscape/browser

Write permissions:
INetscape

Show statistic permissions:
/Netscape

Figure 3.22: The modify permissiongpage providesoptionsfor an administator to
addanddeletea uses' permissionsDeletingcan be directly, whereasediting opens
the permissiortreepop-upfor the permissiortypesthat bind themselves a system.
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l Edit permissions

Modify system permissions for freddy

All Systems
[£] Netscape
[=] Selected: Browser
=] Help
Mail
Emacs
Xfig

‘ << Close ‘ ‘ Save >> ‘

Figure 3.23: Thepermissiortree malesit possibleto modifya giventype of permis-
sionsfor a userby selectinganddeselectingystemsn thetree

l Statistics
System: /Netscape/Browser/Help

From: YYYY-MM-DD
To: YYYY-MM-DD

Overview of:

® Subsystems
O Timeline

O Developers
O Response time

‘ << Back ‘ ‘Show statistics >> ‘

Figure 3.24: Thesestatisticsletsa projectmanajer genertean overviewv of a system
usingfour differentparametes: developes, responsdime, subsysterandtimeline.
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Developers Response time
From 2002-05-24 until 2002-09-03 From 2002-01-10 until 2002-09-03
CT7T Closed san17-sanza [ ]
. | open
Freddy Nilsen
ﬂ:‘:. Closed

Subsystems Timeline

From 2002-01-10 until 2002-09-07

I
|
I
From 2002-03-29 untill 2002-07-06 1
|
Help Open ! Jan 10 - Jan 16 P
N | Closed ; 17 Closed
(N | open | T Open
| Jan 17 - Jan 23
Browser ﬂ:‘:. Closed :
I
I
I
I
I

Closed

Figure 3.25: How the resultfor the categorieslook like. Thedifferent kinds of gray
illustratethe priority of thereports,e.g. dark gray indicatescritical reports.

l Manage systems

=] All systems
[£] Netscape
=] Browser
Help
Mail
Emacs
Xfig

‘ Back H Edit HMove... H Delete HAdd subsystem to selected

Figure 3.26: Edit systenstructuie allows modifyingthe systenstructure by selecting
the appropriate systenfrom the tree A numberof actionscan be performedon the
selectedsystema subsystemanbeadded theattributesthe systentanbeedited the
systentanbemovedandit canbedeleted.

46



Chapter3. Applicationdomain

} Edit system

System:  /Netscape/Help

Name: ‘ Help

Description

Figure 3.27: Edit systenallowsthe actor to change the informationrelatedto a spe-
ci ¢ systemChangingthe systemstate(active/inactive)s alsopossible A page sim-
ilar to thisis alsoshownwhena new subsystens created.

l Move system: Help

Youy are moving the system: /Netscape/Browser/Help
Please choose a new parent for the system:
=] All systems
[=] Netscape
[-] Browser
Mail
Emacs
Xfig

<< Close Move >>

Figure 3.28: Move systemlIn advancea systemhasbeenselectedconsequentlyhe
taskis to selectthedesiednew parent. Whenthisis done clicking “Mo ve” will apply
thechanges.
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3.5 Systeminterfaces

Thereis only onesysteminterface:theinterfacefor automaticdefectreportingap-
plications.Theinterfaceonly supportsaddingoccurreddefectsihe systemname,
subjectanddescriptionmustbe transferedThe HTTP protocolis usedfor trans-
missionof information— all relevantinformationcanbeencodedn the URL:

http://iwww ... ?subject=Autoerror&body= Asserti onerror :line4 0&syste m=..
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Chapter 4

Presumptions

This chapterdescribesomeof the preliminarydecisionghatprovide the basisfor
thedesign.

4.1 Criteria

Table4.1 givesanovervien of how importantvariousdesigncriteriaareassessed
for the system.

Criterion Veryimp. Imp. Lessimp. lrrel. Trivial

Usable X

Secure

Ef cient

Correct

Reliable X
Maintainable

Comprehensible

Testable

Flexible

Reuseable X
Portable(frontend) X

Portable(baclend) X
Interoperable X

Table4.1: Table of designcriteria andtheir relativeimportance

Usable Thesystenmustbe usableio beusefulfor theusersj.e. theuserinterface
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mustbe easyto learnfor new userswhile still beingsufciently adwanced
to ful ll the needsof the developerswith respectto defectreportingand
tracking.Thisis themostimportantgoal of the system.

Secure Sinceasoftwaredevelopmentcompary maywantto keepsomeof thein-
formationthat the systemhandlesto itself, it is importantthat the system
cankeeptrack of which usersare entitled to usethe various partsof the
systemand prevent usersfrom accessindhe partsthatthey arenot autho-
rizedto view or changeThe permissiorclasshierarchyfrom theanalysiss
partof this effort; anothempartis to ensureghatthesepermissionsrealways
checledbeforeary operationsareperformed.

Ef cient This criterionis importantsincedevelopersmay needto spenda con-
siderableamountof their daily work in the system.Also the systemmay
containa high amountof defectsand users,whereefcient algorithmsis
veryimportant.

Correct It is veryimportantthatthesystemful lls thebasicneed<f theusersto
beusableg.g.thatit maintainssecurityandorganiseshedefectreportswell.
Minor featurege.g.moving systemsndreportslarehoveverlessimportant,
sooverall correctnesss justdeemedmportant.

Reliable It is very importantthat the securityrelatedpart of the systemis reli-
ablesothat userrights are not confused However, if the systemshouldbe
down for sometime, the developerscanalwaysrevert to othercommunica-
tion mediasuchasemail. Thusthereliability is not critical andis ratedless
importantcomparedo theothercriteria.

Maintainable It is importantthat the costof maintainingthe systemis not too
high becausehe systemis intendecdto be deplgred for several yearsandbe
partof thedevelopergdaily life. It mustnotbetoo costlyto correctannging
errors.

Comprehensible Sincethe systemshouldbe usableandmaintainablat is impor
tantthatit is comprehensibleOn the otherhand,it is not a very important
criterionsinceend-userwvill usuallyjust needto usea smallpartof thein-
terface(the reportinginterface),anddeveloperswill have plenty of time to
learnthe systensincethey aregoingto beusingit alot.

Testable Sincethereliability is consideredessimportant,it is alsolessimportant
to reducethe costof testingall of the system.
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Flexible Thecostof adjustingthe systemafterit hasbeendeplo/edis lessimpor-
tantsincethe methodof handlingdefectshardly changeovertime.

Reusable This criterionis ratedirrelevant for the systemsincethe basicidea of
thesystemis to specializea very generacommunicatiormedium,anonline
forum, into somethinghatis bettersuitedfor defectreportingandtracking.
Thespecializations supposedo male thesystemeasieito comprehenénd
easierto use.Thusit doesnot make sensdo try to malke it moregeneralnd
reusable.

Portable (frontend) It is very importantthat the interfaceis portablesincethe
variousreportersanddevelopersmay usedifferentplatforms.

Portable (backend) It is however lessimportantthat the systembaclendcanbe
moved from one technicalplatform to another To ensuresuch portability
it would be necessaryo do a thoroughresearchof databasenanagement
systemsandtestthe systemon all these.The costsassociateavith this are
deemedmuchto high comparedto the bene t sinceit is anticipatedthat
organisationsvill hardlyever needto move thebaclend.

Inter-operable Developersmaywantthesystemnto interoperatenicelywith other
software, e.g. importing from/exporting to spreadsheetsr plain text todo
lists, but this is outsidethe plannedscopeof the system Consequentlyit is
consideredrrelevant.

4.2 Technicalplatform

Thetechnicalequipmentequiredby the systemis awebsener capableof Secure
Soclet Layer (SSL)transferandexecutingJava Servlet2.3 andJava Sener Pages
1.2(JSP)accesto aMySQL databasanda SMTPsener. As aconsequencehe
systemis designedor a JakartaTomcat4.x web sener which supportsSSL and
implementghe JSP1.2 andJava Servlet2.3 standard.

Thesystemis developedusingthe Java Developmentit (JDK 1.4.1)andcer
taincomponentsf Java 2 EnterpriseEdition (J2EE).Theclientsof thesystensim-
ply needa HTML 4.0 compliantbrowsercapableof usingSSL,receving cookies
andexecutingJava Script.

Unfortunatelynotall browsersfully supportiavascriptandif they do,thereare
somedifferencedetweertheimplementationsThisleadsto acon ict betweerus-
ability andportability in the frontendsincewe have to choosebetweersupporting
alargeamountof browsersor be ableto fully utilize Javascript.As acompromise,
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we have chooserto supporthemostwidely usedbrowser InternetExplorer5.0or
above, andthevery portableMozilla.
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Chapter 5

Ar chitecture

Thefollowing chapterdescribeshestructuringof thesysteminto componentsand
theirdesign.

5.1 Componentarchitecture

All persistendataandfunctionalityin our systemis placedat one centralplace.
Thusa client-serer modelis the mostnaturalcomponentrchitectureseeFigure
5.1.

Client (browser), Server
Client function - : Functi
b . unction
| -
iy - T
-7 - | |
. ” I I
View l=---1 Controller Lo
P > |
L W« ¥ :
~ ™~ Model |
P |
Client (auto repor‘(e}) . !
! I
—_
System interface Database

Figure 5.1: The structue of the componentarchitectue. The client-serverpattern
malesit possibleto sepaate the codefor handlingthe userinterfacefrom the code
in the function,modeland databasecomponentsPhysically mostof the codeof the
interfacecomponentsunson the servermadine though(compae with Figure 5.2).

Thesener partconsistof afunction,amodelanda databaseomponentThe
databaseomponenis usedto encapsulatéetailsaboutthe databasei,e. how to
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connecto it andsomecorversionsof datatypesThe modelcomponentommuni-
cateswith thedatabaseomponentor storageof data,andthefunctioncomponent
communicatesvith both for ef ciency reasonsBy letting the function compo-
nentcommunicatalirectly with the database€omponent theoreticallyunneces-
sarycouplingis createdHowever, otherapproacheaddsevereperformancdoss,

andsinceef ciency wasnotratedirrelevant,thisis notacceptableAll senercom-

ponentsaareimplementedasJava beans.

Therearetwo typesof clients:a userinterfacecontrolledby a brovseranda
systeminterfacewhich canbeusedby anautomatialefectreportingsystemo add
reportsdirectly to the systemthroughthe modelcomponento make surethe data
is validated.

The browserclientcomponentontainsall the functionality neededo provide
a browserinterface. This is split into threecomponentsa view componenthat
containscodefor providing a uservisible view of the data,a controllercompo-
nentfor manipulatingthe view anda client-sidefunction componenfor catching
mistalesearlyandhandlingclient-sideevents.Theclient-sidefunctioncomponent
alsochecksthatthe usersubmitscorrectlyformatteddata.Having validationout-
sidethe sener componentdreaksthe encapsulationput makesthe systemmore
pleasanto use,andusabilityis ratedhigherthanmaintainability

In spite of the name,almostall of the codeof the browserclientis executed
physicallyonthesener, dueto thearchitecturef theWWW, leaving only display-
ing of generateddTML pagesandexecutionof Javascriptsto the client machine,
seeFigure5.2

Client HTML/Javascript

Server JSPs/servlets

Java beans

Database

Figure 5.2: A modelof how the structure of the systemis structured during runtime
Onthe serverthe Javaserverpagesand servletsrun on top of the Javabeansmple-
mentingthemodelandfunctioncomponentsyhich in turn run ontop of thedatabase
Ona clientmadine thegeneratedHTML is displayedand Javascriptsare executed.

The systeminterfacecontainsa singlecomponenproviding a bridgebetween
the softwarethatneedgo submita report,andthe modelcomponentThe compo-
nentis implementedvith a servletsothatit canbe contacteceasilywith anHTTP
request.
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5.2 Databasecomponent

The databaseomponenis modeledasa singleclass,asillustratedin Figure5.3.
It containsa getconnectionmethodfor establishinga connectiorto the database,
anda convert methodthatcorvertsJava built-in typesto thatof thedatabaseGiven
this connectionthe classesn the modelcomponentake careof formulatingthe
SQL neededo retrieve andupdateinformationthemseles.

Database

getConnection
convert

Figure5.3: TheDATABASE class.

Thegetconnectiormethodandthe methodsof the connectiorsignalserrorsin
the databaseequestdy raisingexceptions.

5.3 Model component

Fromthe behaior statecharts thefunctionlist andthe classdiagramin the anal-
ysis documentthe structureof the modelcomponenasshavn in Figure5.4 has
beenderived.

5.3.1 Commonfeaturesof the classes

Someattributesand operationghat are commonto all of the classesare not dis-
playedin theclassdiagram;insteadthey arediscussedhere.To realizepersistence
of thedatain a consistentvay a patternis neededWe have designeda patternto
relatethe Java objectsto a relationaldatabasevhich all modelclassesxceptthe
permissiorhierarchyuse,seeFigure5.5.

Eachclasshasa uniqueintegerdatabasélenti er asanattribute togethemvith
a constructorthat takes an identi er and constructsan objectwith datafrom the
databaseFurthermorea new objectcan be createdusing a constructorwith no
argument.This createsa newv objectwithout a uniqueidenti er or data— when
saved,theobjectgetsa uniqueidenti er from thedatabaseTheseconstructorgare
thecreatefunctionsfrom theanalysis.

The one-to-mag aggregationsand associationsare formed by keepingthe
databasedenti er asan attribute in the mary end (e.g. a reportholdsa system
id).
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System

Name
Description
Is active 1

User

Realname
- Username
Register report Password
Move Email Address

Get root system Whether to notify
Get parent/subsysten

n

Add/remove permission
0..X ? 1 Check permission

0.*| 0.* 1
0..*

Report

Id
Subject
Times reported 0.*
Priority
Is open 0.* creator
Is merged
Is classified

0.* responsibility

notification

Move

Merge Permission
Close/reopen

Get containing systen
Get creator

Register comment

Get comments I I | I |
Add/remove responsibility Read Write Show stat. Edit report Admin.
Get responsible users
Add/remove notification
Get notified users

1
1.*

Comment
Body 0.*
Created date
Origin report

0.*

0..* 0..* 0.* 0..*

Move

Figure 5.4: Classstructure in the modelcomponentSomemethodshat are geneal
for all classesare notshown(seeFigure 5.5). Neitherare thetrivial getandsetmeth-
odsfor all attributes.

PersistentClass

Id —————— Database id of this object
Other object idi———— Database id of some other object

PersistentClass()———— Construct new, without identity
PersistentClass(id)——— Load from database

Getid ———— Return the id of this object

Get other———————— Return an object with the given other object id

Save —— 1 Save to database, maybe giving this object an identit
Delete ——————— Delete from database

Figure 5.5: The pattern for connectingthe data in Java classesto a relational
database PERSISTENTCLASS is someclassfrom the modelcomponentand OTH-
ERCLASS is someothermodelcomponentlass.
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Eachclassalsohasa save operatiorthatsavesthe stateof a givenobjectto the
databaseanda deleteoperatiorfor erasingheinformationfrom thedatabase.

To ensurehatthe securityis notcompromisedpermissiong@rechecledin the
modelcomponenby having all operationsn REPORT thataccesshedatabas¢ake
asanextra parametethe userthatis performingthe operation.The sameis done
for the operationdn SysTem, COMMENT and USER that modi es the database;
it is not necessaryo checkthe readpermissionssinceit is always possibleto
reada systemandcommentsareonly madeavailablethroughareportsothatthe
readpermissiorhasalreadybeenchecled. Thisway functionsin theuserinterface
cannotaccidentallyperformary unauthorize@perations.

Any errorthatoccurin themodelcomponents handledby raisinganexception
thatwill continueup throughthelayersto theinterfacecomponents.

5.3.2 System

The SYSTEM classrepresentsa software systemto which it is possibleto add
defectreports.A systemmay containsubsystemshatare Sy STEMs themseles—
eachof thesecontaingts own setof reports.By switchingtheis actie attribute, it
is possibleto deactvatea systemsothatno furtherdefectscanbereported.

Supportecdextra operationsare registerreportfor registeringreportsin a par
ticular system,move which movesthe systemto anothersystemin the hierarchy
getrootsystemgetparentandgetsubsystemgor navigatingthesystemhierarchy

Moving the systenrequireswrite permissiorbothto the systemthatis moved
andto thedestinatiorsystem.

Thereadpermissioris requiredto readasystemandthereportsin it. To change
the attributesof a systema write permissions required eitherto the systemitself
or to oneof its ancestors.

5.3.3 Report

A REPORT representa singledefectreportwith variousinformationandanumber
of attachedcommentsTheid attributeis auniqguenumberthatcanbe usedto refer
to thereportwhensearchingr whenmeuging reportsthis meanshattheid should
bevisible in the userinterface.Subjectis the headerof the report. The numberof
timesthe defecthasbeenreporteds alsostored—togethemith the priority which
canbeoneof low, medium,high or critical.

Finally, a reportkeepstrack of whetherit is openor hasbeenclosed,using
the is openattribute, whetherit is meigedwith anothermreport(in which caseit is,
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in effect, closedandits commentdransferedo the otherreport)andwhetherit is
classi ed.

Theoperation®f REPORT areregistercommentor attachingcommentgo the
report,getcommentdor retrieving all of thecomment®f thereport,getcontaining
systemfor retrieving the systemthat containsthe report, move which movesthe
reportto anothersystem openandclosewhich opensor closeshereport(areport
will usuallybe closedwhenthereporteddefectis corrected).

Furthermorehereareaddresponsibilityandremove responsibilitywhich both
take a userasinput for associatingdeveloperswith reports,and add noti cation
andremave noti cation for connectingusersto thereportsothatthey arenoti ed
when the report changesThe operationsget responsibleusersand get noti ed
useramaleit possiblegoretrieve theassociationagain.Thiswaybothof themary-
to-maty relationsin themodelcomponentreencapsulateth REPORT.

REPORT alsohastheoperationmeige which melgesareportwith anothemas-
ter report. As input mege takes the masterreportto meige with. All comments
from the reportare moved to the masterreport. For eachmove, notify (from the
function componentdescribedater) is called. The numberof times the master
reporthasbeenreportedis incrementedy the numberof timesthe duplicatehas
beenreported andthe attribute is meiged on the duplicatereportis changedFi-
nally, acommenis addedo theduplicatereportwith theid of thereportthatit has
beenmegedwith. This causesotify to be calledonthe duplicatereport.

Readingreportattributesandcommentss alwaysallowedif theuserhasread
permissionto the correspondingystem.If the reportis classi ed edit or write
permissionis required.It is possibleto addreportsto any SysTem thatthe user
hasreadaccesgo — the editreportpermissiorto thatreportis thengrantedto the
reportinguser Changingthe attributesand commentsequireseither edit report
permissionon the reportor write permissionon the systemcorrespondingo the
report.Adding commentgs alwayspossiblef the userhasreadpermissiorto the
report.

Thepermissiomeededo melgetwo reportss write (or editreport)permission
ontheduplicatereportandreadpermissiorfor the mastereport. Therightsof the
creatorsof the reportsare not changedduring the meige sinceboth reportsstill
exist.

5.3.4 Comment

A COMMENT is alwaysattachedo a single REPORT andactsasa descriptionof
thereporteddefector justasanote,for instancef varioussolutionsarediscussed.
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The body attribute containsthe text of the commentandthe creationdateis
storedin the creatediateattribute. The origin reportattribute holdsinformationof
wherethecommenriginated Thisinformationbecomesisefulif thecommenis
movedto anothereportundera meige sincethe systenmshavs wherethecomment
camefrom.

The only specialoperationis move for moving a commentto anotherreport.
Thisis only usedwhenmeiging two reports.

5.3.5 User

TheUSER classrepresentsisers Eachuserhasa uniqueusernamer he passverd
is storedn anencryptedorm andis usedduringtheveri cation processTheemail
addresss usedfor noti cation whenreportsarechanged.

The DEVELOPER classfrom the analysisturns out to be empty so it is not
necessararymore.Insteadthe responsibilityassociations placeddirectly on the
USER class.

Supporteperationsare addpermissiorandremove permissiorfor adminis-
tratingthe individual users permission@nd checkpermissiorfor checkingif the
userhastherightsto performa giventask.To be ableto give otherusershe same
permission@soneselftheadministratopermissions required.

5.3.6 Permissions

Thesecurityof the systems implementedhrougha numberof permissiorclasses
eachinheritingfrom theabstracPErRMISSION class Eachuserhasanumberof the
concretepermissiondREAD, WRITE, SHOW STATISTICS, EDIT REPORT andAD-
MINISTRATION asdescribedn section2.1.TheREAD, WRITE andSHOW STATIS-
TICS permissionsaregrantedon the basisof a systemandallows the userto use
thepermission®nthatsystemandall of its subsystems.

5.3.7 Databasedesign

Figure5.6 shavs how thedataof the modelcomponenis modeledn thedatabase.
Sometableshave beenaddedwithout a correspondinglassin the modelcompo-
nentto implementthe mary-to-mary relations.Thepermissiorhierarchyhasbeen
collapsednto a singletablewith a columnto separatahe differenttypes(this is
oneof thethreepossibilitiesdiscussedhn [10]).

61



Chapter5. Architecture

System 1
0.+ SystemlD Int -7 :
ParentlD  Int (null) }
Name Varchar !
Description Varchar !
IsActive TinyInt(1 !
1 |
|
| e
! 0 Responsibility
0.* } ReportlD Int | g «
Report ! | senp m [ X
ReportlD Int ! 0.. User
o SystemID Int 1 ! Notification > UserlD Int
" | UserlD Int 0% | -] ReportiD Int ‘1| Realname  Varcha
Subject Varchar 1 0% userld  Int | |Username  Varcha
Tl(nelsReportemt : 0.. " | password Varchai
:Drlc;mty lTn't - ! EmailAddressVarchal
sOpen inyln | :
IsMerged  Tinylnt(1 ' . Creatot 1
IsClassified  TinyInt(1 !
1 |
! Permission
! 0..*
| UserlD Int
Comment : 3 0.+ PermissionTypént
CommentID Int : fmmmmmm e SystemID Int (null
N ReportID Int 0.+ R ReportlD Int (null
1.% useriD Int R 0..
Body Text
CreatedDate Timestamp
OriginReportIDnt

Figure 5.6: Thearrangemenif the modelclassesnto a setof tablesfor a relational
databaseusingUML. Theassociatiorand aggregationlines connectthe variousIDs
(someare dashedto provide a better overviav). Underlined columnsconstitutethe
keysfor thetables.All seachablecolumnsare indexed.
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5.3.8 Concurrency

The client-serer architecturecreatesa problemwith concurreng sincemultiple
useramaybeeditingthesamemodelobjectatthesametime. Therequest-response
architectureof thewebis not well suitedfor updatingchangesnstantaneouslsgt
all clients. Thussomeclientsmay be seeingandcommittingold data.

Therearetwo possiblewaysto solve theseconcurreng problems.Eitherthe
objectscanbelocked whenit is possibleto write to them,e.g.whenthe “manage
report” pageis enteredThenonly onepersomrmaychangehedataatatime. Or the
objectscanbe madeto checkuponsaving themseleswhetherthe datahasbeen
changedehindtheir back— usinga timestamp- thisway it is at leastpossibleto
rejecttheusers changesvith awarningthatdatamaybelost.

The rst possibility requireschangingboth theinterfaceto the modelcompo-
nentandtheuserinterface.lt alsohasproblemsof it own, in particularconcerning
the userinterfacesemanticsLocking too muchwill make the systemawkwardto
usewhenmary usersareaccessingt.

Checkingthatthedatahasnot changedn the databaséeforesavzing anobject
is unfortunatelysomevhat awkward in the browserbasedervironmentsincethe
Java objectsonly live shortly during a requestsoit requirestransferringan extra
setof attributesto theclientto make it possibleto comparewith whatthe database
contains.

However, therisk of two userscolliding is small sincemodifying attributesis
relatvely uncommonandquickly nished comparedo e.g.browsing the reports
and addingnew commentsAlso, the potentialtroublesare limited; overwriting
anotheusers changesandnotaninconsistenstatethatcouldleadto abreakdevn.

Hence,in compliancewith therating of the reliability criterion,whichis less
importantthetimeis investedn improving otheraspect®f thesystemandnothing
is doneto preventconcurreng problems.

5.4 Function component

Thefunctioncomponentontainsunctionsthatarenotassociateavith or speci c
to ary interfacesto the system,andthatdo not rely on encapsulategartsof the
modelclassesPlacingtheseoutsidethe classeslecreasethe dependenciem the
systemsinceit reduceshe amountof codethat have accesdo the encapsulated
parts.Theclasseareshovn in Figure5.7.
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Search Statistics Notify Highlight

query get subsystems | | send email highlight
query type
system id

low priority

medium priority
high priority
critical priority
clasification
status

start date

end date
person

get results

Figure 5.7: Classesn the function componentTrivial setand get methodsare not
shownin the diagram.

5.4.1 Notify

Thenotify functiontakesasinputareportandeitherthenew andpreviousvaluesof
anattribute or acommentFromthesedata,a messagebjectis createcandadded
to aninternalnotify queue After a messagdasbeenin the queuefor a speci ed
amountof time, all messagesoncerningaspeci ¢ reportarecollectedandusedto
compose uni ed emailmessagéo all userghathave anoti cation associatiorio
thereport.

Thepurposeof thequeues to reducegheamounf emailthatthesystenmsends
out. A lot of changedo asinglereportin ashortperiodof time only generatesne
actualemailmessagelt alsoreduceghe compleity of the userinterfacecompo-
nentssincethey do not have to try to combinecalls to notify, thus makingthem
moremaintainablén compliancewith thecriterion,whichis important.

5.4.2 Searh

To facilitate easycommunicationwith the userinterface,the searchfunction is

modeledasa classwherethe attributesarethe searclcriteria. Theseattributesare
combinedusing logical operationso restrictthe searchspace.The searchclass
thenhasthe methodget resultfor performingthe queryin the databasevith an

SQL statemenandreturninga list of foundreports Reportsthatthe userdoesnot

have permissiorto areexcludedfrom thelist.

5.4.3 Statistics

The statisticsfunction hasthe methodget subsystem$or generatingstatisticalof
openand closeddefects,with respectio their priority, for eachsubsystemThe
methodtakesa SEARCH asparameteandthereportsfrom thesearchresultis used
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for generatinghe statistical Reportsin a systenthatthe userdoesnot have shav
statisticgpermissiorto arenotincludedin thestatistical.

5.4.4 Highlight

To createa betteruserinterfacefor the searchpageandthe view reportpage the
wordssearchedor arehighlighted.To facilitatethis, this functiontakesasparame-
teratext stringwhichis thetext to behighlightedandtwo text stringswhichde nes
thestartandendtagfor highlighting;theseareplacedbeforeandafterevery found
pattern.

5.5 Browserclient component

Thebrowserclientis structurednto threecomponentsaview componentwhichis
implementedvith Javasener pagesacontrollercomponentwhichis implemented
with servletsand a client-sidevalidationcomponentwhich is implementedwith
Javascript.Thenext sectiongdiscusgshesecomponentsisawhole.

5.5.1 The commonly applied controller/view pattern

A Java sener page(JSP)is aHTML pagewith embeddedpecialtags.The web
sener translateshe JSPsnto specialservietsthesearesimply Java classesun by
thewebsener. In [8], it is suggestethatbothareusedin creatinganinterface.We
have designeda particularpatternfor the userinterfaceasshavn in Figure5.8.

With the add report pageas an example,our patternworks as follows. The
userhasa browser processunningandwhenthe “add defect” link is clicked, a
requests sentto the system.n the generalcase the requesimay be acceptedy
aservletthatdoessomepreparationsindthenforwardsthe requesto a JSPIf no
preparationgrenecessarythe requesis handleddirectly by the JSP- this is the
casefor the addreportpage.ln ary casethe JSPconstructsan ordinaryHTML
pagewhichis sentbackto the browserastheresponseSothebrowvserrenderghe
addreportpage.

Afterwards,whentheuserclicks alink or abuttononthe HTML page,anew
requests sent.A servletthenprocesseshe result(this may involve updatingthe
modelcomponentianddecidesvhat URL to forwardto next — for the addreport
page thisis eitherbackto the startpageor to a pagesayingthankyou. After this,
the procesgepeatsin caseno processings neededandthe decisionof whereto
forwardtois x ed,thelatterservletmaybeomittedtoo.
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Figure 5.8: The interactions betweenthe user's browserand the server pages and
servlets.Theserverpage andthe servletscan call the modelandfunctioncomponent
beanddirectly. Ashinted,the servletsare unnecessarin somecases.

This division of labouris anapplicationof the genericmodel-viav-controller
pattern.The JSP9rovide the views andthe servletssene ascontrollers Sincethe
servletsarejust Java classeghey arewell suitedfor beingcontrollers.Likewise,
the JSParchitecturenalkesit easyto constructheviews sincethe pagedook like
ordinaryHTML pagesexceptfor the dynamiccontentsFurthermorethe JSPar
chitectureallows easytransferof HTML form elds to beanobjects.Thisof course
requireshe modelcomponentlassedo bewritten asbeansA beanis basicallya
Java classfollowing certainnamingcorventionsto facilitateease-of-usandcom-
monfeaturese.g.introspectionsettingandgetting elds.

Oursplit betweercontrollerandview is notacompletelyclearcutsince,in the
simplecase the JSPsdecidewhereto forward to. However, the bene t of having
completelyindependendSPsdoesnot seemto be worth the addedcomplications
of thesourcecode.

5.5.2 Overview of view and controller components

The Figures5.9 — 5.14 shaw the relationshipbetweenthe individual partsof the
view andthe controllercomponentsThese gures canassistin maintainingthe
system,as the dependenciebetweenviews and controllersprovide information
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aboutwhichpartscanbeaffectedby agivenchangen anothepart.For anoverview,
referto Figure3.9 on page34. The startpageis marked with a bold box. Servlets
aremarkedwith “(servlet)” afterthe name the otherpagesaresener pages.

A descriptionof eachelements givenin Table5.1 below.

Element Functionality Figure

default Welcomegheactorto thesystemandprovides 5.9
anoptionfor quickly addingareport.

login Promptgheactorfor ausernamandpassverd 5.9

andchecktheseagainsthe currentusersn the
databasdf valid informationhasbeenentered
theactorwill be grantedaccesdo the system,
otherwisetheactorwill beasledto try again.

createuser Lets the actor createa newv userby lling 5.9,
outthefollowing information:name emailad- 5.14
dressusernamendpassverd.

createuser(servliet) Thisservlethastwousesthe rst issavingsub- 5.9,
mitted information on a userin the database. 5.14
And the otheris updatingthe userinformation.
If anadministratothasrequistecthe passverd
tobechangedanew passwerdis generate@nd
sentto theuser Thepasswrd in thenstoredin
asecuranannerin thedatabase.

sendmail (servlet)  Thisservletis usedin two differentplacesOne 5.9
is sendinganactivation messageontainingan
activationURL to theemailaddres®f anewly
createduser The actor mustclick this to ac-
tivate the user The other one is assigninga
new randomgenerateghassvord to auserwho
hasforgottenhisusernamer passvord. A nev
password togetherwith his usernameis then

sentto theuser
wait for mail A con rmation screeninforming thatthemes- 5.9
sagehasbeensent.
actvateuser Activates a newly createduser from URL- 5.9
(servlet) passedd.
sendpasswverd Theactoris promptedfor hisemailaddress. 5.9
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sendpassverd ok Con rmation screeninforming that the pass- 5.9
word andusernaméasbeensentsuccessfully

choosesystemstep A systemtree structureenablingthe actorto 5.9,
chooseanappropriatesystem. 5.10

addreport Collectingthe subjectandnatureof thedefect. 5.10,

5.11

addreport(servlet) Takestheusersubmittedinformationandadds 5.10,
it to thedatabas¢ogethemwith theappropriate 5.11
relations.

thankyou Con rmation screerthankingthe actorfor his 5.10
participationin addinga defect.

log off Terminateghe usersession. 5.10

startpage The main page which gives the actor an 5.9,
overview of thefunctionalityhehasacces¢o. 5.11

my involvements A summaryof a users differentinvolvements 5.11
in the defecttrackingsystem.

search Searchs equippedvith aninputline whichlets 5.11,
theactornarrav down theresultsby addingex- 5.12
tra criteriasto the request.Searchs alsocon-
structedto shav searchresultsaslinks to the
reportswhenavailable.

searclresult Replacesary previous searchresultsin scope 5.12
andredirectsthe searchrequestto the search
servlet.

search(servlet) Preparegesult objectsand executesa search 5.12
with the submittedcriteria and query string.
The resultsare loadedinto the sessionscope
for display

searctrefresh Sendgheprevioussearchrequestgain. 5.12

prepareeport Whenareportis choserfrom thesearchresult, 5.12

(servlet) thepreparaeportservietaccessethedatabase
andprepareshereportto bedisplayed.

view report Shaws the attributes and commentsof a re- 5.12
port. The actor can submit additional com-
mentsfrom this page.

manageeport Providesthe possibility for a developerto edit  5.12

a chosenreport. This includesdeleting com-
ments.
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addcomment This servletis responsibléor addingasubmit- 5.12

(servlet) tedcommento thedatabase.

managesystems An overviev of the systemstructureis pre- 5.11,
sentedin a treeform makingit easyto locate 5.13
the desiredsystemWhenoneis chosenthere
are multiple possibilities; move, edit, delete
andaddsubsystem.

managesystem Thistakescareof sendinghesubmitteddatato  5.13

(servlet) theright placeandmakingthenecessarprepa-
rations.

deletesystem Deletesa systemand its subsystemsThisin- 5.13

(servlet) cludesall reportsandcomments.

editsystem Displaystheinformationonthedesiredsystem 5.13
to editandletstheactorto modify thisinforma-
tion. This pageis alsousedto adda subsystem.

editsystem(servlet) Savesthe changesor createsa systemin the 5.13
database.

move system Promptsthe actorwith a systemtreeenabling 5.13
him to selecta destinatiorfor the systemthat
is beingmoved.

move system Movesa systento anew parent. 5.13

(servlet)

prepareusers This servletretrieves all usersof the defect 5.11,

(servlet) trackingsystemfrom the database. 5.14

manageusers Displaysall usersandenablesanadministrator 5.14
to edit, deleteor changepermissionf a par
ticularone.Thepagealsoincludesanoptionto
createanew user

postmanagesers Redirectgheactorto theright destinatiorafter 5.14

(servlet) preparinghechoseruser

edituser Allows anadministratoto changenformation 5.14
on a user this includes changingthe name,
email or generatinga nev passwerd for the
user

edit permission Shaws a userspermissiongogetherwith op- 5.14
tionsfor changingor deletingthese.

postpermission Saves changedpermissionsto the database, 5.14

(servlet)

preservingheuserrelations.
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statistics Information on which systemand between 5.11,
which datesthe statisticsshouldbe generated 5.15
is provided here.

statisticsresult Redirectsthe datain the requestscopeusing 5.15
introspection.

statisticyservlet) Generateslatafor a statisticaloverviev of a 5.15
selectedystemThesedataaregeneratedrom
thesubmittedcriteria.

statisticssubsystems Displaysstatisticaldatausingbardiagrams.  5.15

Table5.1: Descriptionsof all theuserinterfaceelements.

default

send password 04

mode=1 .
send passwor send mail (servlet)
mode=2 mode=2 i . i
Quick create use create user (servlet send mail (servlet) wait for email
uicl

login (servlet)

Quick

startpage|

uick
choose system blb‘{F Q activate user (servlet)

Figure 5.9: Thestartpage. Fromthe defaultpage a usercan choosebetweera quick
modeanda non-quik mode Thechoicedictateswhich pageshewill beredirectedto
and which pageshe will be able to choosefrom (the arrows marked with “quick”).

Choosesystenstepis continuedin Figure 5.10and startpage is continuedin Figure
5.11

thank yoH log off

| choose system st+—>< add report}—>{ add report (servlet*—>

Add Another Defect

Figure 5.10: Thequidck guide
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startpag
I_'_“l
| | | I | ! | |

searc}-{

manage system ‘ prepare users (servle{) statistics edit use log off

‘ my involvements (servlet* add report

mode=1

create user (servlet

add report (servlet

Figure 5.11: The seach and mangye defectspage. The pages my involvementsand
seach are continuedin Figure 5.12, manage systemss continuedin Figure 5.13,
prepae uses is continuedn Figure 5.14andstatisticsis continuedn Figure 5.15

| my involvements (servleH search (sewlet)H searchH search result|

T View Report ‘
l Save
search refresr{ prepare report (servletﬁH view report}H manage repo+

Notify

Back

add comment (servle

Figure 5.12: Thele are two possibleentrancesto seaching, oneis my involvements,
which automaticallysearchesfor theuser's defectsandtheotheroneis seach, which
is thenormalseach page. Notethat seachingis theonlywayto nd a speci creport.

| delete system (servlet

| manage system4—>{ manage system (servleH edit systeH edit system (servlet]
—>{ move systeH move system (servlet}

Figure 5.13: Manage Systems.

i mode=3
¢ ‘ edit user create user (serviet
| prepare users (servletH manage user%%‘ post manage users (servle

edit permissionH post permission (servle

| | mode=4 |
‘ create chl‘ ‘ create user (servlet

Figure 5.14: Manage uses.

| statistics l—){ statistics result} } tatistic: (servlet;} } statistics sub system+

Figure 5.15: Thestatisticaloverview.
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5.5.3 Overview of client functions

Table5.2 givesanoverview of thefunctionsin theclientfunctioncomponent.

Function Functionality

is datevalid Returnstrueif the parameters avalid dateon
theform yyyy-mm-dd.

is emptyerrorcheck Returnstrueif the eld is emptyandprintsan
errormessagéo theuser

is valid email Returngrueif theparameteis asensibleemail
address.

insertsystem Printsthe HTML codefor shawing a speci ¢
systemin asystemntree.

browvsesystems Opensa pop-upwindow with a systentree.

Table5.2: Functionalityof the client-sideJavascript.

5.5.4 Error handling

Therearetwo possiblecause®f errors:eithersomethingn the systemwentwrong
becausef a defectsomavhere,or the usertried to performan actionthatwould
putthesystemin aninvalid state.

Systemerrorsdetectedn the modelandfunction componentare handledby
exceptions Sincetheseexceptionsrepresenerrorsin the systemijt is not possible
easily to work aroundthem. So insteadthey are catchedby a JSPhandlerthat
outputsanapologisingH TML errormessage.

Someof theusererrorscanbe catcheeforeanactualrequesis submittecto
the sener. To facilitatethis, all relevantpagedncludethe abore Javascriptlibrary.
Thelibrary will print anerrormessagenderthetitle andcolor relevant elds red
in caseaninvalid actionis performed.

Otherusererrorscanonly bedetectednthesener. Thegenerapatternis then
to sendtheuserbackto the original pagewith anerrormessage.

5.5.5 Security

All sener pagesandservletscheckthe users sessiorfor a valid userobject. This
userobjectis createduponlogin wherethe persortrying to login goesthroughan
authenticatiorprocessThusit shouldnotbe possibleto accesshe systemwithout
beingauthorized.
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Chapter 6

Implementation

This chapterdocument$ow certainpartsof eachcomponenfrom thedesignhas
beenmplementedusingthefollowing technologiesJavabeang12], servletd15],
Javasener paged14], Javascript[7], DHTML [18] andordinaryHTML [19].

6.1 Documentation

Documentatiorof the implementedbeansis provided with cross-referenceand
overviews generatecdutomaticallyby Javadoc[13]; referto AppendixA.4.

Thecodefor theindividual servletsandJava sener pagesarevery speci ¢ for
theirtasks soonly overvievs areprovidedin Sections.5.20f thedesigndocument.
Furtherinformationcanberetrieved directly from thecommentedaode.Lik ewise,
theJavascriptcodeis documentedby the overview in 5.5.3;thecodeitself provides
furtherinformation.

Thecodecanbefoundby following thereferencen AppendixA.3.

6.2 Unimplementedfeatures

Althoughthe defecttracker is working, thereare still somemissingfeaturesand
reporteddefectsleft in the system.Thesecanbe found usingthe guideshavn in
AppendixA.1.1.

Themostfundamentabnesare:

Noti cation of changedo reportsis notimplemented.

Responsibilitieareshavn, but thereis no interfacefor addingor removing
them.
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Theautomatiaeportinginterfaceis notimplemented.
Smallerproblemsinclude:

Thedescriptioneld of systemss not utilized.

Thetimesreportedeld of reportis not utilized.

Thereis no browsebuttonfor meiging which makestheinterfaceawkward.

Submissioron enterkey-presss notimplementedThis makesusageof the
interfacelessef cient.

Con guration of somefeaturesge.g.whereto locatethe databaserequires
editingthe sourcecodeandrecompilationof the beans.

6.3 Databasecomponent

The database&omponents implementedas an abstractJava class,containinga
methodfor retrieving a CONNECTION andmethoddor convertingdatato MySQL
syntax(thelatterarenot shavn):

abstract public class Database

{
public static Connection getConnection()
throws ...
{
String dsn = "jdbc:mysql://localhost/defecttracker?
user=aaa&password=bbb" ;
try{
Class.forName("com.mysql.jdbc. Driver");
}
catch (ClassNotFoundException e) {
}
return DriverManager.getConnection(dsn);
}
}

Line 6-7 createsa stringrepresentinghe locationof a MySQL databas€aaa
andbbb shouldbe replacedby the appropriateuserand password). Line 9 loads
theMySQL JDBCdriver andline 14 returnsthe connectiorto the database.
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6.4 Model component

The modelcomponentlassess implementedusing Jasa beansas prescribedn
section5.1 of the designdocumentThe classesn the modelcomponentommu-
nicatesdirectly with the databaselassandare aware of persistencendsecurity
issueghemseles,whichis the topic of this section.In the following, codefor the
beangegardingtheabore issueds presentedvith thereportbeanasanexample.

6.4.1 Obtaining databaseconnectvity

Databaseonnecityity is obtainedoy accessinghe getConnection(inethodof the
abstracDATABASE class.Oncea databaseonnections obtaineda STATEMENT
mustbe createcbeforeSQL statementsanbe executed Executinga SQL query
returnsa RESULTSET containingzeroor morerecordghatmatchthequery If the
purposeof the querywas not to retrieve databut to delete,insertor update,an
emptyresultsetis returned After the giventaskis performedhedatabaseonnec-
tionis closedin a exception-safenanner

Connection con = Database.getConnection();
ResultSet rs = null;

try {
Statement stm = con.createStatement();

rs = stm.executeQuery('SELECT FROM report');

}

finally {
con.close();

}

6.4.2 Ensuring persistence

When a new reportis created,t doesnot have persistenidentify beforeit has
beenbe saved to the databaself a reportwith a persistenidentity is modi ed,
thechangesnustbeupdatedn thedatabasesingthisidenti er. The save method
mustdistinctbetweerthesewo casesthisis facilitatedby having two constructors
in REPORT.

The Report(intid, Useru) constructosetsthe reportID andthencallsload(u)
which checkghattheuserhastheappropriatgpermissionso view thereportandif
so lls in theattributeswith thevaluesfrom thedatabaselhe Report()constructor
for new reportssetsthe reportiD to -1, indicatingthatthe reportis not persistent
yet.
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class Report {

public Report(int id, User u)
throws ...

{
reportlD = id;
load (u);

}

public Report ()

{
reportiD = 1,

}

If the reportis not persistentwhenit is saved, it is assignedanidenti er —a
reportlD — generatedy the reportlD auto-incrementeld in the databaseAfter
this, commentsanbeaddedo thereportsinceit thenhasanidentity.

6.4.3 Removing persistentobjects

A persistenbbjectis removedfrom thedatabaséy instantiatingt andthencalling
its deletemethodaslisted below. First the users permissionsarechecledin line
5 to verify thathe haswrite permissiorto the containingsystemlf thisis notthe
casea permissiordeniedexceptionis throvn in line 6.

Due to the aggreation relation betweena report and its commentsall the
commentsnustalsobe deletedwhena reportis deleted.This is implementedoy
instantiatinghecommentsandcalling their deletemethod It would be possibleto
deleteall of themwith a single,andfastey SQL query but this con icts with the
object-orientediesign reducingthe e xibility.

Line 11fetchesa LINKEDLIST containingthecommentsLine 15-16retrieves
thenext commenin thelist anddeletest, by delegatingthe deletingresponsibility
to the COMMENT classwheretheusers permissiongrealsochecled.Onceall the
commentdave beendeletedthereportitself is deletedn line 20-22.

class Report {
public void delete(User u)
throws ...
{
if (! PermissionChecking.checkWrite(u, this))
throw new PermissionDeniedException();
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7

8 Connection con = Database. getConnection();

9

10 try {

11 LinkedList comments = getComments();

12 Listlterator commentsliterator = comments. listlterator ();

13

14 while (commentslterator . hasNext()) {

15 Comment ¢ = (Comment) commentslterator . next ();

16 c.delete(u);

17 }

18

19 Statement stm = con. createStatement();

20 String SQLStatement = 'DELETE FROM report WHERE reportiD="

21 + reportlD;

22 stm. execute ( SQL Statement ) ;

23 }

24 finally {

25 con. close();

26 }

27}

28 }
6.4.4 Verifying permissions
A users permissiongrechecled by accessingppropriatanethodsn theabstract
PERMISSIONCHECKING helperclass.The checkWrite(Useu, Reportr) method
checkswvhethertheuserhaswrite permissiorto areport;thisincludescheckingthe
systemcontainingthereportandall of its parentdor write permissionThe check
permissionrequestis propagatedip throughthe systemtree until the requested
permissions found or the root systemis reachedvithout nding the permission.
In the latter casefalseis returnedglsetrueis returned.

In line 5 the useris checled for anedit reportpermissiorto the report.If that
permissions foundin theuserslist of permission$eis grantedwrite accesso the
report.If not, the checkWrite(Useu, TrackedSystens) is calledin line 8, which
beginsthe propagation.

1 public abstract class PermissionChecking {

2 public static boolean checkWrite(User u, Report r)

3 throws ...

4 |

5 if (u.checkPermission(new EditReportPermission(r.getReportiD ())))

79



© 00N O

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

Chapter6. Implementation

return true;

return checkWrite(u, r.getContainingSystem());

}

public static boolean checkWrite(User u, TrackedSystem s)
throws ...

{

if (u.checkPermission(new WritePermission(s.getSystemID())))
return true;

while (!s.isRoot()) {
s = s.getParent ();

if (u.checkPermission(new WritePermission(s.getSystemID())))
return true;

}

return false;

Whena users load methodis called,all attributesare lled in, includingthe

list of permissionsThe checkPermissiomethodin the USER classlooks up the
requestegermissionin thelist of permissionsandchecksif anequalpermission
exists, returningtheappropriatdoolearvalue.

public class User {

private LinkedList permissions = new LinkedList();
public boolean checkPermission(Permission p)

{

return permissions.contains(p);

}

6.5 Function component

The functioncomponents implementedusingthe sametechnologyasthe model
componentHowever, thereis oneimportantdifferencebetweenhe classesn the
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two componentsthe classedn the function componentare never requiredto be
persistentThis simpli es the design.Also, the codeof the functioncomponents
very similarto thatof themodelcomponentsono furtherexamplesaregiven.

6.6 Browserclient component

The graphicalinterfaceis implementedusingJSPandservletson the sener side
and HTML, Javascriptand DHTML on the client-side.Javascriptand dynamic
HTML is neededfor error handlingandfor draving and expandingthe system
tree.A stylesheeis usedto facilitatea centralcontrolof thelayout.

6.6.1 Controllers

The controllersin the browserclient componentareimplementedasservletsrun-
ningonthesenerasprescribedn Sections.5of thedesigndocumentTheservlets
have differentareasof responsibility:all thoseaccessinghe modelcomponentre
responsibldor verifying the currentsessionandmary of the servletsarealsore-
sponsiblgfor preparingobjectsfor the views. Commonfor all servletss thatthey
mustcatchexceptionscausedy invoking methodsn thebeans.

Hence,logging in, verifying the sessionhandlingexceptionsand preparing
objectsarethetopicsof this section,llustratedwith exampleservietcode.

Loggingin

Whenauserlogsinto thesystemby enteringhis usernamandpasswerd andclicks
theappropriatebutton, controlis transferedo thelogin servlet.Thelogin servlets
recevesaUSER objectwith thesubmittedusernamandpassverd andmustverify
thatthis useractuallyexistsin the database.

public class LoginServlet extends HttpServlet
{

public void doPost(HttpServletRequest request,
HttpServletResponse response) {
try {
User u = (User) request.getAttribute("loginRequest");

HttpSession session = request.getSession(true);

User u2 = new User(u.getUsername());
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if (ServletHelpFunc. generateHash (u.getPassword()).

equals(u2.getPassword())){

if (u2.getActive()){

session. setAttribute("login" , u2);
session.setMaxlnactivelnterval (3600); // 30 minutes

}

else{
throw new IsNotActiveException(u.getUsername());

}
}

else{
throw new LoginNotFoundException(u.getUsername());

}

catch (Exception e) {

Line 8 retrievesthe submitteduserobjectfrom therequesscopeandin line 10
the currentsessions fetched;if the sessiordoesnot exist, it is createdLine 12
triesto retrieve theuserwith the submittedusernamérom the databasdf theuser
doesnotexist, anexceptionis thrown. Line 14-15veri es thatthetwo userobjects
have identicalpasswerdsandthatthe useris actvated.If thesechecksevaluatego
true the userbeanis storedin sessiorscopeandis therebymadeavailableto the
entiresystem.

Verifying the session

Oncethe sessions establishedit mustbe veri ed for existenceof a login entry
everytimea new taskis performed.Theservletshandleghis by inheritinga check
login sessionmethodfrom the MASTERSERVLET, which provides sharedfunc-
tionality for all servlets.

public class MasterServiet extends HttpServlet {
protected User currentUser;
protected HttpSession currentSession;

protected void checkLoginSession(HttpSession session)
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throws LoginSessionNotFoundException
this.currentSession = session;
currentUser = (User) session.getAttribute("login");

if (currentUser == null)
throw new LoginSessionNotFoundException();

Line 9 triesto fetchthelogin entryin thesessiorandline 11 checkswhethera
userobjectwasfetchedor not. If auserobjectdid not exist anexceptionis throwvn,
elsethesessiornis valid.

The checklogin sessiormustbeembeddednanuallyin theservletshatneeds
to checkthe sessionThis is doneby addingthefollowing linesatthetop:

try {
checkLoginSession(request.getSession());

}
catch (LoginSessionNotFoundException e) {
handleException(request , response, e);

Handling exceptions

Servletshandleexceptionsthe sameway they checkfor a valid login sessionpy
usinginheritedmethodsfrom the MASTERSERVLET, in this casethe handleex-
ceptionmethod.

public class MasterServiet extends HttpServlet {
protected RequestDispatcher exceptionRequest;

public void init ()
{
exceptionRequest = getServlietConfig(). getServlietContext().
getRequestDispatcher("/exception.jsp");

protected void handleException(HttpServletRequest request,
HttpServletResponse response,
Exception e)
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request. setAttribute (" exceptionCaught" , e);

try{
exceptionRequest . forward(request , response);

}

catch (Exception eForward){
System. err. println("exception in forward");

Line 6-7 initializes exceptionrequestwhich representa JSPpagewherethe
exceptionis forwardedto andcanbe handledLine 15 setsthe receved exception
asanattribute in requesscopeandforwardsto the JSPpagein line 17.

Preparing objects

One of the advantagesf using controllers— the servlets— is that thesecancon-
centrateon preparingobjectsfor the Java sener pages,and other tasksthat do
notrequireary presentationT his approactmakesthe presentatioreasietbecause
the Java sener pagessimply recevesallist of objectsandcanfocuson presenting
them.Thiswaschosenwheneerit waspossibleandconvenient,if thiswasnotthe
casea mixturewasimplementednstead.

public class PrepareReportServliet extends MasterServlet
{
public void doGet(HttpServlietRequest request,
HttpServletResponse response) throws ...

String reportlD = request.getParameter ("reportiD");
String systemPath = "";

Report report = null;

TrackedSystem system = null;

User reporter = null;

LinkedList comments = null;

LinkedList commentsUsers = null;

LinkedList responsibilities = null;

Boolean notify = null;
try {
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report new Report(Integer.parselnt(reportiD), currentUser);

system = report.getContainingSystem();
systemPath = system. getPath ();
reporter = report.getCreator ();

notify = new Boolean(report.getNotification(currentUser));

comments = report.getComments();
responsibilities = report.getResponsibleUsers();

Listlterator commentlterator = comments. listlterator ();
commentsUsers = new LinkedList();

while (commentlterator.hasNext()) {
Comment ¢ = (Comment) commentlterator.next ();
commentsUsers.add(c. getCreator ());

}

catch (Exception e) {
handleException(request , response, e);

request. setAttribute("commentsUsers" , commentsUsers);

Line 8-16 declareghe objectsrequiredby the Java sener pageandline 19
and23-39preparegshem.Line 46 storesa preparedobjectin requestscope this
is donewith all the objectsrequiredby the view but only oneexamplein givento
avoid clutteringthecodeexample.Objectsn requesscopeareavailableto theJava
sener pageoncetherequesis forwarded(in thenotincludedpartatthe bottom).

85



Chapter6. Implementation

6.6.2 Views

Theviews in the browvserclient componentireimplementecasJava sener pages
runningon the sener as prescribedn Section5.5 of the designdocument.The
views areresponsibldor presentatiorand providing interactionpossibilitiesfor
theuser bothareful lled by generatingd TML.

The views interactwith objects,eithercreatedby themseles or a controller
in boththe modelandfunction componentThis sectionillustrateshow the views
interactwith the objects throughexamplesfrom the searchbean.Furthermoreas
eachview is requiredto verify the sessionan exampleof usingpageincludesis
given.

Object intr ospection

For handlingmultiple input elds in aHTML form, JSPprovidesa featurecalled
introspectionThisfeaturewasusedthroughoutheimplementatiorphaseo match
theinput elds with theappropriatesetmethodsn abean.Introspectiorwould for
aninput eld named‘person”call the setPerson()nethodwith the new valueasa
parameterThis cutsdown ontheamountof necessargode reducingthe potential
for defects.

ThesSEARCH RESULT JSP recevessearcitriteriasfrom the SEArRcH JSP and
createsa SEARCH objectin the sessiorscope Introspections performedwith the
recevedcriteriasandthencontrolis forwardedto the SEARCHSERVLET wherethe
newly createdbijectis availablewith thecriteriasasattributes.
<jsp:useBean id="searchRequest" class=

"defecttracker .beans. Search" scope="session"/>

<jsp:setProperty name="searchRequest" property=" "/>
<jsp:forward page="/Servlet/SearchServiet"/>

Pageincludesand using beans

Codereusés achieved by usingpageincludes.Theincludepagescanbearything
from other Java sener pagesto HTML pages.The belov code,taken from the
VIEW REPORT JSP, line 1 includes“loginCheclerjsp” which checksthe current
sessiorfor alogin entry

Line 4-5assignsanidenti er to arecieved objectin requesscope Oncea ob-
jectis assigne@nidenti er —with theJSPuseBeartag—it is accessibléhroughout
theJava sener pageasanJava object.

Line 11-250utputsthe necessarfi TML andonline 22 a JSPtagis inlined to
dynamicalgeneratehe HTML page.
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<%@ include file="inc/loginChecker.jsp" %>
<%@ page import="defecttracker.beans. , java.util. " %>

<jsp:useBean id="commentsUsers" class="java. util.LinkedList"
scope="request"/>

<%@ include file="inc/toplnclude.jsp" %>

<hl>View report </hl>
<small >You are here: <a href="startPage.jsp">Start page</a>

<a href="/defecttracker/search.jsp">Search </a>

View report </small ><br><br>

<table width="500" align="Ileft">
<tr >
<td>
<table width="500">

<tr >

<td width="100"><strong >System: </strong ></td>

<td width="400" align="1eft"><%= systemPath %></td>
</tr>

6.6.3 Client-side

Theclientsideis implementedusingJavascriptandHTML/DHTML.

Oneof the mostcommonlyusedfeaturesn the browserclient componenis
thecomponentesponsibldor draving the systemstructureasatreeandmakingit
possiblgfor theuserto selectasystemThegraphicalayoutis shavn in Figure6.1
onthenext page.

Differentkinds of treesis usedin theimplementationeachwith speciaffunc-
tionality. With the permissiortree,for instance morethanone systemcanbe se-
lectedand selectionsare inheritedfrom the ancestorsThesetreesare speciali-
sationsof the simpletreetype which is describechere.Only one systemcanbe
selectedsoanew selectiondeselectshepreviousselection.
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- Mozilla 1,1 ~F.FN Ll EI

Choose system

All systems
=l Defect Tracker

SELECTED: Add a defect
- Beans

- Edit permissions

- Login

- Log off

- Manage systems

- Manage users

- My involvemnents

- My settings
- Quick guide
Search for defects
- Statistics
Defect Tracker - Report
- Putty
_<<Back | 0OK=>> |

Figure 6.1: Thesystentree In this casethe useris addinga defectandmustchoosea
system.
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The treein HTML

Thereareseveralrequirementshe treemustobey; it mustdrav theentiretreeand
be ableto changethe visibility of eachleaf. Also it mustprovide functionality to
selectasinglesystemandto expandor collapsepartsof thetree.

Theserequirementganbe satis ed by changingthe propertiesof HTML tags
duringruntime.First anexampleof a simplestatictreein HTML with oneparent
andtwo children:

<table>
<tr >
<td>This is a parent (id=1)</td>
<td><table id="systemAreal">
<tr><td>&nbsp; </td></tr > <! Empty: children below parent >

<tr >
<td>This is childl (id=2)</td>
</tr>
<tr >
<td>This is child2 (id=4)</td>
</tr>
</table>
</td>
</tr>
</table>

By usingthe <table> tag, the browseritself takes careof hierarchicalplace-
mentof parentsand children. Also, placing every subsystenof a systemin the
sametablemalesit easyto hideor shav themall simpleby changinghevisibility
of the table correspondingdo the system.By nestingthe tables,the childrencan
have childrenthemseles.

Augmentingthe HTML treewith Javascript

Thedynamicfunctionalityneededy thetreeusesDHTML which providesfunc-
tionality to changethe visibility of elementsand Javascriptwhich controlsthe
DHTML, handlingeventssuchasclicks.

TheHTML itselfis built by the Javascript.Whena systemis addedthe script
only needsto know whetherthe systemcontainssubsystemsnd the trivial at-
tributesnameanduniqueid of thesystemAlso, in orderto closeatableof agiven
systemthe Javascriptmustknow whenall childrenof a systemhasbeeninserted.

Sotheinterfaceconsistof two functions:insertSystem(systemNansgstemID,
hasSubSystengndinsertEndOfSystem(Dnly if a systemcontainsoneor more
subsystemsdoesit make senséo closethe system ptherwisethe systemis closed
automaticly A treeshaving a systemstructureis dravn whencalling thesefunc-
tionsasshavn below:
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insertSystem (' This is a parent (id=1)', 1, true);
insertSystem (' This is childl (id=2)', 2, true);
insertSystem (' This is a child to childl (id=3)', 3, false);
insertEndOfSystem (); // childl ends here...
insertSystem (' This is child2 (id=4)"', 4, false);
insertEndOfSystem (); //The parent ends here...

A simpli ed versionof the Javascriptis listed below:

function insertSystem(systemName, systemID , hasSubSystem)

{

document .

write('<tr><td>");

if (hasSubSystem) {
document . write('<a href="javascript:reSpan('+systemID+"')">");
document . write('<img src="opened.gif"

id="spanlmg'+systemID+"'">");

document . write(' </a>");

}

else

document . write('<img src="noExpanding.gif">");

document .
document .
.write(systemName);
document .

document

write(' </td><td>");
write('<a href="javascript:reSelect('+systemlD+")">");

write(' </a></td>");

if (hasSubSystem) {
document . write('<td>");
document . write('<table id="systemArea'+systemID+"'">");
document . write('<tr><td>&nbsp; </td></tr>");

}

else {

document . write(' </tr>");

}
}

Line 4 in insertSystem()s only executedif the systemcontainssubsystems
andprovidesalink to expandthetree.This is doneby reSpan()by switchingthe
currentvisibility of thesubsystemandchanginghetheimagefrom “opened.gif
to “closed.qgif. Thisis illustratedwith this simpli ed version:

function reSpan(systemiD)

{

var currentTable
var currentlmage

' systemArea' +systemiID ;
'spanimg' +systemlD ;
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if (currentTable.visibility == '"hidden") {
currentTable. visibility = 'visible"';
currentlmage.src = 'opened.gif';

}

else {
currentTable. visibility = '"hidden';
currentimage.src = 'closed.gif';

}

Line 11 in insertSystem(providesthe link to selecta systemby calling re-
Select(systemID)n this implementatiorreSelect(systemiD¢ghangeshe system
nameto bold andholdsthe currentselectedsystemIDin a global Javascriptvari-
able.A simpli ed versionof this functionis:

function reSelect(systemlD)

{

/l let currentSelection be a global variable
if (systemlD != currentSelection) {
/I switch bold from old to new
systemID . bold ();
currentSelection.unBold();

currentSelection = systemID;

SoaJSPusingatreecancall thetwo functionsinsertSystem(systemNansg/s-
temID, hasSubSystengndinsertEndOfSystem(h orderto build thetree.When
the pageis loadedthe usercanusethetreeuntil somebuttonis clicked; this button
mustcopy the currentSelectionariableto aHTML form andsubmitit.
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Chapter 7

Test

This chapterdescribeghe two meanswe have usedto testthe system:unit tests
and systemtests.Unit testinghasbeenusedas a tool to testpart of the system
while it wasbeingwritten sothaterrorsweredetectedearly andeffectively when
theprogrammingssueswerestill freshin memory whereaghegoalof thesystem
testingwasto ensurehatthe completedsystemful lls the requirement$rom the
analysis.

7.1 Unit tests

Unit testscanprovide a rigorousmeansfor testingthe systemsincethe testsare
programmednsteadof just performed andconsequentlganberepeatectasilyto
catchregressiongerrorsthat occurasa consequencef an error correction).We
have thus createdunit testsfor all public methodsof the classesn the database,
model and function componentsThe JUnit framevork [6] hasbeenutilized for
this sinceit providesa corvenientmethodfor writing andrunningthetests.

In total, thereare 63 testsowe will notlist all of themhere.Insteadthe JU-
nit framewvork supportsgeneratingan HTML-formattedreportof the testresults.
A referenceo theseresultsis availablein AppendixA.5. FurthermoreAppendix
A.3.5providesareferenceo the sourcecodeof thetestimplementation.

To illustrate how the unit testshave beendesignedthe following sectionex-
plainsthetestof the deleteoperationn Sy STEM.

7.1.1 Testingdelete

The delete operationshould deletethe systemfrom the databaseHowever, to
maintaina valid stateof all objects,it mustalsoremore objectsthat references
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it, suchas subsystemsnd reports.The subsystemsén turn needto deletetheir
subsystemandreports,andthereportsneedto deletetheircomments.

Sincethe purposeof the testis to testthe deleteoperationof the systemthe
deleteoperationf thereportsarehowever assumedo be correct;they aretested
separatelyAlso, the deleteoperationf the subsystemsreassumedo function
correctly Thisis derived from thefactthatdeleteworksin arecursve mannerSo
from atheoreticapoint of view, if deletecorrectlydeletedhe subsystemsef asys-
temandalsodeleteghe systemitself, it follows by inductionthatit will correctly
deleteary systentree.

Henceatestplanfor theunit testlookslik e this:

1. Setupphase:

(a) addatestsystento therootsystem
(b) addtwo subsystemto this system
(c) addtwo reportsto this system

2. Action phase:
(a) call deleteonthetestsystem
3. Testphase:

(a) checkthatthetestsystemdoesnot exist
(b) checkthatthetwo subsystemdo not exist

(c) checkthatthetwo reportsdo not exist

7.1.2 Testresults

Theunittestresultsconsisiof asuccessr afailurefor eachtest.Theseresultswere
usedduring implementatiorto quickly locateerrorsoncea testdid not succeed.
Most of thetestsfailed at leastonceat somepoint, but by xing thecodeall were
madeto passaventually

A referenceo theseresultsis in AppendixA.5.

7.2 Systemtests

The systentestsenespartly asanintegrationtestanda testof the userinterface,
and partly asa meansof ensuringthat the goalsthat have beensetforth for the
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systemareful lled. Thepartsof thesystenthathasbeenimplementednustful Il
therequirement$rom the analysisandthe designcriteria.

Hence the systentesthasbeenperformedby goingthroughthe usecasesand
checkingthat all describedfunctionality is available and working. The relevant
designcriteriaare:

Usable This hasbeenevaluatedby inspectionduringthetestof theusecases.

Secure Duetothedesignof thesystemit shouldbesecureThatit isin factsecure
is dif cult to testwithout the help of a skilled cracler. But we have tried
enteringURLSs directly to circumwent the restrictionsin the HTML-pages.
Someerrorswerefoundthis way.

Ef cient During the usecasegest,noneof the operationdook excessiely long
time — however, a propertestrequiresa much larger amountof dataand
simultanousisersto seehow the systemscales.

Correct Thatthesystemis correctis the primarygoalof performingtheusecases
test.

Reliable Therohustnes$hasbeentestedoy deliberatelytrying to causehesystem
to malfunction.e.g.by enteringnvalid informationin elds, andtestwhether
it reactssensibly

Comprehensible This hasbeenevaluatedoy inspection.

Portable (frontend) The systemhasbeentestedwith both InternetExplorerand
Mozilla asrequiredasthetechnicalplatform.

Portable (backend) We have nottried to testthis.

7.2.1 Testof reporting a defect

To illustratehow the systemesthasbe donesystematicallyve describenereasan
examplethetestof reportingadefect.Figure7.1shavs how thededicatedvindow
lookslike in the nal system.

As shawn in Figure3.50n page26, it mustbe possibleto enterthe addreport
window. Sothe rst stepof thetestis to verify thatthis is possibleandeasyto do.
Clicking the“add a defect”link veri ed this.

Next, it mustbe veri ed thatit is possibleto choosea systemandthatit is
possibleto entertherelevantinformation(whichis the subjectandthe description
of thedefect) Enteringsomeinformationandclicking the“browse” buttonto select
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:’E\Ie Edit View Go Bookmarks Tools Window Help Debug QA

oack - For'w:o\rd Reload S%ip |\l,; httpeitwnr.gnulinus dk/defecttrackerfaddReport jspTouick=false ~ & Search
Add a defect
You are here: Start page — Add a defect
My involvements
Add a defect
Please describe the defect you want to report. Relevant
Search for information includes a summary of what went wrong, the exact
defects error messages (if any) and steps to reproduce the problem.
Manage systems
Manage users .
System ! Windows/ Browse...
. Subject \Blue screen with text?
My settings . - -
Description [Today, when | had tumed on my computer, it suddenly displayed a blue
Log off with lots of weird text. It told me to press any key to continue, however
after having pressed the space bar nothing happened.
So I'm wondering; what might have been the cause of this incident? Will
you soon fix it? Please?
<<Back | Save>s> |
=l
it £l v Ed @@ | Done ==&

Figure 7.1: Theaddreportwindow

a systemensuredhatthis wasworking — in the systemtreeit wasalsotestedthat
it wasonly possibleto selectactive systemsThe nal stepof thetestis to ensure
thatit is possibleto submitthereport,andthatit is thensaved. Clicking the“save”
buttonandthensearchingor andviewing thereportveri ed this.

It mustalsobetestedthatthe systenreplieswith helpful errormessagewhen
no systemhasbeenchoseror whenoneof the elds hasbeenleft empty Thevari-
ouscombination®f this weretried, eachproducingarederrormessag®elow the
title, explaining the problem.Finally, the navigationalcontentsmustbe checled,
i.e. thatthe backbuttonreturnsoneto the previous pageandthat“you arehere:”
link is working. Thiswasveri ed, too.

7.2.2 Testresults

Theconclusiorafterthe systemestswasthatthesystemwasworkingasintended,
thoughwith some aws. These a ws werereportedin the systemitself andgiven
priorities. Thenfocus was devoted to correctingdefectscarryingcritical or high
priorities.

Theresultis shavn in Figure7.2,whichis the outputfrom the statisticalpage
of thesystemNotethatmary of thedefectsarecloserto suggestionfor improving
the systemratherthanactualerrors.AppendixA.1.1 providesa guidefor nding
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known errorsin DefectTracler.
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Low priority
/Defect Tracker Medium priority

2 2 -- 6 open .High priority

2 II 2 closed .Critical priority

/Defect Tracker/Add a defect
1 1 I- 3 open
1 -I 2 closed
/Defect Tracker/Search for defects

1 1 II 2 open

11 3 -I 16 closed

/Defect Tracker/Manage systems

1 II 1 open
2 1 -I 4 closed

/Defect Tracker/Manage users

1 II 1 open
3 1 -I & closed

Figure7.2: Systentestresultswith openandcloseddefectgeneatedbythestatistical
page.
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Chapter 8

The developmentprocess

This chapterre ects on selectedaspectf the developmentprocess Specialat-
tentionis given to the algorithmicproblemof searchingor substringsef ciently,
which the highlightingfunctionof our systenrneedso do.

8.1 The analysisphase

A problemwith the detaillevel of theanalysigprolongecthatphase.

The OOA&D methodprescribesanextensve analysisheforethe actualdesign
of the system However, a substantiapart of the methodis devotedto corverting
the analysisof the problemdomaininto animplementablanodelcomponende-
sign, with specialfocuson how to identify further needectclassesThusit seems
thatit is actuallynot necessaryo includeminor classesluringtheanalysisaslong
asall eventsarestill included.Theeventswill thenbetransformednto theclasses
thatarenecessaryo capturetheinformationaboutthe events.

In our analysis someminor classesareincluded,e.g.the commentclassand
the permissiorhierarchywhich couldhave beenmodeledwith eventsonly.

The problemwith treatingthem as classess that it makes the model more
complicatedvithout capturingmoreinformationaboutthe problemdomain.Apart
from makingthestructureof themodelmorecomplicatedit alsoaddsextra, rather
trivial, descriptionshehaioural patternsgtc.which accompan the classesmak-
ing the analysisdocumentionger and more dif cult to getan overvien of. For
instanceFigure2.4and?2.7 arebothtrivial — the amountof new informationcap-
turedin themis very low.

So, althoughour extensve analysisof the structuredid save sometime in the
designphasesincethe eventswere alreadyrepresente@s classesit would have
beenbetterto simplify the analysisby omitting theseclasses.
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8.2 The designphase

Two problemswereencountereduringthe designphase- onehasto do with the
designof the userinterfaceandthe otherhasto do with the problemof combining
object-orientediesignwith relationaldatabases.

8.2.1 Designingthe userinterface

Thedesignphaseasit is describedn [10] is quitestringent Althoughthe OOA&D
methodemphasizedting thestratgy to the particularsituation thereis norecipe
for how to actuallyproceedvhentheuncertaintyis high asit waswhenwe wereto
designthe userinterfacearchitecturenoonein the grouphadprevious experience
with the servletandsener pagearchitecture.

Our rst approachwasto attacktheproblemby trying to designanalyticallythe
entireinterfaceon paperby describingwhatwould be neededor eachpagefrom
the userinterfacesectionin the analysisdocumentHowever, this quickly turned
outto bevery laboriousandwith sucha highlevel of uncertaintythatwe couldnot
becon dentthatthe designwasgoodenough.

Accordingto the principle of limited reductionasstatedn [11], thisis awell-
known problem:

Relying on an analyticalmodeof operationto reducecompleity in-
troducesnew sourcesof uncertaintyrequiring experimentalcounter
measuresCorrespondinglyrelying on an experimentalmode of op-
erationto reduceuncertaintyintroducesnew sourcesof compleity
requiringanalyticalcountermeasures.

The rst partof principleis basedon the obserationthatthe problemis not prop-

erly understoodhroughthe analyticalmode of operationwhich focuseson ab-

straction;someof the left out detailsmay turn out to be of major importance.
Conversely an experimentalmodecanreducethis uncertaintybut also produces
new knovledgethatneedgo bedealtwith analytically

This view is supportedoy [16] which aguesthatthoughit is still worthwhile
to try to approximatea rational, stag&vise designprocessit is never completely
possibledueto theuncertaintiesnvolved.

Hence,it appearedhatit would be betterto suspendhe analyticalmode of
operationandinsteadproceedwith experimentsuntil the uncertaintyhadreached
anacceptabldevel. Soour courseof actionwasto ensurehatthedecisionswvhich
would requirethelargestamountof time to changawverecarefullythoughtthrough,
suchas generalpatternsand whereto put an extra effort to increasecodereuse
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andavoid copy-pasting.And thenwe beganimplementingthe userinterface.The
designcriteriathatwereconsideredare:

Usable Mostof thevisualpartof theinterfacesverealreadydesignedn theanaly-
sis(Sec.3.4).However, attentionto theleft-over detailswasneededo ensure
userfriendly pages.

Secure Securitywashandledoy thecommonpatternfor checkingtheusersession
object.The securityof the modelcomponentvould catchary mistales.

Reliable By taking non-sensiblauserinput into account,the systemwas made
morerohust.

Maintainable Bettermaintainabilitywasachieredby trying to reuseexistingcom-
ponentsnsteadof copy-pasting,andwriting readablecode.

Comprehensible To be comprehensiblattentionwasfocusedon makingthe vi-
sual part of the interfacescorrespondo what actually happensnside the
systemto let theuserdorm correctmentalmodelsof theprogrambehaiour.

Portable (frontend) Portabilitywasensuregincesomein thegroupusednternet
ExplorerandsomeusedMozilla duringthe developmentof the system.

During theimplementationt wasfoundthatmostof theremaininguserinter
facedesignwasmosteffectively carriedout by theindividual programmerPerhaps
this canbe attributedto the complity of theinterface.lt is dif cult to anticipate
all thedetailsthatemegewhenacoherenandsensiblgages beingimplemented.
This createsa high level of uncertaintywhich makesit hardandunproductie to
try to designthe pageseforehand.

Onthe otherhand,the experimentalmodeof operationalsocausegproblems.
The structureof the codemay endup quite diverse.This canbe alleviated by in-
creasinghe communicatiorbetweertheinvolved parties,i.e. sometimegoingto
analyticalmode.We did this sometimes.

8.2.2 Combining OOP with relational databases

The defecttraclker utilizes a relationaldatabasdor achieving persistencef the
data.The languageusedfor communicatingwith the databaseSQL, is however
very differentfrom the object-orientedanguageof Java andthe object-oriented
natureof the OOA&D method.The clashbetweenthesetwo differentparadigms
makesit moredif cult to designthemodelandfunctioncomponentsTheproblems
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with the differenttype modelsand the necessaryorversionsare knovn asthe
impedancemismatt [4].

The problemsare partly dueto differencesetweenthe physicaldatatypesof
thetwo languagesswould bethe casefor mostprogrammindanguagege.g.how
mary bits are usedto represenhumbers)but mostly dueto differentorganisa-
tionsof thedata.A relationaldatabaselustershe datain opentableswhereaghe
object-orientedipproactencouragedistributing the datainto encapsulatedbject
networksformedby aggr@ationsandassociations.

The differenceis mostvisible whenretrieving the data.In an object-oriented
environmentit requirestraversingthe object network throughthe prede nedac-
cessomethodswhereaghe relationalerviromentjoins the tablesfreely with no
notionof classencapsulation.

Althoughit is possibleto usetherelationaldatabasasa simplestoragemeans
by saving andretrieving theindividual attributesof the classe®neatatime (sup-
port for this can easily be modeledby a single databaseclass),it may be very
inefcient sincemary valuesmay needto be copiedbackandforth betweerthe
object-orientegprogramandthe databaseA searchcould be doneentirely within
the databaseénsteadof instantiatinga lot of objectsandretrieving a large part of
the dataof the databasegventhoughmostof theinformationis really not needed.

A moreefcient approachas,in generalfwo possibleresolutions:

1. Encapsulatéhepartsof thesystenthatcommunicatesvith thedatabasen a
setof classesTheinternaldesignof thesecannotfollow the object-oriented
paradigmhowever, apartfrom perhapsa slightly changednterface therest
of thesystemcanstill pretendt is purelyobject-oriented.

2. Modify the programmingernvironmentsothatit bridgesthe gapbetweerthe
two paradigms|[20]

(a) Extendthe databaseothatit supportshe object-orientechotionsdi-
rectly. Thisis known asanobject-orientedlatabase.

(b) Extendthe programminganguageso thatit supportspersistencend
someef cient meanof performingqueriesTheserializatiorapproach
in Javais asmallstepin this direction.

Unfortunately the Java languagedoesnot properly supportef cient persis-
tence andobject-orientedlatabasearenotyetin wide-spreadisesoaricherpro-
grammingervironmentwasnot anoptionwithin thetime frameof the project.

Sothewaywe have choseno alleviatetheproblemis to breakencapsulatioby
letting someclassesn the sener componentibove the modelcomponentaccess

106



Chapter8. Thedevelopmeniprocess

the databasalirectly, andto introducethe persistenfpatternfor eachclass,thus
changingthe semanticof how the instantiationf the classesanbe used.This
makesthe designlessintuitive, but with the bene t of reducingtheamountof data
copiedbackandforth betweerour systemandthe database.

8.3 Thetestphase

Thetestphasebroughtup two subjectswhetherto cover a greateramountof the
systemwith unit tests,andhow to handlethe discorereddefects.

8.3.1 Unit testingthe userinterface

Our unit testsonly coveredthe classeof the databasemodeland function com-
ponentslt would have beenpossibleto createunit testsfor the othercomponents
too, therebybeingableto catchmoreregressiongasily

However, writing testsfor the userinterfaceis usuallycomplicatedoy thefact
thatit is very dif cult to foreseethe combinationsof actionsthat the usersmay
perform,andit is dif cult to simulatetheseactionssincetheinterfacesaregeared
towardshumansandnot programmindanguages.

Sinceour systemis using HTTRP, the latter problemcanbe alleviated. There
is even a framework for doing this [17]. Still, the investmentof time neededo
actuallywrite down thetestsis high, whereasa few mouseclicks cancover mary
casegyuickly. Also, thebene t of testingthe userinterfacewith strict unit testsis
smallerthanthe bene t of testingthe modelandfunctioncomponentn the same
mannersinceerrorsin the former by their natureare morelocalised— a defectin
the modelcomponents likely to affect all componentsabore it. Finally, manual
systemtestingis still neededo ensurethatthe systemis usableandthatit ful lls
theanalysisrequirements.

Hence creatingunit testsfor theuserinterfaceis notsuchagoodideaasit may
seem-unlesghecorrectnessriterionis ratedvery high, whichwe have notdone.

8.3.2 Handling discovered defects

During theimplementatiorof the systema lot of issuesemege: aninterfaceturns
outto besuboptimabr somepartof thefunctionalitydoesnotwork. It isimportant
thattheseissuesaretaken careof, but it is alsoimportantthatthe implementation
effort staysfocused.Thussomemeansof keepingtrack of theissuedss neededin
otherwords,we neededa defecttracler.
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Soassoonasour systemwasrunningwe beganusingit to trackits own defects.
Theexperiencehiave beenpositive; apartfrom theobviousbene t of beingableto
managehe defectseasily (seesectionl.1and1.2),it alsohelpsthe management
of the projectsinceit is easierto track what needsto be nished andalsogetan
overviev of whatshouldbe postponed.

Actually beinga userof the systemalsohelpsdiscovering usability problems.

8.4 Faster highlighting

In theuserinterface thesearctwordsarehighlightedin the subjectinesandin the
commentsThecommentsnay, however, containquitelargeamountof texts sothat
muchtime is spenton searchingor the positionsof the wordsin the comments.
Thusit is worthwhilelookinginto whetherthe simplealgorithmthathasbeenused
for nding thepositionscanbeimproved.

First,wewill take astepbackandapproactiheproblemin amoreformalman-
ner, describingtwo alternatve algorithms;thenthe sectionendswith anempirical
comparisorof the describedalgorithmsto concludewhich is moresuitedfor our
context.

8.4.1 The string-matching problem

The problemof nding substringsn a stringcanbeformalisedasfollows [5, Ch.

32]. Thetext is assumedo beanarray of length andthepattern
whichis beingsearchedor is anarray of length . Theelements
of thearrayaresymbolsdravn from a nite alphabet , e.qg.
Thepattern occurswith shift in thetext if and
for .If  occurswith shift in then isavalid shift, else

is aninvalid shift.

Sothestring-matting problemis the problemof nding thevalid shiftswith
whichapattern occursin atext

Therearemary differentapproacheandalgorithmsfor the problem([3]. The
mostsimple algorithmhasa worst caserunningtime of anda bestcase
runningtime of . A betteralgorithm, the Knuth-Morris-Prattalgorithm, fo-
cuseson reducingthe worstcaserunningtime (atmost  characteccomparisons
areperformed).The BoyerMoore algorithmtries to reducethe averagecaserun-
ning time, still with the bound in the worstcasebut now performingless
than comparisongn theaveragecase( in thebestcase).

Someotherde nitions arenecessaryA string is a pre x of thestring if
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for somestring thatmay bethe emptystring. This is denotedby
—e.g. ab’ “abcd: Likewise,astring isthesufx of astring if for
somestring thatmay be the emptystring. This is denotedby . Thepre x
of length of astring is denotecby

8.4.2 The simpleapproach

Themostsimplealgorithmfor performingthesearchis to runthroughall the shifts
of thestring , comparinghecharacterén  with :

for = 0 to
for = 0 to 1 /I test this shift
if =
if =
match found with shift !
else
break [l try next shift

Soin theworst casethe algorithmrunsthrough  charactergor eachof the
possiblevalid shifts, giving a running time of
or . In thebestcasethe rst characteof the patternnever matchesothat
eachexecutionof theinnerloop stopsmmediatelyresultingin character
comparisonginda runningtime of

8.4.3 The Knuth-Morris-Pratt algorithm

Obviously, the simplealgorithmis sometimesrery inef cient whena partor the
whole of the patternhasbeenfound sinceit thentriesto matchthe patternonce
againat the shift next to the just examined.For mostpatternsthis cannotresultin
anew match.For example,considerthetext ‘wisdomis notto belaughedat' and
thepattern’laugh’; whenthe ‘laugh’ hasbeenfound, it is awasteof timeto try to
matchit against aughe’

Insteadthe algorithmmay jump over the matchandstartfrom “ed at'. In the
generalcase,it is not as simple, though.For instance the pattern ‘aba’' andthe
string "ababa’hastwo valid shifts. It explicitly needsto be computechow mary
characterd is possibleto skip.

The Knuth-Morris-Prattalgorithm[5, Sec.32.4] involves an ef cient way of
doing this. A pre x function is introduced.Whena charactetthat doesnot
matchthe next characterof the patternis encountered, returnsthe greatest
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numberof matchingcharacter®f the patternthatmay still give a valid shift given
thatonly the rst characterareconsidered.

For example,giventhetext ‘hoho, he laughed'andthe pattern ‘hohoho'the
rst part ‘hohg he..." of thetext canbe matchedTrying the next charactedoes
notyield amatch,though,soinstead is computedvhichgives sincethetwo
rst characters;ho’, isthelongestpre x lessthan of thepatterrthatstill matches
thereadcharactergi.e. ‘hohd) andmayresultin avalid shift.

ConsequentlytheKnuth-Morris-Pratilgorithmshiftssearchingpositionin the
text sothatthe rst two character@arematched( hg, he...") andcontinuesfrom
thatposition. Thisway thealgorithmhasavoidedonecomparisorcomparedo the
simpleapproach- trying to match ‘oho, he..." with the patternis predetermined
to befruitless.

Somoreformally, thepre x functionof apattern of length isthefunction

thatis lengthof the longestpre x shorter
than whichisasufx of  [5]:

To actuallysave ary comparisonsthe pre x function of a given patternmustbe
precomputedThis is not a problemsincethe domainof thefunctionis of size
and istypically muchsmallerthan .
It is possibleto computesachvalueof for apattern bycomparing ,
, ..., with  backwards.For example,for comparingthe pre xes
‘hoh’, "ho' and’h' with "hohd (nomatch),"hohd (match)and hohd (nomatch),
SO . However, this givesarunningtime of in theworstcase.
By observingthatif for someinteger where then
, it is possibleto reuse to reducetherunningtime, seeFigure8.1.
Shifting sothat characterarematchedthe algorithmjust
needto compare with . If it matchesthe computatiorstops else
a shift of for characterss tried instead andsoon until
is zero, indicatingthereis no further possibilities.Whenthe computation
stopsif the charactereomparedastmatchedhen mustbe , else
is .
Writtenin pseudacode thealgorithmcanbeexpresseds:

1
o

for 1= 2 to

repeat /! loop through each possible shift

110



© 00 N O

10

© 00 N O O WDN P

e
R O

Chapter8. Thedevelopmeniprocess

q=4 g=5
! I
3
R-1 [h]o]h| [h[o[h]o]
(Alo]f] ——~ ([Alo]plo
[h[o[ 7] [P[o]f[o]
([plern]  ——=  ((Rlelh[o]
j [A[o[A[o
Figure 8.1: lllustration of howthe solutionof canbeusedto compute . For
, the possiblematdes(marked) mustbe presentin the matesfor . The

algorithmjust needgo compaethe fth character (asindicatedby the smallarrow)
of  with, in theworst case onecharacterfromead of the selectedshiftedpatterns;
in this case “hohoti and "hoti are mathedimmediatelySo for
this particular pattern.

while 0 and
i f = /!l found a valid shift

else
=0

With the pre x function precomputedthe Knuth-Morris-Prattalgorithm for
solvingthestringmatchingproblemcanbepresentedt worksby runningthrough
the charactersn thetext ( ), keepingtrack of how mary character®f the pattern
thathave beenmatched ) andshifting the patterneachtime a mismatchis found.
Eachtime thematchcountequals , thepatternhasbeenfound:

=0
=0
while /! examine characters one by one
if = then
= /' one more character matched
if = then

match found with shift !

if 0 then
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= // slide the pattern to try again
else

The obsenration [9] thatat eachstepof the algorithm,a charactecomparison
is madeandeitherthe patternis shiftedto theright or the positionin thetext is
incrementednakesit clearthatat most  charactelcomparisonsre performed
sinceit is the patternandthe positioncanonly beshiftedrightatmost times.On
the otherhand,at least comparisonsre always performedsinceeachiteration
beginswith a charactecomparisorandthe counterrunsthrough

8.4.4 The Boyer-Moore algorithm

Althoughthe Knuth-Morris-Pratialgorithmimprovesthe worst-caseunningtime
for thestringmatchingproblemfrom to , it doesnotaffectthelower
boundon atleast comparisonsThealgorithmof Boyer andMoore [2] is based
on anotherpproactandimprovesthis bound.

The key obsenration is that startingthe matchingprocessrom the right end
of the patternprovidesmoreinformationif a mismatchis encounteredConsider
onceagainthe pattern‘laugh’ andthetext ‘wisdomis notto be laughedat' with
the patternpositionedat shift 0 — since ‘o' (from ‘wisdam') doesnot occurin the
pattern the shifts 0—4 areimmediatelyknown to beinvalid andthe patterncanbe
shifted5 charactersvithoutcomparingwith ary of the rst 4 charactersf thetext.
Thusit is possibleto dowith lessthan comparisons.

Thealgorithmworks by comparingthe character®f the patternfrom right to
left. Whenamismatchoccurs the patternis shifteda numberof placeso theright
and the algorithm begins trying to matchit onceagainfrom the right end. The
patternshift is atleastl, but mayusuallybe safelyenlagedat mostmismatches
by the help of two auxiliary precomputedunctions, and . In pseudocodeit
lookslike this ( is theexaminedtext positionand thepositionin the pattern):

while <

while = /! this is a possible match
if > 1 then // continue matching

else
match found with shift !
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break
= /1 jump to next possible shift

The functionseachcomputehow long the shift atleastmustbefor it to bea
valid shift soto save asmary comparisongaspossiblethelargestvalueis chosen.

The functionreturnsthe distancebetweerthe rightmostoccurrencef a
character andtheright endof thepatternor if isnotin .More preciselyit
canbede nedas

if for some ,

if forall ,

where and .

It basedon the obsenation thatit is safeto slide the patternso thatthe right-
mostcharactelis alignedwith the mismatchingcharacterfrom the text, without
having to checkfor matchesAs mentionedjf thecharacteis notin the patternt
is possibleto slide the patternall the way pastthe charactein thetext. Likewise,
if the rightmostcharacteiis to the left of the currentpositionin the pattern,the
algorithmcan skip the comparisorof a numberof charactersFor example,con-
siderthepattern’axaaaaandthetext ... bbbbxaaaa. '. With thefollowing setup
where axaaaaand ... bbbbxaaa..' have beencomparedit is possibleto slide
the patternthreecharacters:

v 3
axaaaa_ axaaaa.
...bbbbxaaaaa... ...bbbbxaaaaa...

If therightmostcharacters to theright of the currentpositionin thepattern align-
ing the patternwith the text would requiresliding it to the left insteadof right
whichis redundansincethatpartof thetext hasalreadybeenchecled.Soonly in
somecircumstancess thecomputatiorof  bene cial.

After having slidedthe pattern,the algorithm shouldstarttrying to matchit
onceagainfrom the right end. So the numberof characterst needsto move the
currentpositionin thetext is actually ; the patternitselfis “moved” by resetting
its counter( in thealgorithm)to its rightmostcharacterFor example the position
in thetext above endsup asthis:

v v.

axaaaa. axaaaa:

...bbbbxaaaaa... ...bbbbxaaaaa...
4

The functioncanbe precomputedor a patterneasilyby nding theright-
mostcharactenf eachcharactein the pattern:
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for [/l initialize

for = 0 to

The fastestway of storingthe precomputed/aluesis with an array; however, if

is large, the costof initialising the arraymay dwarf the actualstring matching.
Anotherpossibilityis to useahashtablewith only thosecharacterghatareactually
presenin the pattern.

The functionreturngthedistancebetweertheright endof thepatternand
rightmostplausiblereoccurrencef the lastcharactersf thepattern A plausible
reoccurrencés roughly speakinganoccurrenceof the charactergor which the
characteto the left of the occurrencas differentfrom the characteto the left of

the lastcharacterd-or example therightmostplausibleoccurrencédor for
the pattern°xabcab is "xabcab' ( ) whereador the pattern’xabcabcab
it is "xabcabcab'( ).

The reasonthe above explanationis roughly speakingjs that a plausiblere-
occurrencanay alsostartoff the left endof the pattern(without matchingall of
the characters)e.g.for the pattern ‘bcabcab the reoccurrencas *_bcabcab’
( ). Moreformally, the  functioncanbe expresseds

where runsthroughthe possibleshiftsandtheresultingsubstringsarecompared

with thelast charactersf the pattern, . Tomake theabore
expressionwvell-de ned, comparison®f characterso theleft of theleftmostchar
acterof thepatternarede nedalwaysto betrue,i.e. andalso

for ary positve integer andary character.
Theobserationthat isbasednis similartothatof : whenamismatching
charactelis encounteredt is safeto slide the patternsothatthe alreadymatched
charactersrealignedwith thenext plausiblereoccurrencén the pattern(which,
accordingto the above de nition, may be completelyoff theleft edgeof the pat-

tern).For example, atrivial situation( ):
v, v
xabcab xabcab
< XXXXX@BXXXX.... < XXXXXADXXXX...

5

And an example of how the next plausible occurrencestartsoff the left edge

( ):
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v v

bcabcab bcabcab :

e XXXXXXARXXXXXXX. .. o XXXXXXADXXXXXXX. .. ¢
8

Aswith , afterhaving slidedthe pattern the algorithmshouldcontinuetrying to
matchit fromits right end,sothetext positioncansimplybeincrementedy and
thepatterncounter setto therightmostcharacterastheabose exampledliustrate
(the currentpositionis moved5 and8 characterso theright, respectrely).

Precomputinghe functioncanbedonein the obviousway by startingfrom
theright endof the patternandtrying to matchthelast characters
with the shifts to , stoppingassoonasa plausibleoccurrences found.
Thisturnsoutto have the runningtime in theworstcase seeFigure8.2 —
instead Knuth[9] givesamorecomple algorithmsimilarto theprecomputatioof
the functionof the Knuth-Morris-Prattalgorithm,with the runningtime

Figure 8.2: Whenprecomputingthe  function, the simplestappmac is to try to
matd the rightmostcharacterwith the possibleshifts,thenthe two rightmostcharac-
ters with the possibleshifts, etc. Sincethere are sud shiftsand  substrings
that needsto be cheded ( rightmostcharacters), with each ched using
on average character comparisonsthe total numbernumberof comparisonss

The runningtime of the algorithmitself dependson the patternandthe text.
In the bestcase all characterseadfrom donotoccurin  sothatit is always
possibleto move forward  positions(with the helpof ), consequentlysing
only charactecomparisons.

In the worst case the algorithm however exhibits the samebehaiour asthe
worst caseof the simple string matchingalgorithm. Considerthe pattern ‘aaaa’
andthetext ‘aaaaaaaaad’he rst matchis ‘aaaaaaaaa'andthe algorithmmust
then start matchingfrom the charactetto the right of the match,comparingthe
charactersaaaaaaaag'sinceshift 1 is alsoamatch.And soonwith ‘aaaaaaaaa
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‘aaaaaama’ etc. Thusmostmatchesnvolves comparingcharactershat have al-
readybeencomparedereraltimes,andthealgorithmhasdegeneratedo areverse
form of the simplematchingalgorithmwith therunningtime

Theaveragecasebehaiour depend®n the probability of a charactefrom the
patternanda charactefrom thetext matching[2] andon thelengthof the pattern.
If the probability of a patterncharacteianda text characteimatchingis low, the
chanceof beingableto skip portionsof thetext safelyis higher whereasalonger
patterncanmale it possibleto skip larger amounts A large alphabetmay lower
the probabilityof charactersnatching.

Under somesimplifying assumptionsa theoreticalanalysisin [2] suggests,
however, that the numberof charactercomparisonsn the averagecaseis well
belov (e.g.- for patternsof length with a probability thatresembleghat of
Englishtext). This is supportedoy empiricalevidence,andis alsocon rmed by
ourresultsin the next section.

8.4.5 Comparison of the algorithms

ThedifferencebetweerthesimplealgorithmandtheKnuth-Morris-PratandBoyer-
Moore algorithmsis that the latter have a preprocessinghasewheretheir be-
haviour is optimizedbasedon information extractedfrom the patternonly. The
informationwhich the Knuth-Morris-Prattalgorithm extractsis usedto optimize
the casesvheneitherthewhole or mostof the patternis found,whereagheinfor-
mationextractedby the Boyer-Moore algorithmis mostusefulwhenmatchesare
seldom.

This hasa majorimpacton the ef ciency of thealgorithmswhensearchingn
ordinarytext, suchasthis report.Thealgorithmscanonly save afew comparisons
if the patternis short,andlongerpatternausuallyoccurrarely Hence theproblem
of thesimplealgorithmwith redundantomparison#n the eventof a partialmatch
is seldomlyencountere@ndthe numberof comparisonss closeto

Trying to enhancehe searchby usingthe Knuth-Morris-Pratialgorithmis fu-
tile — the addedcompleity may even male it moredif cult to further optimize
the algorithmwhenimplementingit for a speci ¢ architecturethusrenderingthe
matchingprocessslower in practice.Corversely the bestor nearly-bessituation
will oftenhapperfor the Boyer-Moore algorithm,andtheworstcasebehaiour is
never encounteredincelong sequencesf the sameshortpatternarevery uncom-
mon.

To supporttheseassertionswe have empirically testedthe threealgorithms
on a large corpusof text (318 kb) from anexisting defecttracker system[1]. The
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threealgorithmsare versionsof alreadywritten referencemplementationgrom
[3], slightly modi ed to countthetotal numberof charactecomparisonslonedur-
ing thematchingphase1000patternsof a givenlengthwaspicked randomlyfrom
the corpusandsearchedor, averagingthe resultingnumberof charactecompar
isons.The resultof runningthe threealgorithmswith differentpatternlengthsis
shavn in Figure8.3.
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Figure 8.3: A comparisonof the ef cency of the three algorithmson Englishtext in

termsof the numberof compaed characters per character in the text. The simple
algorithmandthe Knuth-Morris-Pratt algorithmboth examineead charactera little

more than once on aveiage, with the simple algorithm comparingabout 1% more
characters. On the other hand, The BoyerMoore algorithm, with a pattern length
above , compaesonlylessthan of thecharacters, onaveiage.

Therunningtimesof thethreealgorithmsaresummarizedn table8.1.

Simple KMP BM

Worst
Best
Average -

Table 8.1: Overviev of the threealgorithmswith the average valuesempirically de-
terminedby our test(with patternlengthsof 3-15).
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8.4.6 Conclusion

Clearly usingthe Boyer-Moore algorithmwould beanimprovementover the sim-
ple algorithmfor nding wordsto highlightin our system.

The only potentialproblemwith implementingt is the dependencen the al-
phabetsizewhenprecomputing . As the systemis implementechow, it is nota
problemsinceonly 8-bit charactersresupportedso . However, if
thesystems extendedo e.g.16-bitcharacters|ling atableof
entriesis impractical.

Sinceonly atmost  valuesactuallyhave to be stored(all characterérom the
alphabetnot appearingn the patternare mappedto the value ), somesort of
hashingwould be an option. It hasto be extremelyef cient with respecto time,
though.

Insteadit would be simplerto split the 16-bit charactersnto two 8-bit parts
andperforman8-bit searchalthoughthisincreaseshe probabilitythatacharacter
from the text and a characterfrom the patternmatch,worseningthe  and
estimatesln caseof two 16-bitcharactersnatching it alsodoublesthe numberof
necessargomparisons.

Theproblemwith theworstcaserunningtime of the Boyer-Moorealgorithmis
thatit doesnotnoticethatit hasalreadymatchedsomecharactersvhenthe pattern
is slidedto theright. By modifying the algorithmsothatit remembershis, the so-
calledTurbo-BM algorithm([3], it is possibleto achiere a worstcaserunningtime
of . Sincethe situationis unusualin ordinarytext, the questionis whether
themodi cation is animprovement.
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Appendix A

Referenceso DefectTracker

A.1 Running version

DefectTracker is runningat
http://www.gnul in ux.d k/ def ectt ra cker/ defa ul t. jsp
By usingthe“Createnew user”link onthelogin paget is possibleto createanew
useraccountor onecanusethefollowing superuseraccount:
Usernametest
Passvord: test
A.1.1 Finding the opendefectsin our system
Stepgo seetheknown defectsn DefectTracler:
1. Gototherunningversionasexplainedabore.
. Click “"Searchandmanagealefects”.

2
3. Login usingthesuperuseraccount.
4

. Select‘'Searchfor defects”in themenu.

o

Click onthe“Browse..! buttonandselectthe systent'Defect Tracler”.

6. Click on the “More options.”. button and selectthe “Open” radio-hutton
under“Status”.

7. Click onthe“Search”buttonandall un x eddefectsn DefectTracker should
bedisplayed.

8. Click onasubjectto seedetailsof a speci ¢ defect.
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A.2 Systemdemonstration

A live demonstratiomf the systemis availableat:

http://www.cs.a uc.dk /~ ja sper/da tl1 /d eno/

A.3 Sourcecodeof defecttracker

The sourcecode available in two formats. One le containingall source les
(http://www.cs.au c.d k/ ~j asper/d at 1/ package/) andall the les
in pretty-printedHTML format:

A.3.1 Overview of our sourcecode

http://www.cs. auc.d k/ ~j asper/d at 1/ sc/

A.3.2 Sourcecodeof the modelcomponent

http://www.cs. auc.d k/ ~j asper/d at 1/ sc/model/

A.3.3 Sourcecodeof the function component

http://www.cs. auc.d k/ ~j asper/d at 1/ sc/f uncti on/

A.3.4 Sourcecodeof userinterface components

http://www.cs. auc.d k/ ~j asper/d at 1/ sc/u i/

A.3.5 Sourcecodefor unit tests

http://www.cs. auc.d k/ ~j asper/d at 1/ sc/u nit Test /

A.4 JavaDoc

The documentations availablein JavaDocat:

http://www.cs.au c. dk/~ ja sper/ datl /j avaDoc/
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A.5 Testresults
Thetestresultsfrom the unit testareavailableat:

http://www.cs.au c. dk/~ jas per/ datl /te st Result s/
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