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Preface

This reportcontainsthe developmentdocumentsandstudyreport for the DAT1
semesterat Departmentof ComputerScience,Aalborg University.

The developmentdocumentsdescribesa functioning defecttracking system
written in Java and includeanalysisanddesigndocumentsdevelopedaccording
to the principlesof the Object-OrientedAnalysisandDesignmethodby Mathi-
assenet al. [10], an implementationdocumentdescribingthe techniquesusedfor
implementingthesystemandatestdocumentthatdescribesoureffortsof trying to
ensurethatthesystemworkscorrectly.

Referencesto thesourcecodeandrunningsystemarelistedin AppendixA.
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Chapter 1

Intr oduction

This chaptergivesan introductionto the problemsof managingdefectsandhow
theseproblemscanbealleviated.

1.1 Err or managementwithout a defectreport system

A typical way of dealingwith defectsin commercialapplicationsis theend-user
contactingthe servicecenterof the company, seeFigure1.1. If the causeof the
problemis in factasoftwaredefect,theservicecenterthencontactstheappropriate
developerthroughthe internalcommunicationprocedure,e.g.by email, and the
developeraddsthe issueto his, or his group's, to-do list, perhapsmerging it with
otherreportsof thesameproblem.

Now the developercarriesthe responsibilityof actually identifying andcor-
rectingtheproblem,or assigningthetaskto anotherdeveloper. Finally, theerroris
correctedin thesourcecode,perhapsaftersomediscussionbetweenvariousdevel-

User

Internal

(eg. email)
communication

Service staff

To-do

Call

Dialog (phone)

Developer DevelopersInternal

(eg. email)
communication

Figure1.1: Howerrorsaremanagedin a companywithouta specialiseddefectreport
system.
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Chapter1. Introduction

opers(andtheuserif thedefectis dif�cult to reproduce),andthedeveloperdeletes
theentryfrom his list.

Opensourceprojectswithoutadefectreportsystemusuallyjusthaveanemail
contactaddress;whena user�nds a defectin theproject,thepersonsendsa mes-
sageto thecontactaddresswith relevantinformation,suchasstepsto reproducethe
problem,versionof thesoftware,etc.Theappropriatedeveloperthensendsback
an acknowledgementandaddsthe defectto the list of pendingissues.Whenthe
error is correctedlater, thedeveloperremovestheentry from the list. As with the
commercialcase,theactualdefectdiagnosismayrequirecommunicationbetween
developersandbetweendevelopersandtheuser.

Themostimportantproblemswith thesead-hocapproachesare:

� They do not scalewell. Onepersoncaneasilymanagetenor twentydefects
with theseschemes,but handlinga large amountof reports,for instance
above 100, requiresmuch trivial work whenmaintainingthe datawith an
ordinarytext editor.

Similarly, having multiple developersusethe samelist of issuesrequires
increasedcommunicationto ensurethatdefectsarenot reportedtwice, that
correctederrorsarenot enteredagain,that reportsareenteredin a uniform
fashionto ensurethestructureof thelist, etc.

� Extendingandorganisingthereportsin variousways,e.g.by priority or by a
certainmodulehierarchy, is awkwardandlaborioussincethereis nosupport
for manipulatingreportsasunits andno supportfor manipulatingmultiple
reportsata time.

� Informationabouta defecttendsto get fragmentedas individual develop-
erscommunicatesinceincluding the relevant discussionsrequiresmanual
insertionof e.g.text from emailor notesfrom phonecalls.

� Thereis no easyway of gettinganoverview of whatneedsto bedone,and
by whom. Otherstatisticalprocessingof the defects,e.g.drawing a graph
of thenumberof defectsin thevariousphasesof theprojectfor useby the
projectmanager, is alsoverydif�cult.

Essentially, thesimpledefectlistsensuresthatdefectsarenot forgottenandnot
muchmore.For theinitial phasesof aproject,thismaybeenoughasproblemsare
�x edquickly andeverythingis freshin memorysoeachissueonly requiresa few
shortnotes.A moreelaborateprocesswould just get in theway. However, for the
long-termmaintainancephaseswherethedif�cult to �nd anddif�cult to diagnose

12



Chapter1. Introduction

errorsarediscoveredthereis aneedfor asystemthatsupportsthecommunication
betweentheinvolvedpartiesandtheprocessingandstorageof defectsbetter.

1.2 Suggestedsoftwaresolution

An obvioussolutionis to let adedicatedsoftwaresystemkeeptrackof thedefects.
Figure1.2 shows the situationafter sucha systemhasbeendeployed. Defectre-
ports,whicharegivenpleasantinterfacesandmanagedby thesoftwaresystem,are
thecentralcommunicationmedium.

! OK

Developers

Crackers
Press
Competitors

End-user

Service staff

Defects

Manager
Security

Reports Statistics

Auto report

Call

Browser

Protocol

Browser Browser

Figure1.2: A proposedbetterwayof dealingwith defects.

Theillustratedsolutiongivesanend-usertwo choices:

� A defectcanbereporteddirectly to thesystemin theorganizationresponsi-
ble for thesoftwarein which thedefectoccured.

� If however the end-useris morecon�dent explaining the defectperson-to-
person,aservicecentercantake careof addingthereportto thesystem.

In somesoftwareapplicationsthedevelopersmayhave implementeda defect
reportingfeaturethat automatically– with the end-user's approval – reportsthe
defectto the appropriateorganizationwhenever a defectoccurs.This featureis
however limited to programming�a ws that canbe caughtautomatically, suchas
crashes.
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Chapter1. Introduction

The developersin the organizationcanalso add defectsto the defectreport
system,but their main task is in correctingand managingthe reporteddefects.
Whena defectis corrected,the reportinguseris somehow noti�ed, perhapswith
additionalinformationaboutthe next software releaseto containthe correction.
Meanwhile,thedeveloperscanusethereportingsystemfor discussingthedefect
and the usercan seethat the diagnosisis progressing,perhapssupplyingmore
informationif necessary.

As defect-freesoftwarereleasescarrylessmaintenancecosts,theprojectman-
ageris interestedin minimizing thenumberof defectsin futuresoftwarereleases.
This can e.g. be achieved by carefully examining which areashave the highest
concentrationof defectsandenhancingthe developers'skills in thoseareas.The
responsetime,from whichadefectis reportedto corrected,mayalsobeof interest
asto assesswhetheror not it is satisfactory. To assisttheprojectmanagerin these
tasks,the reportingsystemcanprovide a statisticaloverview of the currentand
previousdefects.

It is vital for theorganizationstoringthedefectsthatthesearenotcompromised
by randomnon-authorizedusers.As aconsequence,anumberof securitymeasures
mustbemaintained.

1.3 Systemde�nition

Basedon theprevioussection,thesystemcanbespeci�edas:

A computerizedsystemto easethereportingandmanagementof
softwaredefects.This is achievedby providing a customizeduserin-
terfacefor thedifferenttypeof usersandorganizingthedefectreports
in softwaresystems.Theuserinterfaceof thesystemmustbesimple,
yet whenreportinga defectthe informationrequiredto bepassedon
mustbe adequateenoughfor thedevelopersto beableto correctthe
defect.

Managementof the defectsinvolves assigningpriority, merging,
andbasicorganizationfeaturessuchasmoving anddeleting.Further-
morethesystemincorporatesasecuritymodelbasedonuserassigned
permissions,systemresponsibility, searching,andstatisticaloverview
of reporteddefects.

Theusersof thesystemareexpectedto befamiliarwith computer
systemsin general,but no previous knowledgeof defectreportingis
expected.The userinterfacerequiresa web browserandan Internet

14



Chapter1. Introduction

connectionto a centralwebserver. Thesystemis intendedasa com-
municationmediumbetweenend-usersanddevelopersandasarepos-
itory for informationaboutsoftwaredefects.
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Chapter 2

Problemdomain

Thischapteridenti�es classes,therelationshipsbetweenthemandtheir behaviour
in theproblemdomain.

2.1 Structure

The problemdomaincan be modeledby a numberof classesas shown in Fig-
ure2.1.Notethata useris considereda userof our system,while anend-useris a
personwhoreportsdefects.

Startingfrom thetop left corner, theSYSTEM representsasystemunderdevel-
opment.Eachsystemmaycontainsubsystems;e.g.acompilersystemmaycontain
apreprocessorsystem,aparsersystem,acodegeneratorsystemetc.Onesystemis
theroot.This givesa treestructurewheretheleavesaresystemswithout any sub-
systems.A SYSTEM canholdseveraldefectREPORTs,andeachreportcancontain
severalCOMMENTs whicharetheprimarycontents.

The classUSER representsall usersof the Defect Tracker. They can report
defectsandcommenton defects,althoughsomeusersalsohave othercapabilities.
FromtheclassUSER, a subclassDEVELOPER is derivedsincea developercanbe
responsiblefor severalreports.

The security measurestaken are modeledwith the abstractclassPERMIS-
SION, from which the different kind of concretepermissionsare derived. Each
usermaycarryany numberof permissions.TheREAD permissionis for searching
andbrowsing a system(which may be the root) and its contentsof subsystems,
andtheWRITE permissionis for changingthecontents.EDIT REPORT is a limited
write permissionfor individual reportsgivento thereportcreator. SHOW STATIS-
TICS grantspermissionto makethesystemprocessthedefectsto giveanoverview.
The ADMINISTRATION permissionallows a userto assignotherusersthe same

17



Chapter2. Problemdomain

1

Users
<<cluster>>

0..*

0..1

0..*

0..*

0..*

Report

Comment

1

1..*

0..*

1

System

Defect tracking

1

Developer

0..*

0..*

Show stat. Admin.WriteRead Edit report

Permission

Permissions
<<cluster>>

Creator

Creator

Responsibility

User

1

<<cluster>>

Figure 2.1: Overview of classesand their relationsin theproblemdomain.Associa-
tionsfromthepermissionclassesto thedefecttrackingclusteris notshownasit would
clutter theoverall picture(READ, WRITE andSHOW STATISTICS areeach associated
with a system,EDIT REPORT is associatedwith a report).
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Chapter2. Problemdomain

permissionsashimself,anddeleteusersin thesystem.

2.2 Behaviour

The behaviour of the relevant classeswill be describedby meansof statechart
diagramsandadditionalexplanations.

2.2.1 System

A systemis identi�ed by a nameandto eachsystembelongsa description.Figure
2.2illustratespossiblestatesfor theclassSYSTEM. Whenasystemis started,users
will start�nding defectsandhenceattachreportsto thesystem.Whenthesereports
areno longerrelevant they will be deleted.It is alsopossibleto addandremove
subsystemsfrom thesystem.Thisis possiblewhile thesystemis active;whenthere
is no moreinterestin correctingdefectsin thesystem,thesystemwill beput in a
inactive state.At somepointaninactive systemis abandoned.

Attributes:nameanddescription.

Active Inactive

System started System activated/deactivated System abandoned

Subsystem started/abandonedDefect added/irrelevant

Figure2.2: Statechart diagramfor theclassSYSTEM.

2.2.2 Report

A reportis identi�ed througha number. Whenit is submitted,its priority will start
at “low”. The statusof the report indicateswhetheror not the defecthasbeen
corrected,i.e.whetherit is openor closed.Somereportsmaybeclassi�edandthis
will alsoberegistered.Whena reportis registered,a numberof thingsmayoccur,
asillustratedin Figure2.3.

A usermightwantto addadditionalcommentsto analreadyexisting report.If
a defectis assessedto be moreor lesssevereit is possibleto changethe priority
of the report.It is alsopossibleto assigndeveloperresponsibilitiesto the report
andlaterremove them.If two identicalreportsaresubmittedthey canbemerged;
the mostcompletereportwill get the commentsfrom the otherreport.It will in
additionberegisteredhow many timesthis defecthasbeenreported.Thesubject
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Chapter2. Problemdomain

of the report canbe changedshouldits contentbe re-assessed.A report canbe
closedif thedefectis correctedandreopenedif it is refound.Whenthedefectis no
longerrelevantit is deleted.

Attributes:number, priority, numberof timesreportedandsubject.

Defect correctedDefect refound

Similar defects found
Defect irrelevant

Similar defects
Importance/classification assessed

Extra info added/irrelevant

Content assessedfound

Responsibility assigned/removed

(reporter)
Defect added

Ready

Merged

Closed

Figure2.3: Statechart diagramfor theclassREPORT.

2.2.3 Comment

A commentcontainsa pieceof information,andasillustratedin Figure2.4,when
a useror developerdiscoversadditionalinformationabouta defect,he is ableto
commentonanexistingreport.Whenadefectis registered,onecommentis always
createdasthedefectdescription.

Attributes:body.

Added

(date, user)
Defect/extra info irrelevantDefect/extra info added

Figure2.4: Statechart diagramfor theclassCOMMENT.

2.2.4 User

A useris identi�ed throughhis username.A registeredusercanregisterdefects
andaddadditionalcommentsto reports.It is possibleto changeinformationabout
auserif, e.g.,hisnameor addresschanges.A statechartdiagramof theclassUSER

is illustratedin Figure2.5.

Attributes:username, password, name, emailaddressandwhetherto notify.

20
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Ready

Person added

Defect added/irrelevant

Person removed

Name/address changedRights granted/removed

Extra info added

Figure2.5: Statechart diagramfor theclassUSER.

2.2.5 Developer

A developerinheritsausername,password,name,emailaddressandwhetherto be
noti�ed from theclassUSER. A developercanbemaderesponsiblefor reports.

This is illustratedasastatechartdiagramin Figure2.6.

Ready

Responsibility assigned/removed

Developer removedDeveloper added

Figure2.6: Statechart diagramfor theclassDEVELOPER. Theeventsthatarederived
fromUSER are notshownto preventclutteringthepicture.

2.2.6 Permission

Whenrightsaregrantedandremoved, thevariousclassesderived from PERMIS-
SION aresimply createdanddeleted.Figure2.7 shows thesituationwith theper-
missionbaseclass.

Granted

Rights granted Rights revoked

Figure2.7: Statechart diagramfor theclassPERMISSION.

2.3 Events

The eventsandclassesaresummarizedin Table2.1. Note that the userclassin
the problemdomainis not like the userconceptin the applicationdomainand
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consequentlyparticipatesonly in someevents.

Events S
ys

te
m

R
ep

or
t

C
om

m
en

t

U
se

r

D
ev

el
op

er

P
er

m
is

si
on

Systemstarted/abandoned +
Subsystemstarted/abandoned *
Systemactivated/deactivated +
Defectadded/irrelevant * + + * *
Defectcorrected/refound * +
Extrainformationadded/irrelevant * + * *
Similardefectsfound *
Importance/classi�cationassessed *
Personadded/removed +
Name/addresschanged * *
Rightsgranted/revoked * * +
Developeradded/removed * +
Responsibilityassigned/removed * +

Table2.1: Eventsandclasses.A '+' indicatesthat theeventoccurs zero or onetime
for an instanceof a classwhereasan '*' indicatesthat an eventmayoccur zero or
several times.
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Chapter 3

Application domain

Thischapterde�nestherequirementsfor theexternalbehaviour of thesystem.

3.1 Actors

Theactorsin theapplicationdomainincludedevelopers,managers,end-users,au-
tomaticdefectreporters,andadministrators.Servicecenterstaff atacall centerare
consideredend-userssincethey alsoreportdefects.

Developers Thedeveloperscreateanddevelopnew systems,andcorrectandmain-
tain thedefects.They have a goodunderstandingof the processof dealing
with systemorganizationanddefects.

Managers Managerwant to make the developerswork moreef�ciently, e.g.by
improving how they areorganizedor makingthemfocusontheirweakspots.
Managersof softwareprojectscanbecharacterizedashaving at leastabasic
understandingof thedefectsandhow softwaredevelopmentworks.

Users Usersusethesystemsandreportany defectsthatdisturbtheir usage.They
maynot befamiliarwith thevariousdefectconcepts(e.g.severity) andhow
to make goodreports,but it is supposedthatthey do have a basiccomputer
knowledgesincethey have beenusinga pieceof softwarewherethedefect
hasoccurred.

Automatic reporting systemsThepurposeof theautomaticreportingsystemsis
to provide an easyway of reportingdefectsthat canbe detectedautomati-
cally, e.g.crashes.They communicatewith thedefectreportingsystemusing
aseparateinterface.

23



Chapter3. Applicationdomain

Administrators Administratorsmanagesthe defectreportingsystemitself. For
instance,an administratormay make it so that all userscan searchin the
reporteddefects.As administratorsthey arefamiliar with systemadminis-
tration.

3.2 Usecases

The varioususecasesfor interactionwith the systemarepresentedwith general
illustrationsfor overview andmoredetaileddescriptions.

Login

Login User created

ActivatedVerified

Verify login &

Login

Denied

Login

Start

password 
Activate

Register

Figure3.1: Usecasefor logging into thesystem.

As illustratedin Figure3.1,whenthesystemstarts,theactoris requiredto lo-
gin. If theactorhasanaccountin thesystem,heentersandsubmitstheappropriate
usernameandpassword. Thesystemgrantshim accessif his usernameandpass-
word arevalid. If not,accesswill bedeniedandtheactorcantry again.However,
if the actordoesnot have an accounthe is ableto createone.After creatingand
activatinganaccounttheactoris automaticallyloggedin. Initially, it is very lim-
ited whata newly createdusercando,soit is theadministrators'responsibilityto
provide theuseraccountwith theappropriatepermissions.

The logout function is available in all usecasesoncethe actor is loggedin,
henceit is notexplicitly mentionedin thefollowing usecases.
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Chapter3. Applicationdomain

Actors:developer, manager, userandadministrator.

Objects:useranddeveloper.

Functions:login, activateuser, sendactivationemailandcreateuser.

Managereport

Close report

Reopen report

Delete report
Closed

Choose report

RemoveAdd/remove
notification subject/priority/classification

Change 
comment

Ready

Add/remove responsibilityMove Merge reports

Figure3.2: Usecasefor managingreports.

As illustratedin Figure3.2,afterchoosinga reporttherearemany options.A
developercanbecomeresponsiblefor adefect,andany actorcanmake thesystem
notify him whenthereportis changed.Moving thereportis possibleby specifying
thedestinationsystem.Whenmerging reportstheactormustselectamasterreport
which thecurrentreportwill bemergedwith. After a defectis corrected,it canbe
put it in a closedstate,with thepossibilityof reopeningit if needed.An irrelevant
reportcanbedeleted.

Actors:developeranduser.

Objects:system, report, permissions, developer, userandcomment.

Functions:showreport, showcomment, mergereports, removecomment, change
report attributes, add/remove responsibility, deletereport, move report, close/re-
openreport, check permissionandnotify.

Managesystem

As Figure3.3illustrates,afterchoosingasystemtheactoris ableto editattributes.
This includeschangingthenameandthedescriptionof thesystem.Theactorcan
deleteandmove a numberof sub-systemsandmustcon�rm it andspecifya new
location,respectively. Whencreatinganew systemtheactormust�ll in theappro-
priateinformation.Theactorcanbrowsethesystemstructureby choosinga new
systemor goingonelevel up – asin a �le system.

Actors:developer.
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Choose system

attributes
Edit Add/delete/move

system

Choose other system

Ready

Figure3.3: Usecasefor managingsystems.

Objects:system, permissions, reportandcomment.

Functions:showsystemstructure, showsystem, change systemattributes, cre-
ate/deletesystem, movesystemandcheck permission.

Statistics

Choose criterionChoose system

Systems chosen Criterion chosen

Show overview

Figure3.4: Usecasefor generatingstatistics.

As illustratedin Figure3.4, the actormustchoosea system.Oncea system
is selectedall subsystemsarealsoselectedandthe actormustenterthe criterion
thatshouldbeusedto generatethestatistics.Whenthecriterionhasbechosenthe
statisticsaredisplayed.

Actors:manager.

Objects:system, report, permissionsanduser.

Functions:showsystemstructure, generatestatisticsandcheck permission.

Report defect

Choose
subsystem

System chosen Information entered
Choose system

Enter information Submit report

Figure3.5: Usecasefor reportingdefects.
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As Figure3.5 illustrates,in the processof reportinga defectan appropriate
systemis �rst chosen.Whenthis is done,the informationregardingthedefectis
�lled in andsubmitted.

Actors:developer, userandautoreporter.
Objects:system, report, comment, useranddeveloper.
Functions:showsystemstructure, createreportandaddautoreport.

Edit userattrib utes

Ready

Choose "edit"

Edit user attributes

Figure3.6: Usecasefor editinguserattributes.

Editing of userattributes can be doneby any actor who is logged into the
system.As illustratedin Figure3.6,theactoris ableto modify someof hispersonal
information,suchasname,password andemail address.Whensatis�ed with the
modi�cationstheactorcanleave thissection.

Actors:developer, userandadministrator.
Objects:user.
Functions:showuserandchange userattributes.

Search

Ready Report shownResults shown
Choose system

Choose subsystem

Add criteria

Search Pick report

Add comment

Figure3.7: Usecasefor searching.

As illustratedin Figure3.7,searchingthedefectdatabaseis doneby choosing
thesystemcontainingthedesireddefectandsupplyinga numberof criteriacon-
sistingof status,priority, age,subject,comment,andcreator. After submittingthe
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search,the resultsareshown. It is additionallypossibleto adda commentto the
shown report.

Actors:developer, manager anduser.

Objects:system, report, permissions, comment, useranddeveloper.

Functions:showsystemstructure, showreport, showcomment, highlight, search,
addcommentandcheck permission.

Manageusers

Choose "user management"

Choose user

Permissions

Delete permissionAdd permission

Edit user attributes

User selected

Create user

Delete user

Choose userSave modifications

Ready

Figure3.8: Usecasefor managingusers.

As illustratedin Figure3.8, enteringthe manageuserssectionputs the sys-
tem in a statemakingit possiblefor theactorto choosea user. In additionto the
previous“Edit userattributes”,a permissionmodi�cation optionis available.This
optionis usedto grantanddeletepermissionsfrom usersof thesystem.Whenthe
useris modi�ed theactoris sentbackto theprevious state,readyfor future user
modi�cations.

Actors:administrator.

Objects:user, developerandpermissions.

Functions:showuser, add/removepermission, create/deleteuser, change user
attributesandcheck permission.
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Summary

Thevarioususecasesaresummarizedin Table3.1.

Usecase Developer Manager User Auto reporter Admin.

Login + + + +
Reportdefect + + +
Search + + +
Statistics +
Edit userattributes + + +
Manageusers +
Managereport + +
Managesystem +

Table3.1: Summaryof theactors' participationsin usecases.

3.3 Functions

Thissectiondescribesthefunctionsin thesystemalongwith their complexity and
type, as listed in Table 3.2. The complexity of the functionsare determinedby
estimatingtheeffort neededfor development.

� Login

Sincedifferentuserswill usethesystem,the login functionwill enablethe
systemto identify eachuserby providing him with a session.This func-
tion alsohandlesveri�cation of thesubmittedusernameandpassword, and
determinesif theuseris grantedor deniedaccessto thesystem.

� Logout

This functionwill endthecurrentuser's session.

� Create/deleteuser

The createuser function is usedif a new user reportsa defector a new
developeris created.All userscanbedeletedwith thedeleteuserfunction.

� Create/deletereport

When a userreportsa new defectthe createreport function is used.The
reportandall its commentscanberemovedwith thedeletereportfunction.
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� Create/deletesystem

Thecreatefunctioncreatesanew systemasasubsystem.Thedeletesystem
functionremovesa systemandits subsystems.

� Add/r emove comment

Thesefunctionsare usedwhen a commentis addedor removed from an
existing report.

� Add/r emove permission

Whena permissionis addedto a useror revoked, e.g. if the useris given
permissionto modify aspeci�c system,thesefunctionsareused.

� Add/r emove responsibility

Thesefunctionsareusedwhenadeveloperbecomesresponsiblefor areport,
or thatresponsibilityis revoked.

� Add auto report

If implementedin the application,this function is usedwhenever a defect
occursandensuresthat thedefectis automaticallyreportedto thespeci�ed
defectreportingsystem.Thedefectis communicatedthroughtheInternetto
thedefectreportingsystem's server usingtheHTTPprotocol.

The valueof the automaticallyreporteddefectis entirely up to the imple-
mentersof themonitoredapplication,asthey areresponsiblefor providing
theappropriatemechanismsthatgathertogetherthedetailsof a caughtde-
fect.

� Changeuser attrib utes

This functionis usedwhenauser's attributeshave to bemodi�ed, e.g.if the
user's emailaddresschanges.

� Changereport attrib utes

If a report's attributeshave to be modi�ed this function is used,e.g. if the
statusor priority changes.

� Changesystemattrib utes

This functionis usedto modify thenameanddescriptionof asystem.

� Move system

Movesa system(andits subsystems)sothat it becomesa subsystemof an-
othersystem.
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� Move report

Movesareportto anotherspeci�edlocation.Thecommentsof thereportare
relocatedaswell.

� Show systemstructure

Thisfunctionis usedto retrieve informationaboutthesystemstructurewhen
browsingit.

� Show report

This functionretrievesinformationabouta report,suchaspriority andsub-
ject.

� Show user

Thisfunctionretrievesinformationaboutauser, suchasnameandusername.

� Show system

This function retrieves informationabouta system,suchasnameandde-
scription.

� Show comment

This functionretrievesthebodyattributeof acomment.

� Generatestatistics

Thisfunctionis usedto computeanumberof differentstatistics.Whengiven
asystemthis functioncancomputethenumberof defectsin all subsystems,
thenumberof defectsperdeveloperin all subsystems,theresponsetime of
all subsystemsandthe time line of the system.This function is estimated
asvery complex becauseof its many differentcomputationsandhow they
shouldbedisplayed.

� Search

This function is usedto searchfor reportsand is estimatedas very com-
plex becauseof theamountof differentcriteriapossiblyresultingin search
throughmultipledatabasetables.

� Close/reopenreport

Thisfunctionchangesthestatusof areportfrom closedto openor from open
to closed.
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� Mergereports

This functiontakesonereportandmerge its commentswith anotherreport,
themasterreport.It is estimatedascomplex becausea properway of merg-
ing thecommentsmustbe�gured outandtheappropriatepermissionsmust
bechecked.

� Notify

When a defect is updatedthis function is usedto notify all the involved
users.Only thoseuserswhohavechosento benoti�ed will receiveanemail,
hencethe function must determinethe recipientsand format the message
with appropriatehyperlinksback to the system.Furthermorethe function
mustbe able to communicatewith an SMTP server. As a consequenceof
theserequirementsthefunctionis estimatedasverycomplex.

� Highlight

Whena searchhasbeensubmittedthis function takescareof highlighting
keywordscorrespondingto thesearchquery.

� Sendactivation email

Whena userhasbeencreatedin the system,he is requiredto activatehis
accountbeforegainingaccessto thesystem.This functionproperlyformats
anddeliversanemailto theuser's speci�edemailaddress.

� Activate user

This functionis usedto activatetheuser, allowing him accessto thesystem.

� Checkpermission

Usersmusthave permissionto performvarioustasks,e.g.merging two re-
portsrequireswriteandreadpermissionto bothreports.Thisfunctionmakes
surethattheuserindeedhaspermissionto performtheselectedtask.

� Add/r emove noti�cation

Addsor removesthenoti�cation of changesfor auserfor agivenreport.

3.4 User interfaces

Figure3.9providesanavigationdiagramof thepagesin thesystem.Thefollowing
sectionspresentsomepatternsusedfollowed by illustrationsof all of the pages
(exceptveryminorones,suchaserrorpop-ups)of thesystem.
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Functions Complexity Type

Login Medium Compute
Logout Simple Compute
Sendactivationemail Medium Signal
Activateuser Simple Update
Create/deleteuser Simple Update
Changeuserattributes Simple Update
Show user Simple Read
Create/deletereport Medium Update
Add autoreport Medium Update
Changereportattributes Simple Update
Mergereports Complex Update
Close/reopenreport Simple Update
Add/remove noti�cation Simple Update
Move report Simple Update
Show report Simple Read
Create/deletesystem Simple Update
Changesystemattributes Simple Update
Movesystem Medium Update
Show systemstructure Simple Read
Show system Simple Read
Add/remove comment Simple Update
Show comment Simple Read
Add/remove permission Simple Update
Add/remove responsibility Simple Update
Generatestatistics Verycomplex Compute
Search Verycomplex Compute
Notify Verycomplex Signal
Highlight Medium Compute
Checkpermission Simple Read

Table3.2: Tableof functionsalongwith their complexity andtype.
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Resend password

Add/delete user

Change user settings

Search

Statistics

Manage users

Response time

Developers

Timeline

Subsystems

Retrieving statistics

Manage systems

Managing systems

Thank you

Change user permissions

Reporting defects

Administrating users

Resend password

Personalising environment

Guided reporting

Viewing/managing reports

Create user

Login

My settings 3: Add report

2: Choose system

1: LoginCreate user

My defect involvements

Manage reportView single report

Welcome

Startpage

Edit system

Add/delete system

Move system

Add report

Figure3.9: Overview of thepagesin theuserinterface. Thearrowsshowtheprimary
meansof navigation.
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3.4.1 General patterns

In theprocessof constructingtheuserinterfacefor thesystem,somepatternshave
beendevelopedto give aconsistentlook andfeel.

Navigational helpers

To makenavigationof thesystemeasy, amenuis includedto theright onall pages
thatarenotpop-ups.It containslinks to My Involvements,Add Report,Search,My
settings,Log Off, andoptionallyalsoManageSystems,ManageUsers,Statistics
if theuserhasthenecessarypermissions.

Themenuis assistedby a text at thetop of eachpagethat indicateswherethe
pageis locatedlogically. It is labeled“You arehere:” andconsistsof hyperlinks
enablingtheactorto stepbackthroughhispreviousactionsin aspeci�c task.

Note that thesenavigationalhelpersarenot shown in thepageillustrationsin
thenext section.

Err or handling

Whenanerroroccurs,theactoris informedin anorderly fashion.All input �elds
thatarerequiredto be �lled in arechecked. If any of the �elds is empty, anerror
messageis printedat the top of the pagebelow the headlineaskingthe actor to
typein themissinginformation.Theerrortext is shown with abright redfont. The
�elds whichcontainstheerrorarealsomarkedwith thiscolor.

Quickly adding reports

To increasetheusabilityof thesystemfor casualusers,aspecialsectionis available
from thefront pagewith a guidethattakestheactorstepwisethrougheachpartof
addinga report.Theguideconsistsof threesteps:

1. Loggingin, possiblycreatingtheuserif needed.

2. Choosingtheright systemfor thereport.

3. Enteringinformationaboutthedefect.

Whenthis processis completedtheactoris thenpromptedif hewould like to
commitanotherdefector log off thesystem.Thestepnumberis shown at thetop
of thepage(e.g.“Step2 of 3”). Thisguidanceinsuresthattheactoris awareof his
positionand�nishes theintendedaction.
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Highlighting of search words

To make thesearchfunctionalityeasierto comprehend,thesearchwordsarehigh-
lightedwhena searchhasbeenperformed.This is usedbothwhendisplayingthe
searchresultsandwhenviewing a report.Inspirationfor this functionalitycomes
from theGooglesearchengine.

The systemtree

To make manipulationof systemhierarchieseasy, thesystemsareshown in a tree
with plus andminussignsfor expandingandcollapsingsubtrees,muchlike the
folder treein the�le managerin MicrosoftWindows.Thetreeis usedin selections
of a system(for addingreports),in editing of permissionsand in editing of the
systemhierarchyitself.

Buttons

All buttonsfollow thesamepatternto helppredictability. Thebutton thataccepts
andcontinuesthecurrentactionis placedto thefarright whereasthebackor cancel
button is placedto the left. On most pagesthe actor hastwo choises;either to
submitor to goback.To visualizethispattern“«” is displayedonbackbuttonsand
“»” is displayedon submitbuttons.

The labels of buttons that evoke pop-up windows end with ellipsises(e.g.
“Browse.. . ”).

3.4.2 The user interface templates
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If you want to keep an eye on one or more defects this is the place.

If you have found a defect in one of our systems you can report it here.

Search and manage defects

Welcome to Defect Tracker

Report a defect quickly

Figure3.10: Thepurposeof thewelcomepageis to helppeopleenduptheright place;
casualusers will usuallychoosethe “Search andmanage defects”option,or simply
bookmarkthestart page that it leadsto.

Login >><< Back

FreddyUsername:

Register as a new user

Password:

Forgot password?

Login

**********

Figure 3.11: Thelogin page is neededto authorizeusers for thesession.Everyactor
needsto passthroughit before it is possibleto usethesystem.
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Create >><< Back

Freddy

Freddy Nilson

freddy@cs.auc.dk

**********

**********Password:

Retype password:

Name:

Username:

E-mail:

Create new user

Figure 3.12: Thepurposeof thecreateuserpage is to createtheactor asa new user
of thesystem.Submittingtheinformationcausesa con�rmation messageto besentby
emailbeforetheuseris activated.It is alsopossibleto accessthepagefromwithin the
systemby anadministrator; thenuseris activatedright away.

Save >><< Back

Browse...

Keep me informed of this defect.

Subject:

System: /Netscape/Browser/Help

Description

Enter information

Figure 3.13: Theadd report page promptsfor the informationnecessaryto report a
defect.
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Choose system

Browser
Help

Mail
Emacs
Xfig

Netscape
All systems

<< Close OK >>

Figure 3.14: Thechoosesystemscreen(here shownin the pop-upversion) makesit
possibleto choosea system.This is amongothers usedwhenaddinga report. The
systemsaredisplayedusingthetreepattern.

Log off >><< Add another

Report added

 Your report has been saved and we will keep you informed by e-mail.

Figure3.15: Whena defectis reportedtheactor is askedif hewantsto submitanother
reportor log off.
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Startpage

My involvement

Search for defects

Manage users

Manage systems

Statistics

My settings

Add a defect

Figure3.16: Thepurposeof startpageis to showandexplain thedifferentoptionsthat
theactor'spermissionsallow.

My defect involvements
System: / Browse...

Search for: SearchIn all

More options...

......................................................................
/Netscape

......................................................................

......................................................................

......................................................................

......................................................................

......................................................................
/Netscape/Browser

......................................................................

......................................................................

......................................................................

......................................................................

......................................................................
/Netscape/Help

......................................................................

......................................................................

......................................................................

......................................................................

Figure3.17: My defectinvolvementsis designedto givea goodoverview of thereports
that theactor is af�liated with. Selectingoneof thedefectswill forward theactor to
theview reportpage.
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Search for defect

Subject
Contents

In all

All
Unclassified

Browse...

More options...

Frode

Classification:

Person:

Search

System: /Netscape/Browser/Help

Search for: 

Medium High
Priority

Low Critical

Classified

YYYY-MM-DDFrom:

To:

Has recieved comments:

Closed
Open
All

Status:

YYYY-MM-DD

ID

Results - 2 found

Subject Priority Reporter

602       Crash on exit               High          Feddy
/Netscape/Browser

1208     Button not working     Medium     Freddy
/Netscape/Browser/URL Handler

Figure 3.18: Thesearch page is usedfor theactor to search thedefectdatabasefor a
speci�c reportor reportsmatchingsomecriteria. Thebottompictureshowsthesearch
resultswhich are concatenatedto thesearch page.
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Reporter:

Developer: keld, uffe

System: /Netscape/Browser/Help

View report

Status: Open

Priority:

Classified:

Add new comment:

2002-02-16 Freddy

Frode2002-02-20

No

High

Keep me informed of this defect.

1234

Add comment<< Back Manage this report >>

Number:

Subject:

Freddy

Figure3.19: Thepurposeof view reportis to showtheinformationof a chosenreport.
A usercanchooseto beinformedbyemail,if theinformationof thereportchanges.It
is alsopossiblefor theuserto addcommentsto thereport,anda developerwith the
right permissionscango to themanagereportpage.
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Low

Classified:

Del

Reporter

20-02-02

16-02-02

Freddy

Frode

Comments:

Summary Date

Status:

Merge with:

Open

Low

Classified:

Del

Reporter

20-02-02

16-02-02

Freddy

Frode

Comments:

Summary Date

Priority:

Report ID:

Subject:

Reporter:

Myself

System:

Manage report

Developer:

Move.../Netscape/browser/help

1234

Spelling error

Freddy

keld, uffe

Open

Delete this report Save ResetBack Delete this report Save ResetBack

Reporter:

Myself

System:

Manage report

Developer:

Move.../Netscape/browser/help

1234

Spelling error

Freddy

keld, uffe

Priority:

Status:

Merge with:

Subject:

Report ID:

Figure 3.20: Themanage reportpage is usedby a developerto manage a report.He
can assignhimselfto the current report, close, reopenor deleteit. If the developer
wantsto mergethereportwith another, it is possibleto dodirectlybyenteringa report
id. The�r st commentis thebodyon thereportandcannotbedeleted.
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Freddy Nilson
Name Username

Edit

Edit

Edit

Edit

Permissions

Permissions

Permissions

Permissions

Delete

Delete

Delete

Delete

Manage users

Create user<< Back

ff@odense.dkFrede Fogh

Frederik Jensen
Ole Jensen

freddy@cs.auc.dk
f.jensen@jubii.dk
olf@olf.dk

Email
Freddy

ffogh
olef
jensen

Figure3.21: Fromthemanageuserspageit is possibleto entera pageto edita user's
attributes(this page is not shown,but it lookssimilar to thecreateuserpage),andto
entera pageto changepermissionsof a user. Userscanalsobedeleted.

Write permissions:

/Netscape/browser

/Netscape

/xfig

Del

Del

Del

Edit...

Edit...

Show statistic permissions: Edit...

Del/Netscape

<< Back

Read permissions:

Modify permissions for freddy

Administrator

Figure 3.22: Themodifypermissionspage providesoptionsfor an administrator to
addanddeletea users' permissions.Deletingcanbedirectly, whereaseditingopens
thepermissiontreepop-upfor thepermissiontypesthatbind themselvesto a system.
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Modify system permissions for freddy

Edit permissions

All Systems

Save >><< Close

Xfig
Emacs

Mail
Help

Selected: Browser
Netscape

Figure 3.23: Thepermissiontreemakesit possibleto modifya giventypeof permis-
sionsfor a userbyselectinganddeselectingsystemsin thetree.

<< Back Show statistics >>

Browse...System: /Netscape/Browser/Help

Subsystems

To:

From:

YYYY-MM-DD

YYYY-MM-DD

Response time
Developers
Timeline

Overview of:

Statistics

Figure 3.24: Thesestatisticsletsa projectmanager generatean overview of a system
usingfour differentparameters: developers,responsetime, subsystemandtimeline.
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Jan 10 - Jan 16

Jan 17 - Jan 23

From 2002-01-10 until 2002-09-03

Response time

���

���

���

���

Open

Closed

Open

Closed

Subsystems

Browser

Help

From 2002-03-29 untill 2002-07-06

���

���

���

���

���

��� Open

Closed

Open

Closed

From 2002-01-10 until 2002-09-07

Timeline

Jan 10 - Jan 16

Jan 17 - Jan 23

���

���

���

���

���

��� Open

Closed

Open

Closed

Developers

From 2002-05-24 until 2002-09-03

Freddy Nilsen

Frode Frandsen

Figure 3.25: How the result for the categories look like. Thedifferent kindsof gray
illustratethepriority of thereports,e.g. darkgray indicatescritical reports.

DeleteBack

Browser
Help

Mail
Emacs
Xfig

Netscape
All systems

Manage systems

Add subsystem to selectedEdit Move...

Figure 3.26: Edit systemstructure allowsmodifyingthesystemstructure by selecting
the appropriate systemfrom the tree. A numberof actionscan be performedon the
selectedsystem:a subsystemcanbeadded,theattributesthesystemcanbeedited,the
systemcanbemovedandit canbedeleted.
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/Netscape/Help

Help

System:

Active

Description

Name:

Edit system

<< Back Save >>

Figure 3.27: Edit systemallowstheactor to change the informationrelatedto a spe-
ci�c system.Changingthesystemsstate(active/inactive)is alsopossible. A pagesim-
ilar to this is alsoshownwhena new subsystemis created.

Move system: Help

Browser
Help

Mail
Emacs
Xfig

Netscape
All systems

Youy are moving the system: /Netscape/Browser/Help
Please choose a new parent for the system:

<< Close Move >>

Figure 3.28: Move system.In advancea systemhasbeenselected,consequentlythe
taskis to selectthedesirednew parent.Whenthis is done, clicking “Mo ve” will apply
thechanges.
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3.5 Systeminterfaces

Thereis only onesysteminterface:theinterfacefor automaticdefectreportingap-
plications.Theinterfaceonly supportsaddingoccurreddefects;thesystemname,
subjectanddescriptionmustbe transfered.TheHTTP protocolis usedfor trans-
missionof information– all relevantinformationcanbeencodedin theURL:

http://www . . .?subject=Autoerror&body= Asserti onerror :line4 0&syste m=. . .
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Chapter 4

Presumptions

Thischapterdescribessomeof thepreliminarydecisionsthatprovide thebasisfor
thedesign.

4.1 Criteria

Table4.1givesanoverview of how importantvariousdesigncriteriaareassessed
for thesystem.

Criterion Very imp. Imp. Lessimp. Irrel. Trivial

Usable x
Secure x
Ef�cient x
Correct x
Reliable x
Maintainable x
Comprehensible x
Testable x
Flexible x
Reuseable x
Portable(frontend) x
Portable(backend) x
Inter-operable x

Table4.1: Tableof designcriteria andtheir relativeimportance.

Usable Thesystemmustbeusableto beusefulfor theusers,i.e. theuserinterface
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mustbe easyto learnfor new users,while still beingsuf�ciently advanced
to ful�ll the needsof the developerswith respectto defectreportingand
tracking.This is themostimportantgoalof thesystem.

Secure Sinceasoftwaredevelopmentcompany maywantto keepsomeof thein-
formationthat the systemhandlesto itself, it is importantthat the system
can keeptrack of which usersare entitled to usethe variouspartsof the
systemandprevent usersfrom accessingthe partsthat they arenot autho-
rizedto view or change.Thepermissionclasshierarchyfrom theanalysisis
partof thiseffort; anotherpartis to ensurethatthesepermissionsarealways
checkedbeforeany operationsareperformed.

Ef�cient This criterion is importantsincedevelopersmay needto spenda con-
siderableamountof their daily work in the system.Also the systemmay
containa high amountof defectsand users,whereef�cient algorithmsis
very important.

Correct It is very importantthatthesystemful�lls thebasicneedsof theusersto
beusable,e.g.thatit maintainssecurityandorganisesthedefectreportswell.
Minor features(e.g.movingsystemsandreports)arehoweverlessimportant,
sooverall correctnessis justdeemedimportant.

Reliable It is very importantthat the securityrelatedpart of the systemis reli-
ableso thatuserrightsarenot confused.However, if thesystemshouldbe
down for sometime, thedeveloperscanalwaysrevert to othercommunica-
tion mediasuchasemail.Thusthereliability is not critical andis ratedless
importantcomparedto theothercriteria.

Maintainable It is importantthat the costof maintainingthe systemis not too
high becausethesystemis intendedto bedeployed for severalyearsandbe
partof thedevelopersdaily life. It mustnotbetoocostlyto correctannoying
errors.

Comprehensible Sincethesystemshouldbeusableandmaintainableit is impor-
tant that it is comprehensible.On theotherhand,it is not a very important
criterionsinceend-userswill usuallyjust needto usea smallpartof thein-
terface(the reportinginterface),anddeveloperswill have plentyof time to
learnthesystemsincethey aregoingto beusingit a lot.

Testable Sincethereliability is consideredlessimportant,it is alsolessimportant
to reducethecostof testingall of thesystem.
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Flexible Thecostof adjustingthesystemafterit hasbeendeployedis lessimpor-
tantsincethemethodof handlingdefectshardlychangesover time.

Reusable This criterion is ratedirrelevant for the systemsincethe basicideaof
thesystemis to specializeaverygeneralcommunicationmedium,anonline
forum, into somethingthat is bettersuitedfor defectreportingandtracking.
Thespecializationis supposedto make thesystemeasierto comprehendand
easierto use.Thusit doesnotmakesenseto try to make it moregeneraland
reusable.

Portable (frontend) It is very importantthat the interface is portablesincethe
variousreportersanddevelopersmayusedifferentplatforms.

Portable (backend) It is however lessimportantthat thesystembackendcanbe
moved from one technicalplatform to another. To ensuresuchportability
it would be necessaryto do a thoroughresearchof databasemanagement
systemsandtestthesystemon all these.Thecostsassociatedwith this are
deemedmuch to high comparedto the bene�t sinceit is anticipatedthat
organisationswill hardlyeverneedto move thebackend.

Inter -operable Developersmaywantthesystemto inter-operatenicelywith other
software,e.g. importing from/exporting to spreadsheetsor plain text todo
lists,but this is outsidetheplannedscopeof thesystem.Consequently, it is
consideredirrelevant.

4.2 Technicalplatform

Thetechnicalequipmentrequiredby thesystemis a webserver capableof Secure
Socket Layer(SSL)transferandexecutingJava Servlet2.3andJava Server Pages
1.2(JSP),accessto aMySQL databaseandaSMTPserver. As aconsequence,the
systemis designedfor a JakartaTomcat4.x web server which supportsSSL and
implementstheJSP1.2andJava Servlet2.3standard.

Thesystemis developedusingtheJava DevelopmentKit (JDK 1.4.1)andcer-
taincomponentsof Java2 EnterpriseEdition(J2EE).Theclientsof thesystemsim-
ply needa HTML 4.0compliantbrowsercapableof usingSSL,receiving cookies
andexecutingJava Script.

Unfortunately, notall browsersfully supportJavascriptandif they do,thereare
somedifferencesbetweentheimplementations.Thisleadsto acon�ict betweenus-
ability andportability in thefrontendsincewe have to choosebetweensupporting
a largeamountof browsersor beableto fully utilize Javascript.As acompromise,
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wehavechoosento supportthemostwidely usedbrowser, InternetExplorer5.0or
above,andtheveryportableMozilla.
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Ar chitecture

Thefollowing chapterdescribesthestructuringof thesysteminto components,and
theirdesign.

5.1 Componentarchitecture

All persistentdataandfunctionality in our systemis placedat onecentralplace.
Thusa client-server modelis themostnaturalcomponentarchitecture,seeFigure
5.1.

Server

Controller

Model

Database

Function

View

System interface

Client (auto reporter)

Client function

Client (browser)

Figure 5.1: The structure of the componentarchitecture. The client-serverpattern
makesit possibleto separate the codefor handlingthe userinterfacefrom the code
in the function,modelanddatabasecomponents.Physically, mostof thecodeof the
interfacecomponentsrunson theservermachine, though(comparewith Figure5.2).

Theserver partconsistsof a function,amodelandadatabasecomponent.The
databasecomponentis usedto encapsulatedetailsaboutthedatabase,i.e. how to
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connectto it andsomeconversionsof datatypes.Themodelcomponentcommuni-
cateswith thedatabasecomponentfor storageof data,andthefunctioncomponent
communicateswith both for ef�ciency reasons.By letting the function compo-
nentcommunicatedirectly with the databasecomponenta theoreticallyunneces-
sarycouplingis created.However, otherapproachesaddsevereperformanceloss,
andsinceef�ciency wasnot ratedirrelevant,this is notacceptable.All servercom-
ponentsareimplementedasJava beans.

Therearetwo typesof clients:a userinterfacecontrolledby a browseranda
systeminterfacewhichcanbeusedby anautomaticdefectreportingsystemto add
reportsdirectly to thesystem,throughthemodelcomponentto make surethedata
is validated.

Thebrowserclient componentcontainsall thefunctionalityneededto provide
a browser interface.This is split into threecomponents:a view componentthat
containscodefor providing a user-visible view of the data,a controllercompo-
nentfor manipulatingtheview anda client-sidefunctioncomponentfor catching
mistakesearlyandhandlingclient-sideevents.Theclient-sidefunctioncomponent
alsochecksthat theusersubmitscorrectlyformatteddata.Having validationout-
sidetheserver componentsbreakstheencapsulation,but makesthesystemmore
pleasantto use,andusabilityis ratedhigherthanmaintainability.

In spiteof the name,almostall of the codeof the browserclient is executed
physicallyontheserver, dueto thearchitectureof theWWW, leaving only display-
ing of generatedHTML pagesandexecutionof Javascriptsto theclient machine,
seeFigure5.2

Java beans

Database

HTML/Javascript

Server

Client

JSPs/servlets

Figure 5.2: A modelof how thestructure of thesystemis structured during runtime.
On theserver, theJavaserverpagesandservletsrun on top of theJavabeansimple-
mentingthemodelandfunctioncomponents,which in turn run on topof thedatabase.
On a clientmachine, thegeneratedHTML is displayedandJavascriptsare executed.

Thesysteminterfacecontainsa singlecomponentproviding a bridgebetween
thesoftwarethatneedsto submita report,andthemodelcomponent.Thecompo-
nentis implementedwith aservletsothatit canbecontactedeasilywith anHTTP
request.
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5.2 Databasecomponent

Thedatabasecomponentis modeledasa singleclass,asillustratedin Figure5.3.
It containsa getconnectionmethodfor establishinga connectionto thedatabase,
andaconvert methodthatconvertsJavabuilt-in typesto thatof thedatabase.Given
this connection,the classesin the modelcomponenttake careof formulatingthe
SQLneededto retrieve andupdateinformationthemselves.

Database

getConnection
convert

Figure5.3: TheDATABASE class.

Thegetconnectionmethodandthemethodsof theconnectionsignalserrorsin
thedatabaserequestsby raisingexceptions.

5.3 Model component

Fromthebehavior statecharts,thefunction list andtheclassdiagramin theanal-
ysisdocument,thestructureof themodelcomponentasshown in Figure5.4 has
beenderived.

5.3.1 Common featuresof the classes

Someattributesandoperationsthat arecommonto all of the classesarenot dis-
playedin theclassdiagram;insteadthey arediscussedhere.To realizepersistence
of thedatain a consistentway a patternis needed.We have designeda patternto
relatetheJava objectsto a relationaldatabasewhich all modelclassesexceptthe
permissionhierarchyuse,seeFigure5.5.

Eachclasshasauniqueintegerdatabaseidenti�er asanattributetogetherwith
a constructorthat takesan identi�er andconstructsan objectwith datafrom the
database.Furthermore,a new objectcanbe createdusinga constructorwith no
argument.This createsa new object without a uniqueidenti�er or data– when
saved,theobjectgetsauniqueidenti�er from thedatabase.Theseconstructorsare
thecreatefunctionsfrom theanalysis.

The one-to-many aggregationsand associationsare formed by keepingthe
databaseidenti�er as an attribute in the many end(e.g.a reportholdsa system
id).
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Move
Merge
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Comment
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Priority
Is open
Is merged
Is classified
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Times reported
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Is active
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1..*

Get notified users
Add/remove notification
Get responsible users
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Get creator

1

Close/reopen

Get parent/subsystems
Get root system
Move
Register report

Admin.

User

1

0..*

Permission
0..*

Read Write Show stat. Edit report

Figure 5.4: Classstructure in themodelcomponent.Somemethodsthat are general
for all classesarenot shown(seeFigure5.5).Neitherare thetrivial getandsetmeth-
odsfor all attributes.

Delete from database
Save to database, maybe giving this object an identity
Return an object with the given other object id
Return the id of this object
Load from database
Construct new, without identity

Database id of some other object
Database id of this object

Delete
Save
Get other
Get id
PersistentClass(id)
PersistentClass()

Other object id

PersistentClass

Id

Figure 5.5: The pattern for connectingthe data in Java classesto a relational
database. PERSISTENTCLASS is someclassfrom the modelcomponent,and OTH-
ERCLASS is someothermodelcomponentclass.
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Eachclassalsohasasave operationthatsavesthestateof agivenobjectto the
database,andadeleteoperationfor erasingtheinformationfrom thedatabase.

To ensurethatthesecurityis notcompromised,permissionsarecheckedin the
modelcomponentby having all operationsin REPORT thataccessthedatabasetake
asanextra parametertheuserthat is performingtheoperation.Thesameis done
for the operationsin SYSTEM, COMMENT andUSER that modi�es thedatabase;
it is not necessaryto checkthe readpermissionssince it is always possibleto
reada system,andcommentsareonly madeavailablethrougha reportsothatthe
readpermissionhasalreadybeenchecked.Thiswayfunctionsin theuserinterface
cannotaccidentallyperformany unauthorizedoperations.

Any errorthatoccurin themodelcomponentis handledby raisinganexception
thatwill continueup throughthelayersto theinterfacecomponents.

5.3.2 System

The SYSTEM classrepresentsa software systemto which it is possibleto add
defectreports.A systemmaycontainsubsystemsthatareSYSTEMs themselves–
eachof thesecontainsits own setof reports.By switchingtheis active attribute,it
is possibleto deactivateasystemsothatno furtherdefectscanbereported.

Supportedextra operationsareregisterreport for registeringreportsin a par-
ticular system,move which movesthesystemto anothersystemin thehierarchy,
getrootsystem, getparentandgetsubsystemsfor navigatingthesystemhierarchy.

Moving thesystemrequireswrite permissionbothto thesystemthatis moved
andto thedestinationsystem.

Thereadpermissionis requiredto readasystemandthereportsin it. Tochange
theattributesof a systema write permissionis required,eitherto thesystemitself
or to oneof its ancestors.

5.3.3 Report

A REPORT representsasingledefectreportwith variousinformationandanumber
of attachedcomments.Theid attributeis auniquenumberthatcanbeusedto refer
to thereportwhensearchingor whenmergingreports,thismeansthattheid should
bevisible in theuserinterface.Subjectis theheaderof thereport.Thenumberof
timesthedefecthasbeenreportedis alsostored– togetherwith thepriority which
canbeoneof low, medium,highor critical.

Finally, a reportkeepstrack of whetherit is openor hasbeenclosed,using
theis openattribute,whetherit is mergedwith anotherreport(in which caseit is,
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in effect, closedandits commentstransferedto theotherreport)andwhetherit is
classi�ed.

Theoperationsof REPORT areregistercommentfor attachingcommentsto the
report,getcommentsfor retrieving all of thecommentsof thereport,getcontaining
systemfor retrieving the systemthat containsthe report,move which movesthe
reportto anothersystem,openandclosewhichopensor closesthereport(a report
will usuallybeclosedwhenthereporteddefectis corrected).

Furthermorethereareaddresponsibilityandremoveresponsibilitywhichboth
take a useras input for associatingdeveloperswith reports,andaddnoti�cation
andremove noti�cation for connectingusersto thereportsothatthey arenoti�ed
when the report changes.The operationsget responsibleusersand get noti�ed
usersmakeit possibleto retrievetheassociationsagain.Thiswaybothof themany-
to-many relationsin themodelcomponentareencapsulatedin REPORT.

REPORT alsohastheoperationmergewhichmergesareportwith anothermas-
ter report.As input merge takes the masterreport to merge with. All comments
from the reportaremoved to the masterreport.For eachmove, notify (from the
function component,describedlater) is called.The numberof times the master
reporthasbeenreportedis incrementedby thenumberof timestheduplicatehas
beenreported,andtheattribute is merged on theduplicatereportis changed.Fi-
nally, acommentis addedto theduplicatereportwith theid of thereportthatit has
beenmergedwith. Thiscausesnotify to becalledon theduplicatereport.

Readingreportattributesandcommentsis alwaysallowedif theuserhasread
permissionto the correspondingsystem.If the report is classi�ed edit or write
permissionis required.It is possibleto addreportsto any SYSTEM that the user
hasreadaccessto – theedit reportpermissionto thatreportis thengrantedto the
reportinguser. Changingthe attributesandcommentsrequireseitheredit report
permissionon the reportor write permissionon the systemcorrespondingto the
report.Adding commentsis alwayspossibleif theuserhasreadpermissionto the
report.

Thepermissionneededto mergetwo reportsis write (or edit report)permission
on theduplicatereportandreadpermissionfor themasterreport.Therightsof the
creatorsof the reportsarenot changedduring the merge sinceboth reportsstill
exist.

5.3.4 Comment

A COMMENT is alwaysattachedto a singleREPORT andactsasa descriptionof
thereporteddefector justasanote,for instanceif varioussolutionsarediscussed.

60



Chapter5. Architecture

The body attribute containsthe text of the commentandthe creationdateis
storedin thecreateddateattribute.Theorigin reportattributeholdsinformationof
wherethecommentoriginated.This informationbecomesusefulif thecommentis
movedto anotherreportunderamergesincethesystemshowswherethecomment
camefrom.

Theonly specialoperationis move for moving a commentto anotherreport.
This is only usedwhenmerging two reports.

5.3.5 User

TheUSER classrepresentsusers.Eachuserhasauniqueusername. Thepassword
is storedin anencryptedform andis usedduringtheveri�cation process.Theemail
addressis usedfor noti�cation whenreportsarechanged.

The DEVELOPER classfrom the analysisturns out to be empty so it is not
necessaryanymore.Insteadtheresponsibilityassociationis placeddirectly on the
USER class.

Supportedoperationsareaddpermissionandremove permissionfor adminis-
tratingthe individual user's permissionsandcheckpermissionfor checkingif the
userhastherightsto performa giventask.To beableto give otherusersthesame
permissionsasoneself,theadministratorpermissionis required.

5.3.6 Permissions

Thesecurityof thesystemis implementedthroughanumberof permissionclasses
eachinheritingfrom theabstractPERMISSION class.Eachuserhasanumberof the
concretepermissionsREAD, WRITE, SHOW STATISTICS, EDIT REPORT andAD-
MINISTRATION asdescribedin section2.1.TheREAD, WRITE andSHOW STATIS-
TICS permissionsaregrantedon thebasisof a systemandallows theuserto use
thepermissionson thatsystemandall of its subsystems.

5.3.7 Databasedesign

Figure5.6showshow thedataof themodelcomponentis modeledin thedatabase.
Sometableshave beenaddedwithout a correspondingclassin themodelcompo-
nentto implementthemany-to-many relations.Thepermissionhierarchyhasbeen
collapsedinto a singletablewith a columnto separatethedifferenttypes(this is
oneof thethreepossibilitiesdiscussedin [10]).
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Figure 5.6: Thearrangementof themodelclassesinto a setof tablesfor a relational
databaseusingUML. TheassociationandaggregationlinesconnectthevariousIDs
(someare dashedto provide a betteroverview). Underlinedcolumnsconstitutethe
keysfor thetables.All searchablecolumnsare indexed.
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5.3.8 Concurrency

The client-server architecturecreatesa problemwith concurrency sincemultiple
usersmaybeeditingthesamemodelobjectat thesametime.Therequest-response
architectureof theweb is not well suitedfor updatingchangesinstantaneouslyat
all clients.Thussomeclientsmaybeseeingandcommittingold data.

Therearetwo possiblewaysto solve theseconcurrency problems.Either the
objectscanbelockedwhenit is possibleto write to them,e.g.whenthe“manage
report”pageis entered.Thenonly onepersonmaychangethedataatatime.Or the
objectscanbe madeto checkuponsaving themselveswhetherthe datahasbeen
changedbehindtheir back– usinga timestamp– this way it is at leastpossibleto
rejecttheuser's changeswith awarningthatdatamaybelost.

The�rst possibility requireschangingboth the interfaceto themodelcompo-
nentandtheuserinterface.It alsohasproblemsof it own, in particularconcerning
theuserinterfacesemantics.Locking too muchwill make thesystemawkwardto
usewhenmany usersareaccessingit.

Checkingthatthedatahasnotchangedin thedatabasebeforesaving anobject
is unfortunatelysomewhat awkward in the browser-basedenvironmentsincethe
Java objectsonly live shortlyduringa request;so it requirestransferringanextra
setof attributesto theclient to make it possibleto comparewith whatthedatabase
contains.

However, therisk of two userscolliding is smallsincemodifying attributesis
relatively uncommonandquickly �nished comparedto e.g.browsing the reports
andaddingnew comments.Also, the potentialtroublesare limited; overwriting
anotheruser'schanges,andnotaninconsistentstatethatcouldleadtoabreakdown.

Hence,in compliancewith the ratingof the reliability criterion,which is less
important,thetimeis investedin improving otheraspectsof thesystemandnothing
is doneto preventconcurrency problems.

5.4 Function component

Thefunctioncomponentcontainsfunctionsthatarenotassociatedwith or speci�c
to any interfacesto the system,andthat do not rely on encapsulatedpartsof the
modelclasses.Placingtheseoutsidetheclassesdecreasesthedependenciesin the
systemsinceit reducesthe amountof codethat have accessto the encapsulated
parts.Theclassesareshown in Figure5.7.
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high priority

get results

end date
person

start date
status
clasification
critical priority

low priority

Statistics

get subsystems

Highlight
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Notify

send email

medium priority

Search

query
query type
system id

Figure 5.7: Classesin the functioncomponent.Trivial setand get methodsare not
shownin thediagram.

5.4.1 Notify

Thenotify functiontakesasinputareportandeitherthenew andpreviousvaluesof
anattributeor acomment.Fromthesedata,a messageobjectis createdandadded
to an internalnotify queue.After a messagehasbeenin thequeuefor a speci�ed
amountof time,all messagesconcerningaspeci�c reportarecollectedandusedto
composeauni�ed emailmessageto all usersthathaveanoti�cation associationto
thereport.

Thepurposeof thequeueis to reducetheamountof emailthatthesystemsends
out.A lot of changesto asinglereportin ashortperiodof timeonly generatesone
actualemailmessage.It alsoreducesthecomplexity of theuserinterfacecompo-
nentssincethey do not have to try to combinecalls to notify, thusmakingthem
moremaintainablein compliancewith thecriterion,which is important.

5.4.2 Search

To facilitate easycommunicationwith the userinterface,the searchfunction is
modeledasa classwheretheattributesarethesearchcriteria.Theseattributesare
combinedusing logical operationsto restrict the searchspace.The searchclass
thenhasthe methodget result for performingthe query in the databasewith an
SQL statementandreturninga list of foundreports.Reportsthattheuserdoesnot
have permissionto areexcludedfrom thelist.

5.4.3 Statistics

Thestatisticsfunctionhasthemethodgetsubsystemsfor generatingstatisticalof
openand closeddefects,with respectto their priority, for eachsubsystem.The
methodtakesaSEARCH asparameterandthereportsfrom thesearchresultis used
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for generatingthestatistical.Reportsin a systemthattheuserdoesnot have show
statisticspermissionto arenot includedin thestatistical.

5.4.4 Highlight

To createa betteruserinterfacefor thesearchpageandtheview reportpage,the
wordssearchedfor arehighlighted.To facilitatethis,thisfunctiontakesasparame-
teratext stringwhichis thetext to behighlightedandtwo text stringswhichde�nes
thestartandendtagfor highlighting;theseareplacedbeforeandafterevery found
pattern.

5.5 Browserclient component

Thebrowserclient is structuredinto threecomponents:aview componentwhich is
implementedwith Javaserverpages,acontrollercomponentwhichis implemented
with servletsanda client-sidevalidationcomponentwhich is implementedwith
Javascript.Thenext sectionsdiscussthesecomponentsasawhole.

5.5.1 The commonlyapplied controller/view pattern

A Java server page(JSP)is a HTML pagewith embeddedspecialtags.The web
server translatestheJSPsinto specialservlets;thesearesimplyJavaclassesrunby
thewebserver. In [8], it is suggestedthatbothareusedin creatinganinterface.We
have designedaparticularpatternfor theuserinterfaceasshown in Figure5.8.

With the add report pageas an example,our patternworks as follows. The
userhasa browserprocessrunningandwhenthe “add defect” link is clicked, a
requestis sentto thesystem.In thegeneralcase,therequestmaybeacceptedby
a servletthatdoessomepreparationsandthenforwardstherequestto a JSP. If no
preparationsarenecessary, therequestis handleddirectly by theJSP– this is the
casefor the addreportpage.In any case,the JSPconstructsan ordinaryHTML
pagewhich is sentbackto thebrowserastheresponse.Sothebrowserrendersthe
addreportpage.

Afterwards,whentheuserclicks a link or a buttonon theHTML page,a new
requestis sent.A servletthenprocessesthe result(this may involve updatingthe
modelcomponent)anddecideswhatURL to forward to next – for theaddreport
page,this is eitherbackto thestartpageor to a pagesayingthankyou.After this,
theprocessrepeats.In caseno processingis neededandthedecisionof whereto
forwardto is �x ed,thelatterservletmaybeomittedtoo.
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Figure 5.8: The interactionsbetweenthe user's browserand the serverpages and
servlets.Theserverpage andtheservletscancall themodelandfunctioncomponent
beansdirectly. Ashinted,theservletsareunnecessaryin somecases.

This division of labouris anapplicationof thegenericmodel-view-controller
pattern.TheJSPsprovide theviews andtheservletsserveascontrollers.Sincethe
servletsarejust Java classesthey arewell suitedfor beingcontrollers.Likewise,
theJSParchitecturemakesit easyto constructtheviews sincethepageslook like
ordinaryHTML pagesexceptfor thedynamiccontents.Furthermore,theJSPar-
chitectureallowseasytransferof HTML form �elds to beanobjects.Thisof course
requiresthemodelcomponentclassesto bewrittenasbeans.A beanis basicallya
Java classfollowing certainnamingconventionsto facilitateease-of-useandcom-
monfeaturese.g.introspection,settingandgetting�elds.

Oursplit betweencontrollerandview is notacompletelyclearcutsince,in the
simplecase,theJSPsdecidewhereto forward to. However, thebene�t of having
completelyindependentJSPsdoesnot seemto beworth theaddedcomplications
of thesourcecode.

5.5.2 Overview of view and controller components

The Figures5.9 – 5.14show the relationshipbetweenthe individual partsof the
view andthe controllercomponents.These�gures canassistin maintainingthe
system,as the dependenciesbetweenviews andcontrollersprovide information
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aboutwhichpartscanbeaffectedbyagivenchangein anotherpart.Foranoverview,
referto Figure3.9on page34.Thestartpageis markedwith a bold box. Servlets
aremarkedwith “(servlet)” afterthename,theotherpagesareserver pages.

A descriptionof eachelementis givenin Table5.1below.

Element Functionality Figure

default Welcomestheactorto thesystemandprovides
anoptionfor quickly addinga report.

5.9

login Promptstheactorfor ausernameandpassword
andchecktheseagainstthecurrentusersin the
database.If valid informationhasbeenentered
theactorwill begrantedaccessto thesystem,
otherwisetheactorwill beaskedto try again.

5.9

createuser Lets the actor createa new user by �lling
out thefollowing information:name,emailad-
dress,usernameandpassword.

5.9,
5.14

createuser(servlet) Thisservlethastwouses,the�rst issaving sub-
mitted information on a userin the database.
And theotheris updatingtheuserinformation.
If anadministratorhasrequistedthepassword
tobechanged,anew passwordisgeneratedand
sentto theuser. Thepassword in thenstoredin
asecuremannerin thedatabase.

5.9,
5.14

sendmail (servlet) Thisservletis usedin two differentplaces.One
is sendinganactivationmessagecontainingan
activationURL to theemailaddressof anewly
createduser. The actor must click this to ac-
tivate the user. The other one is assigninga
new randomgeneratedpassword to auserwho
hasforgottenhisusernameor password.A new
password togetherwith his usernameis then
sentto theuser.

5.9

wait for mail A con�rmation screeninforming that themes-
sagehasbeensent.

5.9

activateuser
(servlet)

Activates a newly createduser from URL-
passedid.

5.9

sendpassword Theactoris promptedfor hisemailaddress. 5.9
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sendpassword ok Con�rmation screeninforming that the pass-
wordandusernamehasbeensentsuccessfully.

5.9

choosesystemstep A systemtree structureenablingthe actor to
chooseanappropriatesystem.

5.9,
5.10

addreport Collectingthesubjectandnatureof thedefect. 5.10,
5.11

addreport(servlet) Takestheusersubmittedinformationandadds
it to thedatabasetogetherwith theappropriate
relations.

5.10,
5.11

thankyou Con�rmation screenthankingtheactorfor his
participationin addingadefect.

5.10

log off Terminatestheusersession. 5.10

startpage The main page which gives the actor an
overview of thefunctionalityhehasaccessto.

5.9,
5.11

my involvements A summaryof a user's different involvements
in thedefecttrackingsystem.

5.11

search Searchisequippedwith aninputlinewhichlets
theactornarrow down theresultsby addingex-
tra criteriasto the request.Searchis alsocon-
structedto show searchresultsas links to the
reportswhenavailable.

5.11,
5.12

searchresult Replacesany previous searchresultsin scope
and redirectsthe searchrequestto the search
servlet.

5.12

search(servlet) Preparesresult objectsand executesa search
with the submittedcriteria and query string.
The resultsare loadedinto the sessionscope
for display.

5.12

searchrefresh Sendstheprevioussearchrequestagain. 5.12
preparereport
(servlet)

Whenareportis chosenfrom thesearchresult,
thepreparereportservletaccessesthedatabase
andpreparesthereportto bedisplayed.

5.12

view report Shows the attributes and commentsof a re-
port. The actor can submit additional com-
mentsfrom thispage.

5.12

managereport Providesthepossibility for a developerto edit
a chosenreport. This includesdeletingcom-
ments.

5.12
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addcomment
(servlet)

Thisservletis responsiblefor addingasubmit-
tedcommentto thedatabase.

5.12

managesystems An overview of the systemstructureis pre-
sentedin a treeform makingit easyto locate
thedesiredsystem.Whenoneis chosen,there
are multiple possibilities; move, edit, delete
andaddsubsystem.

5.11,
5.13

managesystem
(servlet)

Thistakescareof sendingthesubmitteddatato
theright placeandmakingthenecessaryprepa-
rations.

5.13

deletesystem
(servlet)

Deletesa systemand its subsystems.This in-
cludesall reportsandcomments.

5.13

edit system Displaystheinformationonthedesiredsystem
to editandletstheactorto modify thisinforma-
tion. Thispageis alsousedto addasubsystem.

5.13

edit system(servlet) Saves the changesor createsa systemin the
database.

5.13

movesystem Promptsthe actorwith a systemtreeenabling
him to selecta destinationfor the systemthat
is beingmoved.

5.13

movesystem
(servlet)

Movesa systemto anew parent. 5.13

prepareusers
(servlet)

This servlet retrieves all usersof the defect
trackingsystemfrom thedatabase.

5.11,
5.14

manageusers Displaysall usersandenablesanadministrator
to edit, deleteor changepermissionsof a par-
ticularone.Thepagealsoincludesanoptionto
createanew user.

5.14

postmanageusers
(servlet)

Redirectstheactorto theright destinationafter
preparingthechosenuser.

5.14

edit user Allows anadministratorto changeinformation
on a user, this includeschangingthe name,
email or generatinga new password for the
user.

5.14

edit permission Shows a userspermissionstogetherwith op-
tionsfor changingor deletingthese.

5.14

postpermission
(servlet)

Saves changedpermissionsto the database,
preservingtheuserrelations.

5.14
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statistics Information on which system and between
which datesthe statisticsshouldbe generated
is providedhere.

5.11,
5.15

statisticsresult Redirectsthe datain the requestscopeusing
introspection.

5.15

statistics(servlet) Generatesdatafor a statisticaloverview of a
selectedsystem.Thesedataaregeneratedfrom
thesubmittedcriteria.

5.15

statisticssubsystems Displaysstatisticaldatausingbardiagrams. 5.15

Table5.1: Descriptionsof all theuserinterfaceelements.

Quick

login

default

create user

mode=1
send password

startpage

login (servlet)

Quick

Quick

choose system step
Quick

send mail (servlet) send password ok

mode=2
create user (servlet)

mode=2
send mail (servlet) wait for email

activate user (servlet)

Figure 5.9: Thestartpage. From thedefaultpage a usercanchoosebetweena quick
modeanda non-quick mode. Thechoicedictateswhich pageshewill beredirectedto
and which pageshe will be able to choosefrom (the arrowsmarked with “quick”).
Choosesystemstepis continuedin Figure 5.10andstartpage is continuedin Figure
5.11

Add Another Defect

choose system step add report (servlet) thank youadd report log off

Figure5.10: Thequick guide.
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mode=1

search manage systems prepare users (servlet) statistics edit user log offadd reportmy involvements (servlet)

startpage

add report (servlet) create user (servlet)

Figure 5.11: Thesearch and manage defectspage. Thepagesmy involvementsand
search are continuedin Figure 5.12, manage systemsis continuedin Figure 5.13,
prepareusers is continuedin Figure5.14andstatisticsis continuedin Figure5.15

my involvements (servlet) search (servlet)

View Report

Back
Notify

search refresh

Save

add comment (servlet)

search

view report manage reportprepare report (servlet)

search result

Figure 5.12: There are two possibleentrancesto searching, oneis my involvements,
which automaticallysearchesfor theuser'sdefects,andtheotheroneis search,which
is thenormalsearch page. Notethatsearchingis theonlywayto �nd a speci�c report.

manage systems

delete system (servlet)

move system move system (servlet)

edit system (servlet)edit systemmanage system (servlet)

Figure5.13: ManageSystems.

prepare users (servlet)

mode=3

mode=4

manage users post manage users (servlet)

edit user create user (servlet)

post permission (servlet)edit permissions

create user (servlet)create user

Figure5.14: Manageusers.

statistics result statistics (servlet)statistics statistics sub systems

Figure5.15: Thestatisticaloverview.
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5.5.3 Overview of client functions

Table5.2givesanoverview of thefunctionsin theclient functioncomponent.

Function Functionality

is datevalid Returnstrueif theparameteris a valid dateon
theform yyyy-mm-dd.

is emptyerrorcheck Returnstrue if the �eld is emptyandprintsan
errormessageto theuser.

is valid email Returnstrueif theparameteris asensibleemail
address.

insertsystem Prints the HTML codefor showing a speci�c
systemin asystemtree.

browsesystems Opensapop-upwindow with asystemtree.

Table5.2: Functionalityof theclient-sideJavascript.

5.5.4 Err or handling

Therearetwo possiblecausesof errors:eithersomethingin thesystemwentwrong
becauseof a defectsomewhere,or theusertried to performan actionthatwould
put thesystemin aninvalid state.

Systemerrorsdetectedin the modelandfunction componentarehandledby
exceptions.Sincetheseexceptionsrepresenterrorsin thesystem,it is notpossible
easily to work aroundthem.So insteadthey are catchedby a JSPhandlerthat
outputsanapologisingHTML errormessage.

Someof theusererrorscanbecatchedbeforeanactualrequestis submittedto
theserver. To facilitatethis,all relevantpagesincludetheabove Javascriptlibrary.
Thelibrary will print anerrormessageunderthetitle andcolor relevant �elds red
in caseaninvalid actionis performed.

Otherusererrorscanonly bedetectedontheserver. Thegeneralpatternis then
to sendtheuserbackto theoriginalpagewith anerrormessage.

5.5.5 Security

All server pagesandservletschecktheuser's sessionfor a valid userobject.This
userobjectis createduponlogin wherethepersontrying to login goesthroughan
authenticationprocess.Thusit shouldnotbepossibleto accessthesystemwithout
beingauthorized.
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Chapter 6

Implementation

This chapterdocumentshow certainpartsof eachcomponentfrom thedesignhas
beenimplemented,usingthefollowing technologies:Javabeans[12], servlets[15],
Java server pages[14], Javascript[7], DHTML [18] andordinaryHTML [19].

6.1 Documentation

Documentationof the implementedbeansis provided with cross-referencesand
overviews generatedautomaticallyby Javadoc[13]; referto AppendixA.4.

Thecodefor theindividual servletsandJava server pagesareveryspeci�c for
theirtasks,soonly overviewsareprovidedin Section5.5.2of thedesigndocument.
Furtherinformationcanberetrieveddirectly from thecommentedcode.Likewise,
theJavascriptcodeis documentedby theoverview in 5.5.3;thecodeitself provides
furtherinformation.

Thecodecanbefoundby following thereferencein AppendixA.3.

6.2 Unimplementedfeatures

Although the defecttracker is working, therearestill somemissingfeaturesand
reporteddefectsleft in thesystem.Thesecanbe foundusingtheguideshown in
AppendixA.1.1.

Themostfundamentalonesare:

� Noti�cation of changesto reportsis not implemented.

� Responsibilitiesareshown, but thereis no interfacefor addingor removing
them.
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� Theautomaticreportinginterfaceis not implemented.

Smallerproblemsinclude:

� Thedescription�eld of systemsis notutilized.

� Thetimesreported�eld of reportis notutilized.

� Thereis nobrowsebuttonfor merging whichmakestheinterfaceawkward.

� Submissionon enterkey-pressis not implemented.This makesusageof the
interfacelessef�cient.

� Con�guration of somefeatures,e.g.whereto locatethe database,requires
editingthesourcecodeandrecompilationof thebeans.

6.3 Databasecomponent

The databasecomponentis implementedas an abstractJava class,containinga
methodfor retrieving a CONNECTION andmethodsfor convertingdatato MySQL
syntax(thelatterarenotshown):

1 ab st r act pub l i c c l ass Database
2 {
3 pub l i c st a t i c Connect i on get Connect i on ( )
4 t hr ows . . .
5 {
6 St r i ng dsn = " j dbc : mysql : / / l ocal host / def ec t t r ack er ?
7 user =aaa&password=bbb" ;
8 t r y {
9 Cl ass . f orName( " com. mysql . j dbc . D r i v er " ) ;

10 }
11 cat ch ( Cl assNotFoundExcept i on e ) {
12 }
13
14 r et ur n Dr i verM anager . get Connect i on ( dsn ) ;
15 }
16 . . .
17 }

Line 6–7createsa stringrepresentingthelocationof a MySQL database(aaa
andbbb shouldbe replacedby the appropriateuserandpassword). Line 9 loads
theMySQL JDBCdriver andline 14 returnstheconnectionto thedatabase.

76



Chapter6. Implementation

6.4 Model component

The modelcomponentclassesis implementedusingJava beansasprescribedin
section5.1of thedesigndocument.Theclassesin themodelcomponentcommu-
nicatesdirectly with thedatabaseclassandareawareof persistenceandsecurity
issuesthemselves,which is thetopic of this section.In thefollowing, codefor the
beansregardingtheabove issuesis presentedwith thereportbeanasanexample.

6.4.1 Obtaining databaseconnectivity

Databaseconnectivity is obtainedby accessingthegetConnection()methodof the
abstractDATABASE class.Oncea databaseconnectionis obtained,a STATEMENT

mustbe createdbeforeSQL statementscanbeexecuted.Executinga SQL query
returnsa RESULTSET containingzeroor morerecordsthatmatchthequery. If the
purposeof the query was not to retrieve databut to delete,insertor update,an
emptyresultsetis returned.After thegiventaskis performedthedatabaseconnec-
tion is closedin aexception-safemanner.

1 Connect i on con = Database . get Connect i on ( ) ;
2 Resul t Set r s = n u l l ;
3
4 t r y {
5 St at ement stm = con . cr eat eSt at ement ( ) ;
6 r s = stm . executeQuery ( ' SELECT � FROM r epor t ' ) ;
7 }
8 f i n a l l y {
9 con . c l ose ( ) ;

10 }

6.4.2 Ensuring persistence

When a new report is created,it doesnot have persistentidentify beforeit has
beenbe saved to the database.If a reportwith a persistentidentity is modi�ed,
thechangesmustbeupdatedin thedatabaseusingthis identi�er. Thesave method
mustdistinctbetweenthesetwo cases;this is facilitatedby having two constructors
in REPORT.

TheReport(intid, Useru) constructorsetsthereportID andthencallsload(u),
whichchecksthattheuserhastheappropriatepermissionsto view thereportandif
so�lls in theattributeswith thevaluesfrom thedatabase.TheReport()constructor
for new reportssetsthe reportID to -1, indicatingthat the reportis not persistent
yet.
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1 c l ass Repor t {
2 . . .
3 pub l i c Repor t ( i n t i d , User u )
4 t hr ows . . .
5 {
6 r epor t I D = i d ;
7 l oad ( u ) ;
8 }
9

10 pub l i c Repor t ( )
11 {
12 r epor t I D = � 1;
13 }
14 . . .
15 }

If the report is not persistentwhenit is saved, it is assignedan identi�er – a
reportID – generatedby the reportID auto-increment�eld in the database.After
this,commentscanbeaddedto thereportsinceit thenhasanidentity.

6.4.3 Removing persistentobjects

A persistentobjectis removedfrom thedatabaseby instantiatingit andthencalling
its deletemethodaslistedbelow. First theuser's permissionsarechecked in line
5 to verify thathehaswrite permissionto thecontainingsystem.If this is not the
caseapermissiondeniedexceptionis thrown in line 6.

Due to the aggregation relation betweena report and its comments,all the
commentsmustalsobe deletedwhena reportis deleted.This is implementedby
instantiatingthecommentsandcalling theirdeletemethod.It wouldbepossibleto
deleteall of themwith a single,andfaster, SQL query, but this con�icts with the
object-orienteddesign,reducingthe�e xibility.

Line 11 fetchesa L INKEDL IST containingthecomments.Line 15-16retrieves
thenext commentin thelist anddeletesit, by delegatingthedeletingresponsibility
to theCOMMENT classwheretheuser'spermissionsarealsochecked.Onceall the
commentshave beendeleted,thereportitself is deletedin line 20-22.

1 c l ass Repor t {
2 pub l i c voi d del et e ( User u )
3 t hr ows . . .
4 {
5 i f ( ! Permi ssi onCheck i ng . checkWr i te ( u , t h i s ) )
6 thr ow new Per mi ssi onD eni edExcept i on ( ) ;

78



Chapter6. Implementation

7
8 Connect i on con = Database . get Connect i on ( ) ;
9

10 t r y {
11 L i nk edL i st comments = getComments ( ) ;
12 L i st I t er at o r comment sI t er at or = comments . l i s t I t e r a t o r ( ) ;
13
14 whi l e ( comment sI t er at or . hasNex t ( ) ) {
15 Comment c = ( Comment ) comment sI t er at or . nex t ( ) ;
16 c . del et e ( u ) ;
17 }
18
19 St at ement stm = con . cr eat eSt at ement ( ) ;
20 St r i ng SQL Statement = ' DELETE FROM r epor t WHERE r epor t I D= '
21 + r epor t I D ;
22 stm . ex ecut e ( SQL Statement ) ;
23 }
24 f i n a l l y {
25 con . cl ose ( ) ;
26 }
27 }
28 }

6.4.4 Verifying permissions

A user's permissionsarecheckedby accessingappropriatemethodsin theabstract
PERMISSIONCHECKING helperclass.The checkWrite(Useru, Reportr) method
checkswhethertheuserhaswrite permissionto areport;thisincludescheckingthe
systemcontainingthereportandall of its parentsfor write permission.Thecheck
permissionrequestis propagatedup throughthe systemtreeuntil the requested
permissionis foundor theroot systemis reachedwithout �nding thepermission.
In thelattercasefalseis returned,elsetrueis returned.

In line 5 theuseris checked for anedit reportpermissionto thereport.If that
permissionis foundin theuser's list of permissionsheis grantedwrite accessto the
report.If not, thecheckWrite(Useru, TrackedSystems) is calledin line 8, which
beginsthepropagation.

1 pub l i c ab st r act c l ass Permi ssi onCheck i ng {
2 pub l i c st a t i c bool ean checkWr i te ( User u , Repor t r )
3 t hr ows . . .
4 {
5 i f ( u . check Per mi ssi on ( new Edi t Repor t Per mi ssi on ( r . getRepor t I D ( ) ) ) )
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6 r et ur n t r ue ;
7
8 r et ur n checkWr i te ( u , r . get Cont ai ni ngSystem ( ) ) ;
9 }

10
11 pub l i c st a t i c bool ean checkWr i te ( User u , TrackedSystem s)
12 t hr ows . . .
13 {
14 i f ( u . check Per mi ssi on ( new W r i t ePer mi ssi on ( s . getSystemI D ( ) ) ) )
15 r et ur n t r ue ;
16
17 whi l e ( ! s . i sRoot ( ) ) {
18 s = s . get Par ent ( ) ;
19
20 i f ( u . check Per mi ssi on ( new W r i t ePer mi ssi on ( s . getSystemI D ( ) ) ) )
21 r et ur n t r ue ;
22 }
23
24 r et ur n f a l se ;
25 }
26 . . .
27 }

Whena user's load methodis called,all attributesare�lled in, including the
list of permissions.ThecheckPermissionmethodin the USER classlooksup the
requestedpermissionin the list of permissionsandchecksif anequalpermission
exists,returningtheappropriatebooleanvalue.

1 pub l i c c l ass User {
2 . . .
3 p r i v at e L i nk edL i st per mi ssi ons = new L i nk edL i st ( ) ;
4 pub l i c bool ean check Per mi ssi on ( Per mi ssi on p )
5 {
6 r et ur n per mi ssi ons . cont ai ns ( p ) ;
7 }
8 . . .
9 }

6.5 Function component

Thefunctioncomponentis implementedusingthesametechnologyasthemodel
component.However, thereis oneimportantdifferencebetweentheclassesin the
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two components;the classesin the function componentarenever requiredto be
persistent.This simpli�es thedesign.Also, thecodeof thefunctioncomponentis
verysimilar to thatof themodelcomponent,sono furtherexamplesaregiven.

6.6 Browserclient component

The graphicalinterfaceis implementedusingJSPandservletson theserver side
and HTML, Javascriptand DHTML on the client-side.Javascriptand dynamic
HTML is neededfor error handlingand for drawing and expandingthe system
tree.A stylesheetis usedto facilitateacentralcontrolof thelayout.

6.6.1 Controllers

Thecontrollersin thebrowserclient componentareimplementedasservletsrun-
ningontheserverasprescribedin Section5.5of thedesigndocument.Theservlets
havedifferentareasof responsibility:all thoseaccessingthemodelcomponentare
responsiblefor verifying thecurrentsession,andmany of theservletsarealsore-
sponsiblefor preparingobjectsfor theviews.Commonfor all servletsis thatthey
mustcatchexceptionscausedby invoking methodsin thebeans.

Hence,logging in, verifying the session,handlingexceptionsand preparing
objectsarethetopicsof thissection,illustratedwith exampleservletcode.

Logging in

Whenauserlogsinto thesystemby enteringhisusernameandpasswordandclicks
theappropriatebutton,control is transferedto thelogin servlet.Thelogin servlets
receivesaUSER objectwith thesubmittedusernameandpasswordandmustverify
thatthisuseractuallyexistsin thedatabase.

1 pub l i c c l ass L ogi nSer v l et ex t ends H t t pSer v l et
2 {
3 pub l i c voi d doPost ( H t t pSer v l et Request r equest ,
4 H t t pSer v l et Response r esponse ) {
5 . . .
6
7 t r y {
8 User u = ( User ) r equest . get A t t r i bu t e ( " l ogi nRequest " ) ;
9

10 H t t pSessi on sessi on = r equest . get Sessi on ( t r ue ) ;
11
12 User u2 = new User ( u . getUsername ( ) ) ;
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13
14 i f ( Ser v l et H el pFunc . generateHash ( u . getPassword ( ) ) .
15 equal s ( u2 . getPassword ( ) ) ) {
16 i f ( u2 . get A ct i v e ( ) ) {
17
18 sessi on . set A t t r i bu t e ( " l ogi n " , u2 ) ;
19 sessi on . set M ax I nact i v eI n t er v al ( 3600) ; / / 30 mi nutes
20 }
21 el se{
22 thr ow new I sN ot A ct i v eEx cept i on ( u . getUsername ( ) ) ;
23 }
24 }
25 el se{
26 thr ow new L ogi nNotFoundExcept i on( u . getUsername ( ) ) ;
27 }
28 . . .
29 }
30 cat ch ( Except i on e ) {
31 . . .
32 }
33 }
34 }

Line 8 retrievesthesubmitteduserobjectfrom therequestscopeandin line 10
the currentsessionis fetched;if the sessiondoesnot exist, it is created.Line 12
triesto retrieve theuserwith thesubmittedusernamefrom thedatabase.If theuser
doesnotexist, anexceptionis thrown. Line 14-15veri�es thatthetwo userobjects
have identicalpasswordsandthattheuseris activated.If thesechecksevaluatesto
true theuserbeanis storedin sessionscopeandis therebymadeavailableto the
entiresystem.

Verifying the session

Oncethe sessionis established,it mustbe veri�ed for existenceof a login entry
everytimea new taskis performed.Theservletshandlesthis by inheritinga check
login sessionmethodfrom the MASTERSERVLET, which provides sharedfunc-
tionality for all servlets.

1 pub l i c c l ass M ast er Ser v l et ex t ends H t t pSer v l et {
2 p r ot ect ed User cur r ent U ser ;
3 p r ot ect ed H t t pSessi on cur r ent Sessi on ;
4
5 p r ot ect ed voi d checkL ogi nSessi on ( H t t pSessi on sessi on )
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6 t hr ows L ogi nSessi onNotFoundExcept i on
7 {
8 t h i s . cur r ent Sessi on = sessi on ;
9

10 cur r ent U ser = ( User ) sessi on . get A t t r i bu t e ( " l ogi n " ) ;
11
12 i f ( cur r ent U ser == n u l l )
13 thr ow new L ogi nSessi onNotFoundExcept i on ( ) ;
14 }
15 . . .
16 }

Line 9 triesto fetchthelogin entryin thesessionandline 11checkswhethera
userobjectwasfetchedor not.If auserobjectdid notexist anexceptionis thrown,
elsethesessionis valid.

Thechecklogin sessionmustbeembeddedmanuallyin theservletsthatneeds
to checkthesession.This is doneby addingthefollowing linesat thetop:

t r y {
checkL ogi nSessi on ( r equest . get Sessi on ( ) ) ;

}
cat ch ( L ogi nSessi onNotFoundExcept i on e ) {

handl eEx cept i on ( r equest , r esponse , e ) ;
}

Handling exceptions

Servletshandleexceptionsthesameway they checkfor a valid login session,by
usinginheritedmethodsfrom the MASTERSERVLET, in this casethe handleex-
ceptionmethod.

1 pub l i c c l ass M ast er Ser v l et ex t ends H t t pSer v l et {
2 p r ot ect ed Request D i spat cher ex cept i onRequest ;
3
4 pub l i c voi d i n i t ( )
5 {
6 ex cept i onRequest = get Ser v l et Conf i g ( ) . get Ser v l et Cont ex t ( ) .
7 get Request D i spat cher ( " / ex cept i on . j sp " ) ;
8 }
9

10 pr ot ect ed voi d handl eEx cept i on ( H t t pSer v l et Request r equest ,
11 H t t pSer v l et Response response ,
12 Except i on e)
13 {
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14 r equest . set A t t r i bu t e ( " ex cept i onCaught " , e ) ;
15
16 t r y {
17 ex cept i onRequest . f orward ( r equest , r esponse ) ;
18 }
19 cat ch ( Except i on eForward ) {
20 System . er r . p r i n t l n ( " ex cept i on i n f orward " ) ;
21 }
22 }
23 . . .
24 }

Line 6-7 initializesexceptionrequestwhich representsa JSPpagewherethe
exceptionis forwardedto andcanbehandled.Line 15 setsthereceivedexception
asanattributein requestscopeandforwardsto theJSPpagein line 17.

Preparing objects

Oneof the advantagesof usingcontrollers– the servlets– is that thesecancon-
centrateon preparingobjectsfor the Java server pages,and other tasksthat do
not requireany presentation.This approachmakesthepresentationeasierbecause
theJava server pagessimply receivesa list of objectsandcanfocuson presenting
them.Thiswaschosenwhenever it waspossibleandconvenient,if thiswasnot the
caseamixturewasimplementedinstead.

1 pub l i c c l ass Pr epar eRepor t Ser v l et ex t ends M ast er Ser v l et
2 {
3 pub l i c voi d doGet ( H t t pSer v l et Request r equest ,
4 H t t pSer v l et Response r esponse ) t hr ows . . .
5 {
6 . . .
7
8 St r i ng r epor t I D = r equest . get Par amet er ( " r epor t I D " ) ;
9 St r i ng systemPath = " " ;

10 Repor t r epor t = n u l l ;
11 TrackedSystem system = n u l l ;
12 User r epor t er = n u l l ;
13 L i nk edL i st comments = n u l l ;
14 L i nk edL i st commentsUsers = n u l l ;
15 L i nk edL i st r esp o n si b i l i t i es = n u l l ;
16 Bool ean not i f y = n u l l ;
17
18 t r y {
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19 r epor t = new Repor t ( I n t eger . par seI n t ( r epor t I D ) , cur r ent U ser ) ;
20
21 . . .
22
23 system = r epor t . get Cont ai ni ngSystem ( ) ;
24 systemPath = system . get Pat h ( ) ;
25 r epor t er = r epor t . get Cr eat or ( ) ;
26
27 not i f y = new Bool ean ( r epor t . get N o t i f i cat i on ( cur r ent U ser ) ) ;
28
29 comments = r epor t . getComments ( ) ;
30 r esp o n si b i l i t i es = r epor t . get Responsi bl eU ser s ( ) ;
31
32 L i st I t er at o r comment I t er at or = comments . l i s t I t e r a t o r ( ) ;
33
34 commentsUsers = new L i nk edL i st ( ) ;
35
36 whi l e ( comment I t er at or . hasNex t ( ) ) {
37 Comment c = ( Comment ) comment I t er at or . nex t ( ) ;
38 commentsUsers . add ( c . get Cr eat or ( ) ) ;
39 }
40
41 }
42 cat ch ( Except i on e ) {
43 handl eEx cept i on ( r equest , r esponse , e ) ;
44 }
45
46 r equest . set A t t r i bu t e ( " commentsUsers" , commentsUsers ) ;
47
48 . . .
49
50 }
51 }

Line 8-16 declaresthe objectsrequiredby the Java server pageand line 19
and23-39preparesthem.Line 46 storesa preparedobject in requestscope,this
is donewith all theobjectsrequiredby theview but only oneexamplein givento
avoid clutteringthecodeexample.Objectsin requestscopeareavailableto theJava
server pageoncetherequestis forwarded(in thenot includedpartat thebottom).
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6.6.2 Views

Theviews in thebrowserclient componentareimplementedasJava server pages
runningon the server asprescribedin Section5.5 of the designdocument.The
views are responsiblefor presentationandproviding interactionpossibilitiesfor
theuser, bothareful�lled by generatingHTML.

The views interactwith objects,eithercreatedby themselvesor a controller,
in boththemodelandfunctioncomponent.This sectionillustrateshow theviews
interactwith theobjects,throughexamplesfrom thesearchbean.Furthermore,as
eachview is requiredto verify the session,an exampleof usingpageincludesis
given.

Object intr ospection

For handlingmultiple input �elds in a HTML form, JSPprovidesa featurecalled
introspection.Thisfeaturewasusedthroughouttheimplementationphaseto match
theinput �elds with theappropriatesetmethodsin abean.Introspectionwould for
aninput �eld named“person”call thesetPerson()methodwith thenew valueasa
parameter. Thiscutsdown ontheamountof necessarycode,reducingthepotential
for defects.

TheSEARCH RESULT JSP receivessearchcriteriasfrom theSEARCH JSP and
createsa SEARCH objectin thesessionscope.Introspectionis performedwith the
receivedcriteriasandthencontrolis forwardedto theSEARCHSERVLET wherethe
newly createdobjectis availablewith thecriteriasasattributes.

< j sp : useBean i d =" sear chRequest " c l ass=
" def ec t t r ack er . beans . Search " scope=" sessi on " / >

< j sp : set Pr oper t y name=" sear chRequest " pr oper t y =" � " / >
< j sp : f orward page=" / Ser v l et / Sear chSer v l et " / >

Pageincludesand usingbeans

Codereuseis achievedby usingpageincludes.Theincludepagescanbeanything
from other Java server pagesto HTML pages.The below code,taken from the
VIEW REPORT JSP, line 1 includes“loginChecker.jsp” which checksthe current
sessionfor a login entry.

Line 4-5assignsanidenti�er to a recievedobjectin requestscope.Oncea ob-
ject is assignedanidenti�er – with theJSPuseBeantag– it is accessiblethroughout
theJava server pageasanJava object.

Line 11-25outputsthenecessaryHTML andon line 22 a JSPtagis inlined to
dynamicalgeneratetheHTML page.
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1 <%@ i ncl ude f i l e =" i nc / l ogi nCheck er . j sp " %>
2 <%@ page i mpor t =" def ec t t r ack er . beans . � , j av a . u t i l . � " %>
3
4 <j sp : useBean i d =" commentsUsers " c l ass=" j av a . u t i l . L i nk edL i st "
5 scope=" r equest " / >
6
7 . . .
8
9 <%@ i ncl ude f i l e =" i nc / t opI ncl ude . j sp " %>

10
11 <h1>View r epor t </ h1>
12 <smal l >You ar e here : < a hr ef =" st ar t Page . j sp " > St ar t page </ a>
13 � <a hr ef =" / def ec t t r ack er / sear ch . j sp " > Search </ a>
14 � View r epor t </ smal l ><br ><br >
15
16 < t ab l e wi dth =" 500" al i gn =" l ef t " >
17 < t r >
18 <td >
19 < t ab l e wi dth ="500" >
20 < t r >
21 < t d wi dth="100" >< st rong >System : </ st r ong ></ td >
22 < t d wi dth =" 400" al i gn =" l ef t " ><%= systemPath %></ td >
23 </ t r >
24
25 . . .

6.6.3 Client-side

Theclientsideis implementedusingJavascriptandHTML/DHTML.

Oneof the mostcommonlyusedfeaturesin the browserclient componentis
thecomponentresponsiblefor drawing thesystemstructureasatreeandmakingit
possiblefor theuserto selectasystem.Thegraphicallayoutis shown in Figure6.1
on thenext page.

Differentkindsof treesis usedin theimplementation,eachwith specialfunc-
tionality. With thepermissiontree,for instance,morethanonesystemcanbese-
lectedand selectionsare inheritedfrom the ancestors.Thesetreesare speciali-
sationsof the simpletreetype which is describedhere.Only onesystemcanbe
selectedsoanew selectiondeselectsthepreviousselection.
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Figure6.1: Thesystemtree. In thiscasetheuseris addinga defectandmustchoosea
system.
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The treein HTML

Thereareseveralrequirementsthetreemustobey; it mustdraw theentiretreeand
beableto changethevisibility of eachleaf. Also it mustprovide functionality to
selectasinglesystemandto expandor collapsepartsof thetree.

Theserequirementscanbesatis�edby changingthepropertiesof HTML tags
duringruntime.First anexampleof a simplestatictreein HTML with oneparent
andtwo children:

<t ab l e >
< t r >

<td >Thi s i s a par ent ( i d =1) </ td >
<td >< t ab l e i d=" systemA rea1" >

< t r ><td >&nbsp ; </ td > </ t r > <! ��� Empty : chi l dr en bel ow par ent ��� >
< t r >

<td >Thi s i s chi l d1 ( i d =2) </ td >
</ t r >
< t r >

<td >Thi s i s chi l d2 ( i d =4) </ td >
</ t r >

</ t ab l e >
</ td >

</ t r >
</ t ab l e >

By usingthe <table> tag, the browser itself takescareof hierarchicalplace-
mentof parentsandchildren.Also, placingevery subsystemof a systemin the
sametablemakesit easyto hideor show themall simpleby changingthevisibility
of the tablecorrespondingto the system.By nestingthe tables,the childrencan
have childrenthemselves.

Augmenting the HTML treewith Javascript

Thedynamicfunctionalityneededby thetreeusesDHTML which providesfunc-
tionality to changethe visibility of elements,and Javascriptwhich controlsthe
DHTML, handlingeventssuchasclicks.

TheHTML itself is built by theJavascript.Whena systemis added,thescript
only needsto know whetherthe systemcontainssubsystemsand the trivial at-
tributesnameanduniqueid of thesystem.Also, in orderto closea tableof agiven
system,theJavascriptmustknow whenall childrenof asystemhasbeeninserted.

Sotheinterfaceconsistsof two functions:insertSystem(systemName,systemID,
hasSubSystem)andinsertEndOfSystem(). Only if a systemcontainsoneor more
subsystemsdoesit make senseto closethesystem,otherwisethesystemis closed
automaticly. A treeshowing a systemstructureis drawn whencalling thesefunc-
tionsasshown below:
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i nser t Sy st em ( ' Thi s i s a par ent ( i d =1) ' , 1 , t r ue ) ;
i nser t Sy st em ( ' Thi s i s chi l d1 ( i d =2) ' , 2 , t r ue ) ;

i nser t Sy st em ( ' Thi s i s a ch i l d t o chi l d1 ( i d =3) ' , 3 , f a l se ) ;
i nser tEndOf System ( ) ; / / ch i l d1 ends her e . . .
i nser t Sy st em ( ' Thi s i s chi l d2 ( i d =4) ' , 4 , f a l se ) ;

i nser tEndOf System ( ) ; / / The par ent ends her e . . .

A simpli�ed versionof theJavascriptis listedbelow:

1 f unct i on i nser t Sy st em ( systemName , systemI D , hasSubSystem )
2 {
3 document . w r i t e ( ' < t r ><td > ' ) ;
4
5 i f ( hasSubSystem ) {
6 document . w r i t e ( ' <a hr ef =" j av asc r i p t : reSpan ( ' +systemI D+ ' )" > ' ) ;
7 document . w r i t e ( ' <img sr c =" opened . g i f "
8 i d =" spanI mg ' +systemI D+ ' " > ' ) ;
9 document . w r i t e ( ' </ a> ' ) ;

10 }
11 el se
12 document . w r i t e ( ' <img sr c =" noExpandi ng . g i f " > ' ) ;
13
14 document . w r i t e ( ' </ td ><td > ' ) ;
15 document . w r i t e ( ' <a hr ef =" j av asc r i p t : r eSel ec t ( ' +systemI D+ ' )" > ' ) ;
16 document . w r i t e ( systemName ) ;
17 document . w r i t e ( ' </a></ td > ' ) ;
18
19 i f ( hasSubSystem ) {
20 document . w r i t e ( ' <td > ' ) ;
21 document . w r i t e ( ' < t ab l e i d =" systemA rea ' +systemI D+ ' " > ' ) ;
22 document . w r i t e ( ' < t r ><td>& nbsp ; </ td ></ t r > ' ) ;
23 }
24 el se {
25 document . w r i t e ( ' </ t r > ' ) ;
26 }
27 }

Line 4 in insertSystem()is only executedif the systemcontainssubsystems
andprovidesa link to expandthetree.This is doneby reSpan()by switchingthe
currentvisibility of thesubsystemsandchangingthetheimagefrom “opened.gif”
to “closed.gif”. This is illustratedwith thissimpli�ed version:

f unct i on reSpan ( systemI D )
{

var cur r ent T abl e = ' systemA rea ' +systemI D ;
var cur r ent I mage = ' spanI mg ' +systemI D ;
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i f ( cur r ent T abl e . v i s i b i l i t y == ' hi dden ' ) {
cur r ent T abl e . v i s i b i l i t y = ' v i si b l e ' ;
cur r ent I mage . sr c = ' opened . g i f ' ;

}
el se {

cur r ent T abl e . v i s i b i l i t y = ' hi dden ' ;
cur r ent I mage . sr c = ' cl osed . g i f ' ;

}
}

Line 11 in insertSystem()provides the link to selecta systemby calling re-
Select(systemID). In this implementationreSelect(systemID)changesthesystem
nameto bold andholdsthecurrentselectedsystemIDin a globalJavascriptvari-
able.A simpli�ed versionof this functionis:

f unct i on r eSel ec t ( systemI D )
{

/ / l et cur r ent Sel ect i on be a gl obal var i ab l e
i f ( systemI D ! = cur r ent Sel ec t i on ) {

/ / swi t ch bol d fr om ol d t o new
systemI D . bol d ( ) ;
cu r r ent Sel ec t i on . unBol d ( ) ;

cu r r ent Sel ec t i on = systemI D ;
}

}

SoaJSPusingatreecancall thetwo functionsinsertSystem(systemName,sys-
temID,hasSubSystem)andinsertEndOfSystem()in orderto build thetree.When
thepageis loadedtheusercanusethetreeuntil somebuttonis clicked;thisbutton
mustcopy thecurrentSelectionvariableto aHTML form andsubmitit.
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Chapter 7

Test

This chapterdescribesthe two meanswe have usedto test the system:unit tests
andsystemtests.Unit testinghasbeenusedas a tool to testpart of the system
while it wasbeingwritten sothaterrorsweredetectedearlyandeffectively when
theprogrammingissueswerestill freshin memory, whereasthegoalof thesystem
testingwasto ensurethat thecompletedsystemful�lls therequirementsfrom the
analysis.

7.1 Unit tests

Unit testscanprovide a rigorousmeansfor testingthe systemsincethe testsare
programmedinsteadof justperformed,andconsequentlycanberepeatedeasilyto
catchregressions(errorsthat occurasa consequenceof an error correction).We
have thuscreatedunit testsfor all public methodsof the classesin the database,
modelandfunction components.The JUnit framework [6] hasbeenutilized for
thissinceit providesaconvenientmethodfor writing andrunningthetests.

In total, thereare63 testso we will not list all of themhere.Instead,theJU-
nit framework supportsgeneratingan HTML-formattedreportof the testresults.
A referenceto theseresultsis availablein AppendixA.5. FurthermoreAppendix
A.3.5providesa referenceto thesourcecodeof thetestimplementation.

To illustratehow the unit testshave beendesigned,the following sectionex-
plainsthetestof thedeleteoperationin SYSTEM.

7.1.1 Testingdelete

The delete operationshoulddeletethe systemfrom the database.However, to
maintaina valid stateof all objects,it mustalso remove objectsthat references
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it, suchas subsystemsand reports.The subsystemsin turn needto deletetheir
subsystemsandreports,andthereportsneedto deletetheir comments.

Sincethe purposeof the testis to testthe deleteoperationof the system,the
deleteoperationsof thereportsarehowever assumedto becorrect;they aretested
separately. Also, thedeleteoperationsof thesubsystemsareassumedto function
correctly. This is derivedfrom thefactthatdeleteworksin a recursive manner. So
from atheoreticalpointof view, if deletecorrectlydeletesthesubsystemsof asys-
temandalsodeletesthesystemitself, it follows by inductionthat it will correctly
deleteany systemtree.

Hence,a testplanfor theunit testlookslike this:

1. Setupphase:

(a) adda testsystemto theroot system

(b) addtwo subsystemsto thissystem

(c) addtwo reportsto thissystem

2. Action phase:

(a) call deleteon thetestsystem

3. Testphase:

(a) checkthatthetestsystemdoesnotexist

(b) checkthatthetwo subsystemsdo notexist

(c) checkthatthetwo reportsdonotexist

7.1.2 Testresults

Theunit testresultsconsistof asuccessor afailurefor eachtest.Theseresultswere
usedduring implementationto quickly locateerrorsoncea testdid not succeed.
Most of thetestsfailedat leastonceat somepoint,but by �xing thecodeall were
madeto passeventually.

A referenceto theseresultsis in AppendixA.5.

7.2 Systemtests

Thesystemtestservespartly asanintegrationtestanda testof theuserinterface,
andpartly asa meansof ensuringthat the goalsthat have beenset forth for the
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systemareful�lled. Thepartsof thesystemthathasbeenimplementedmustful�ll
therequirementsfrom theanalysisandthedesigncriteria.

Hence,thesystemtesthasbeenperformedby goingthroughtheusecasesand
checkingthat all describedfunctionality is available and working. The relevant
designcriteriaare:

Usable Thishasbeenevaluatedby inspectionduringthetestof theusecases.

Secure Dueto thedesignof thesystem,it shouldbesecure.Thatit is in factsecure
is dif�cult to testwithout the help of a skilled cracker. But we have tried
enteringURLs directly to circumvent the restrictionsin the HTML-pages.
Someerrorswerefoundthisway.

Ef�cient During theusecasestest,noneof theoperationstook excessively long
time – however, a propertest requiresa much larger amountof dataand
simultanoususersto seehow thesystemscales.

Correct Thatthesystemis correctis theprimarygoalof performingtheusecases
test.

Reliable Therobustnesshasbeentestedby deliberatelytrying to causethesystem
tomalfunction,e.g.by enteringinvalid informationin �elds, andtestwhether
it reactssensibly.

Comprehensible Thishasbeenevaluatedby inspection.

Portable (frontend) Thesystemhasbeentestedwith both InternetExplorerand
Mozilla asrequiredasthetechnicalplatform.

Portable (backend) Wehave not tried to testthis.

7.2.1 Testof reporting a defect

To illustratehow thesystemtesthasbedonesystematicallywedescribehereasan
examplethetestof reportingadefect.Figure7.1showshow thededicatedwindow
lookslike in the�nal system.

As shown in Figure3.5on page26, it mustbepossibleto entertheaddreport
window. Sothe�rst stepof thetestis to verify thatthis is possibleandeasyto do.
Clicking the“add adefect”link veri�ed this.

Next, it mustbe veri�ed that it is possibleto choosea systemand that it is
possibleto entertherelevant information(which is thesubjectandthedescription
of thedefect).Enteringsomeinformationandclicking the“browse”buttontoselect
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Figure7.1: Theaddreportwindow.

a systemensuredthat this wasworking – in thesystemtreeit wasalsotestedthat
it wasonly possibleto selectactive systems.The�nal stepof thetestis to ensure
thatit is possibleto submitthereport,andthatit is thensaved.Clicking the“save”
buttonandthensearchingfor andviewing thereportveri�ed this.

It mustalsobetestedthatthesystemreplieswith helpfulerrormessageswhen
nosystemhasbeenchosenor whenoneof the�elds hasbeenleft empty. Thevari-
ouscombinationsof thisweretried,eachproducinga rederrormessagebelow the
title, explaining theproblem.Finally, the navigationalcontentsmustbe checked,
i.e. that thebackbuttonreturnsoneto thepreviouspageandthat “you arehere:”
link is working.Thiswasveri�ed, too.

7.2.2 Testresults

Theconclusionafterthesystemtestswasthatthesystemwasworkingasintended,
thoughwith some�a ws.These�a ws werereportedin thesystemitself andgiven
priorities.Thenfocuswasdevoted to correctingdefectscarryingcritical or high
priorities.

Theresultis shown in Figure7.2,which is theoutputfrom thestatisticalpage
of thesystem.Notethatmany of thedefectsarecloserto suggestionsfor improving
thesystemratherthanactualerrors.AppendixA.1.1 providesa guidefor �nding
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known errorsin DefectTracker.
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Figure7.2: Systemtestresultswith openandcloseddefectsgeneratedbythestatistical
page.
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Chapter 8

The developmentprocess

This chapterre�ects on selectedaspectsof the developmentprocess.Specialat-
tentionis given to thealgorithmicproblemof searchingfor substringsef�ciently,
which thehighlightingfunctionof oursystemneedsto do.

8.1 The analysisphase

A problemwith thedetail level of theanalysisprolongedthatphase.

TheOOA&D methodprescribesanextensive analysisbeforetheactualdesign
of thesystem.However, a substantialpartof themethodis devotedto converting
theanalysisof theproblemdomaininto an implementablemodelcomponentde-
sign,with specialfocuson how to identify furtherneededclasses.Thusit seems
thatit is actuallynotnecessaryto includeminorclassesduringtheanalysisaslong
asall eventsarestill included.Theeventswill thenbetransformedinto theclasses
thatarenecessaryto capturetheinformationabouttheevents.

In our analysis,someminor classesareincluded,e.g.the commentclassand
thepermissionhierarchywhichcouldhave beenmodeledwith eventsonly.

The problemwith treatingthem as classesis that it makes the model more
complicatedwithoutcapturingmoreinformationabouttheproblemdomain.Apart
from makingthestructureof themodelmorecomplicated,it alsoaddsextra,rather
trivial, descriptions,behavioural patterns,etc.which accompany theclasses,mak-
ing the analysisdocumentlonger and more dif�cult to get an overview of. For
instance,Figure2.4and2.7arebothtrivial – theamountof new informationcap-
turedin themis very low.

So,althoughour extensive analysisof thestructuredid save sometime in the
designphasesincethe eventswerealreadyrepresentedasclasses,it would have
beenbetterto simplify theanalysisby omitting theseclasses.
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8.2 The designphase

Two problemswereencounteredduringthedesignphase– onehasto do with the
designof theuserinterfaceandtheotherhasto do with theproblemof combining
object-orienteddesignwith relationaldatabases.

8.2.1 Designingthe user interface

Thedesignphaseasit is describedin [10] is quitestringent.AlthoughtheOOA&D
methodemphasizes�tting thestrategy to theparticularsituation,thereis norecipe
for how to actuallyproceedwhentheuncertaintyis highasit waswhenwewereto
designtheuserinterfacearchitecture;noonein thegrouphadpreviousexperience
with theservletandserver pagearchitecture.

Our�rst approachwasto attacktheproblemby trying to designanalyticallythe
entireinterfaceon paperby describingwhatwould beneededfor eachpagefrom
the userinterfacesectionin theanalysisdocument.However, this quickly turned
out to bevery laboriousandwith suchahighlevel of uncertaintythatwecouldnot
becon�dent thatthedesignwasgoodenough.

Accordingto theprinciple of limited reductionasstatedin [11], this is a well-
known problem:

Relyingon ananalyticalmodeof operationto reducecomplexity in-
troducesnew sourcesof uncertaintyrequiringexperimentalcounter-
measures.Correspondingly, relying on an experimentalmodeof op-
erationto reduceuncertaintyintroducesnew sourcesof complexity
requiringanalyticalcountermeasures.

The�rst partof principleis basedon theobservationthattheproblemis notprop-
erly understoodthroughthe analyticalmodeof operationwhich focuseson ab-
straction;someof the left out detailsmay turn out to be of major importance.
Conversely, an experimentalmodecanreducethis uncertaintybut alsoproduces
new knowledgethatneedsto bedealtwith analytically.

This view is supportedby [16] which arguesthat thoughit is still worthwhile
to try to approximatea rational,stagewise designprocess,it is never completely
possibledueto theuncertaintiesinvolved.

Hence,it appearedthat it would be betterto suspendthe analyticalmodeof
operationandinsteadproceedwith experimentsuntil theuncertaintyhadreached
anacceptablelevel. Soourcourseof actionwasto ensurethatthedecisionswhich
wouldrequirethelargestamountof timeto changewerecarefullythoughtthrough,
suchas generalpatternsandwhereto put an extra effort to increasecodereuse
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andavoid copy-pasting.And thenwe beganimplementingtheuserinterface.The
designcriteriathatwereconsidered,are:

Usable Mostof thevisualpartof theinterfaceswerealreadydesignedin theanaly-
sis(Sec.3.4).However, attentionto theleft-overdetailswasneededtoensure
user-friendly pages.

Secure Securitywashandledby thecommonpatternfor checkingtheusersession
object.Thesecurityof themodelcomponentwouldcatchany mistakes.

Reliable By taking non-sensibleuserinput into account,the systemwas made
morerobust.

Maintainable Bettermaintainabilitywasachievedby trying to reuseexistingcom-
ponentsinsteadof copy-pasting,andwriting readablecode.

Comprehensible To becomprehensible,attentionwasfocusedon makingthevi-
sual part of the interfacescorrespondto what actuallyhappensinside the
systemto let theusersform correctmentalmodelsof theprogrambehaviour.

Portable (frontend) Portabilitywasensuredsincesomein thegroupusedInternet
ExplorerandsomeusedMozilla duringthedevelopmentof thesystem.

During theimplementationit wasfoundthatmostof theremaininguserinter-
facedesignwasmosteffectively carriedoutby theindividualprogrammer. Perhaps
this canbeattributedto thecomplexity of theinterface.It is dif�cult to anticipate
all thedetailsthatemergewhenacoherentandsensiblepageis beingimplemented.
This createsa high level of uncertaintywhich makesit hardandunproductive to
try to designthepagesbeforehand.

On theotherhand,theexperimentalmodeof operationalsocausesproblems.
Thestructureof thecodemayendup quitediverse.This canbealleviatedby in-
creasingthecommunicationbetweentheinvolvedparties,i.e. sometimesgoingto
analyticalmode.Wedid thissometimes.

8.2.2 Combining OOP with relational databases

The defecttracker utilizes a relationaldatabasefor achieving persistenceof the
data.The languageusedfor communicatingwith the database,SQL, is however
very different from the object-orientedlanguageof Java andthe object-oriented
natureof theOOA&D method.The clashbetweenthesetwo differentparadigms
makesit moredif�cult todesignthemodelandfunctioncomponents.Theproblems
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with the different type modelsand the necessaryconversionsare known as the
impedancemismatch [4].

Theproblemsarepartly dueto differencesbetweenthephysicaldatatypesof
thetwo languagesaswouldbethecasefor mostprogramminglanguages(e.g.how
many bits areusedto representnumbers),but mostly due to different organisa-
tionsof thedata.A relationaldatabaseclustersthedatain opentableswhereasthe
object-orientedapproachencouragesdistributing thedatainto encapsulatedobject
networksformedby aggregationsandassociations.

The differenceis mostvisible whenretrieving thedata.In an object-oriented
environmentit requirestraversingthe objectnetwork throughthe prede�nedac-
cessormethods,whereasthe relationalenviromentjoins the tablesfreely with no
notionof classencapsulation.

Althoughit is possibleto usetherelationaldatabaseasasimplestoragemeans
by saving andretrieving theindividual attributesof theclassesoneat a time (sup-
port for this can easily be modeledby a single databaseclass),it may be very
inef�cient sincemany valuesmay needto be copiedbackandforth betweenthe
object-orientedprogramandthedatabase.A searchcouldbedoneentirelywithin
the databaseinsteadof instantiatinga lot of objectsandretrieving a large part of
thedataof thedatabase,eventhoughmostof theinformationis reallynotneeded.

A moreef�cient approachhas,in general,two possibleresolutions:

1. Encapsulatethepartsof thesystemthatcommunicateswith thedatabasein a
setof classes.Theinternaldesignof thesecannotfollow theobject-oriented
paradigm;however, apartfrom perhapsaslightly changedinterface,therest
of thesystemcanstill pretendit is purelyobject-oriented.

2. Modify theprogrammingenvironmentsothatit bridgesthegapbetweenthe
two paradigms:[20]

(a) Extendthedatabaseso that it supportstheobject-orientednotionsdi-
rectly. This is known asanobject-orienteddatabase.

(b) Extendthe programminglanguageso that it supportspersistenceand
someef�cient meansof performingqueries.Theserializationapproach
in Java is asmallstepin thisdirection.

Unfortunately, the Java languagedoesnot properly supportef�cient persis-
tence,andobject-orienteddatabasesarenotyet in wide-spreadusesoaricherpro-
grammingenvironmentwasnotanoptionwithin thetime frameof theproject.

Sothewaywehavechosentoalleviatetheproblemis tobreakencapsulationby
letting someclassesin the server componentabove the modelcomponentaccess
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the databasedirectly, and to introducethe persistentpatternfor eachclass,thus
changingthesemanticsof how the instantiationsof theclassescanbeused.This
makesthedesignlessintuitive,but with thebene�t of reducingtheamountof data
copiedbackandforth betweenoursystemandthedatabase.

8.3 The testphase

Thetestphasebroughtup two subjects:whetherto cover a greateramountof the
systemwith unit tests,andhow to handlethediscovereddefects.

8.3.1 Unit testing the user interface

Our unit testsonly coveredtheclassesof thedatabase,modelandfunctioncom-
ponents.It would have beenpossibleto createunit testsfor theothercomponents
too,therebybeingableto catchmoreregressionseasily.

However, writing testsfor theuserinterfaceis usuallycomplicatedby thefact
that it is very dif�cult to foreseethe combinationsof actionsthat the usersmay
perform,andit is dif�cult to simulatetheseactionssincetheinterfacesaregeared
towardshumansandnotprogramminglanguages.

Sinceour systemis usingHTTP, the latter problemcanbe alleviated.There
is even a framework for doing this [17]. Still, the investmentof time neededto
actuallywrite down thetestsis high,whereasa few mouseclicks cancover many
casesquickly. Also, thebene�t of testingtheuserinterfacewith strict unit testsis
smallerthanthebene�t of testingthemodelandfunctioncomponentin thesame
mannersinceerrorsin the formerby their naturearemorelocalised– a defectin
themodelcomponentis likely to affect all componentsabove it. Finally, manual
systemtestingis still neededto ensurethat thesystemis usableandthat it ful�lls
theanalysisrequirements.

Hence,creatingunit testsfor theuserinterfaceis notsuchagoodideaasit may
seem– unlessthecorrectnesscriterionis ratedveryhigh,whichwehavenotdone.

8.3.2 Handling discovered defects

During theimplementationof thesystema lot of issuesemerge:aninterfaceturns
outto besuboptimalor somepartof thefunctionalitydoesnotwork. It is important
thattheseissuesaretakencareof, but it is alsoimportantthattheimplementation
effort staysfocused.Thussomemeansof keepingtrackof theissuesis needed.In
otherwords,we neededadefecttracker.
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Soassoonasoursystemwasrunningwebeganusingit to trackits owndefects.
Theexperienceshavebeenpositive;apartfrom theobviousbene�t of beingableto
managethedefectseasily(seesection1.1 and1.2), it alsohelpsthemanagement
of theprojectsinceit is easierto track whatneedsto be �nished andalsogetan
overview of whatshouldbepostponed.

Actually beingauserof thesystemalsohelpsdiscoveringusabilityproblems.

8.4 Faster highlighting

In theuserinterface,thesearchwordsarehighlightedin thesubjectlinesandin the
comments.Thecommentsmay, however, containquitelargeamountof textssothat
muchtime is spenton searchingfor thepositionsof the wordsin the comments.
Thusit is worthwhilelookinginto whetherthesimplealgorithmthathasbeenused
for �nding thepositionscanbeimproved.

First,wewill takeastepbackandapproachtheproblemin amoreformalman-
ner, describingtwo alternative algorithms;thenthesectionendswith anempirical
comparisonof thedescribedalgorithmsto concludewhich is moresuitedfor our
context.

8.4.1 The string-matching problem

Theproblemof �nding substringsin a stringcanbeformalisedasfollows [5, Ch.
32]. Thetext is assumedto beanarray

��� �����������
	���
��

of length
	

andthepattern
which is beingsearchedfor is anarray �

� �����������
����
��

of length
�

. Theelements
of thearrayaresymbolsdrawn from a �nite alphabet� , e.g. �������

������������� ��!

.

Thepattern� occurswith shift " in thetext
�

if
��#

"%$

	&�'�

and �

� ()�

�

���

"+*

()�

for
�,#-(

$

�

. If � occurswith shift " in
�

then " is a valid shift, else "

is aninvalid shift.

Sothestring-matching problemis theproblemof �nding thevalid shiftswith
whichapattern� occursin a text

�

.

Therearemany differentapproachesandalgorithmsfor theproblem[3]. The
mostsimplealgorithmhasa worst caserunningtime of .0/

	1�32

anda bestcase
runningtime of .0/

	42

. A betteralgorithm,the Knuth-Morris-Prattalgorithm,fo-
cuseson reducingtheworstcaserunningtime (at most 5

	

charactercomparisons
areperformed).TheBoyer-Moorealgorithmtries to reducetheaveragecaserun-
ning time, still with thebound .0/

	1�32

in theworstcasebut now performingless
than

	

comparisonsin theaveragecase( .0/

	46��32

in thebestcase).

Someotherde�nitions arenecessary. A string 7 is a pre�x of the string 8 if
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8 � 7

� for somestring � thatmaybetheemptystring.This is denotedby 7�� 8

– e.g.`ab' � `abcd'. Likewise,a string " is thesuf�x of a string 8 if 8 �

�

" for
somestring � thatmaybetheemptystring.This is denotedby "�� 8 . Thepre�x
of length � of astring � is denotedby ��� .

8.4.2 The simple approach

Themostsimplealgorithmfor performingthesearchis to runthroughall theshifts
" of thestring

�

, comparingthecharactersin � with
���

"

���������

" *

� ��
��

:

1 f or " : = 0 to
	�� � � 


2 f or
(

: = 0 to
� �

1 / / t est t h i s sh i f t
3 i f �

� ()�

=
���

" *

()�

4 i f
(

=
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5 match f ound wi th sh i f t " !
6 el se
7 br eak / / t r y next sh i f t

So in theworst casethe algorithmrunsthrough
�

charactersfor eachof the
	�� � � 


possiblevalid shifts, giving a running time of .0/

�

/

	�� � � 
�2
2

or .0/

	1�32

. In thebestcase,the�rst characterof thepatternnever matchessothat
eachexecutionof theinnerloopstopsimmediately, resultingin

	 � �-�%


character
comparisonsanda runningtimeof . /

	42

.

8.4.3 The Knuth-Morris-Pratt algorithm

Obviously, the simplealgorithmis sometimesvery inef�cient whena part or the
whole of the patternhasbeenfound sinceit thentries to matchthe patternonce
againat theshift next to thejust examined.For mostpatterns,thiscannotresultin
a new match.For example,considerthetext `wisdomis not to belaughedat' and
thepatterǹ laugh'; whenthe`laugh' hasbeenfound,it is awasteof time to try to
matchit against̀ aughe'.

Insteadthealgorithmmay jump over the matchandstartfrom `ed at'. In the
generalcase,it is not assimple, though.For instance,the pattern`aba' and the
string `ababa'hastwo valid shifts. It explicitly needsto be computedhow many
charactersit is possibleto skip.

The Knuth-Morris-Prattalgorithm[5, Sec.32.4] involvesan ef�cient way of
doing this. A pre�x function � /	�

2

is introduced.Whena characterthat doesnot
matchthe next characterof the patternis encountered,� /	�

2

returnsthe greatest
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numberof matchingcharactersof thepatternthatmaystill give a valid shift given
thatonly the �

��


�rst charactersareconsidered.
For example,given the text `hoho,he laughed' andthe pattern`hohoho' the

�rst part `hoho, he.. . ' of thetext canbematched.Trying thenext characterdoes
notyield amatch,though,soinstead� /

�

2

is computedwhichgives 5 sincethetwo
�rst characters,̀ho', is thelongestpre�x lessthan

�

of thepatternthatstill matches
thereadcharacters(i.e. `hoho' ) andmayresultin avalid shift.

Consequently, theKnuth-Morris-Prattalgorithmshiftssearchingpositionin the
text so that the �rst two charactersarematched(`ho, he.. . ' ) andcontinuesfrom
thatposition.Thiswaythealgorithmhasavoidedonecomparisoncomparedto the
simpleapproach– trying to match`oho,he.. . ' with thepatternis predetermined
to befruitless.

Somoreformally, thepre�x functionof apattern� of length
�

is thefunction
��� �


 �

5

������� �
� !��

�

��� 
 ���������
� � 
�!

that is lengthof thelongestpre�x shorter
than � which is asuf�x of � � [5]:

� /	�

2

�����
	 ����
�� $ ��� ��� � � �

!

To actuallysave any comparisons,the pre�x function of a given patternmustbe
precomputed.This is not a problemsincethedomainof thefunctionis of size

�

,
and

�

is typically muchsmallerthan
	

.
It is possibleto computeeachvalueof � /	�

2

for apattern� by comparing�
�

��� ,
�

�

��� , . . . , �

� with �
� backwards.For example,for �%�

�

comparingthepre�xes
`hoh', `ho' and`h' with `hoho' (nomatch),̀ hoho' (match)and`hoho' (nomatch),
so � /

�

2

� 5 . However, this givesa runningtime of .0/

�

�

2

in theworstcase.
By observingthatif ��� � �

� for someinteger
(

where

 #�(

$ � then ���

���

�

�
�

��� , it is possibleto reuse� /	�

��
�2

to reducetherunningtime,seeFigure8.1.
Shifting � �

��� sothat � � � /	�

� 
�2

charactersarematched,thealgorithmjust
needto compare� �

���

�

�

�

with � �

�

�

��
��

. If it matches,thecomputationstops,else
a shift of � �

��� for � /��

2

� � /	� /	�

� 
�2
2

charactersis tried instead,andsoon until
� /

����� 2

is zero,indicatingthereis no further possibilities.Whenthe computation
stopsif thecharacterscomparedlastmatchedthen � /	�

2

mustbe � *




, else � /	�

2

is
�

.
Written in pseudocode,thealgorithmcanbeexpressedas:

1 � /


�2

: = 0
2 f or � : = 2 to

�

3 � : = �

��


4 r epeat / / l oop thr ough each possi b l e sh i f t
5 � : = � /��

2
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Figure 8.1: Illustration of howthesolutionof ������� canbeusedto compute�����	� . For

��

� , thepossiblematches(marked)mustbepresentin thematchesfor 
��

� . The
algorithmjust needsto compare the �fth character(as indicatedby thesmallarrow)
of 
�� with, in theworst case, onecharacterfromeach of theselectedshiftedpatterns;
in this case, `hohoh' and`hoh' arematchedimmediately. So �����	�

�

�����������

��� for
this particular pattern.

6 whi l e ��� � 0 and �

�

�

�

�� �

�

�

��
��

7 i f �

�

�

�

= �

�

�

��
��

/ / found a val i d sh i f t
8 � /	�

2

: = �,*




9 el se
10 � /	�

2

: = 0

With the pre�x function precomputed,the Knuth-Morris-Prattalgorithmfor
solvingthestringmatchingproblemcanbepresented.It worksby runningthrough
thecharactersin the text (

(

), keepingtrackof how many charactersof thepattern
thathave beenmatched( � ) andshifting thepatterneachtimeamismatchis found.
Eachtime thematchcountequals

�

, thepatternhasbeenfound:

1
(

: = 0
2 � : = 0
3 whi l e

(

��

	

/ / exami ne char act er s one
�

by
�

one
4 i f �

�

�

�

=
��� ()�

t hen
5 � : = �+*




/ / one more char act er matched
6 i f � =

�

t hen
7 match f ound wi th sh i f t

(4�

/

� ��
�2

!
8 � : = � /	�

2

9
(

: =
(

*




10 el se
11 i f ��� � 0 t hen
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12 � : = � /	�

2

/ / sl i de the pat t er n to t r y agai n
13 el se
14

(

: =
(

*




Theobservation [9] thatat eachstepof thealgorithm,a charactercomparison
is madeandeitherthepatternis shiftedto theright or thepositionin the text

(

is
incrementedmakesit clearthat at most 5

	

charactercomparisonsareperformed
sinceit is thepatternandthepositioncanonly beshiftedright atmost

	

times.On
the otherhand,at least

	

comparisonsarealwaysperformedsinceeachiteration
beginswith acharactercomparisonandthecounterrunsthrough

��� 
 ���������
	���


.

8.4.4 The Boyer-Moore algorithm

AlthoughtheKnuth-Morris-Prattalgorithmimprovestheworst-caserunningtime
for thestringmatchingproblemfrom .0/

� 	42

to .0/)5

	42

, it doesnotaffect thelower
boundon at least

	

comparisons.Thealgorithmof Boyer andMoore[2] is based
on anotherapproachandimprovesthisbound.

The key observation is that startingthe matchingprocessfrom the right end
of the patternprovidesmoreinformationif a mismatchis encountered.Consider
onceagainthepattern`laugh' andthe text `wisdomis not to be laughedat' with
thepatternpositionedat shift 0 – since`o' (from `wisdom' ) doesnot occurin the
pattern,theshifts0–4areimmediatelyknown to beinvalid andthepatterncanbe
shifted5 characterswithoutcomparingwith any of the�rst 4 charactersof thetext.
Thusit is possibleto dowith lessthan

	

comparisons.
Thealgorithmworksby comparingthecharactersof thepatternfrom right to

left. Whenamismatchoccurs,thepatternis shiftedanumberof placesto theright
and the algorithm begins trying to matchit onceagainfrom the right end.The
patternshift " is at least1, but mayusuallybesafelyenlargedat mostmismatches
by thehelp of two auxiliary precomputedfunctions,

�

� and
�

� . In pseudocodeit
lookslike this (

(

is theexaminedtext positionand � thepositionin thepattern):

1
(

: =
� � 


2 whi l e
(

<
	

3 � : =
� ��


4 whi l e
��� ()�

= �

�

�

�

/ / t h i s i s a possi b l e match
5 i f � > 1 t hen / / cont i nue matchi ng
6 � : = �

��


7
(

: =
(4��


8 el se
9 match f ound wi th sh i f t

(4� 


!

112



Chapter8. Thedevelopmentprocess

10 br eak
11

(

: =
(

* ���
	 /

�

�

/

��� ()� 2 �

�

�

/	�

2
2

/ / j ump to next possi b l e sh i f t

The
�

functionseachcomputehow long theshift at leastmustbefor it to bea
valid shift soto save asmany comparisonsaspossiblethelargestvalueis chosen.

The
�

�

/

�

2

functionreturnsthedistancebetweentherightmostoccurrenceof a
character� andtheright endof thepattern,or

�

if � is not in � . Moreprecisely, it
canbede�ned as

�

�

/

�

2

�

�

���

���
	 ����
 �

�

�

�

�

�

!

if for some
(

, �

� ()�

�

�

�

if for all
(

, �

� ( �

��

�

where���

� and
� #�(

$

�

.
It basedon theobservation that it is safeto slide thepatternso that theright-

mostcharacteris alignedwith the mismatchingcharacterfrom the text, without
having to checkfor matches.As mentioned,if thecharacteris not in thepattern,it
is possibleto slidethepatternall theway pastthecharacterin thetext. Likewise,
if the rightmostcharacteris to the left of the currentposition in the pattern,the
algorithmcanskip the comparisonof a numberof characters.For example,con-
siderthepatterǹ axaaaa'andthetext `. . . bbbbxaaaa.. . ' . With thefollowing setup
where`axaaaa' and`. . .bbbbxaaaa.. . ' have beencompared,it is possibleto slide
thepatternthreecharacters:

axaaaa axaaaa
...bbbbxaaaaa... ...bbbbxaaaaa...

3

If therightmostcharacteris to theright of thecurrentpositionin thepattern,align-
ing the patternwith the text would requiresliding it to the left insteadof right
which is redundantsincethatpartof thetext hasalreadybeenchecked.Soonly in
somecircumstancesis thecomputationof

�

� bene�cial.
After having slided the pattern,the algorithmshouldstart trying to matchit

onceagainfrom the right end.So the numberof charactersit needsto move the
currentpositionin thetext is actually

�

� ; thepatternitself is “moved” by resetting
its counter( � in thealgorithm)to its rightmostcharacter. For example,theposition
in thetext above endsup asthis:

axaaaa axaaaa
...bbbbxaaaaa... ...bbbbxaaaaa...

4

The
�

� functioncanbe precomputedfor a patterneasilyby �nding the right-
mostcharacterof eachcharacterin thepattern:
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1 f or � �

� / / i n i t i a l i ze
2

�

�

/

�

2

: =
�

3 f or
(

: = 0 to
� ��


4
�

�

/

��� ()� 2

: =
� ��
+� (

The fastestway of storing the precomputedvaluesis with an array;however, if

 � 
 is large,thecostof initialising thearraymaydwarf theactualstringmatching.
Anotherpossibilityis to useahashtablewith only thosecharactersthatareactually
presentin thepattern.

The
�

�

/��

2

functionreturnsthedistancebetweentheright endof thepatternand
rightmostplausiblereoccurrenceof the � lastcharactersof thepattern.A plausible
reoccurrenceis roughlyspeakinganoccurrenceof the � charactersfor which the
characterto the left of theoccurrenceis differentfrom thecharacterto the left of
the � lastcharacters.For example,therightmostplausibleoccurrencefor �3� 5 for
thepattern`xabcab' is `xabcab' (

�

�

/)5

2

�

�

) whereasfor thepattern`xabcabcab'
it is `xabcabcab'(

�

�

/)5

2

��� ).
The reasonthe above explanationis roughly speaking,is that a plausiblere-

occurrencemay alsostartoff the left endof the pattern(without matchingall of
the � characters),e.g. for the pattern`bcabcab' the reoccurrenceis ` bcabcab'
(

�

�

/)5

2

��� ). More formally, the
�

� functioncanbeexpressedas

�

�

/��

2

� �����

���
	

����


���

�

� � (��

�

�

�

�

� ( ���������
(

*��

�

� �

� � �

�

���������
� � 
��

�0�

� ( ��
��

�� �

� � �

�

��
�� �

where
(

runsthroughthepossibleshiftsandtheresultingsubstringsarecompared
with thelast � charactersof thepattern,�

� � �

�

���������
� � 
��

. To make theabove
expressionwell-de�ned,comparisonsof charactersto theleft of theleftmostchar-
acterof thepatternarede�nedalwaystobetrue,i.e. �

� ��� �

�

� andalso�

� ��� �

��

�

for any positive integer
�

andany character� .
Theobservationthat

�

� is basedonis similar to thatof
�

� : whenamismatching
characteris encountered,it is safeto slidethepatternsothat thealreadymatched

� charactersarealignedwith thenext plausiblereoccurrencein thepattern(which,
accordingto theabove de�nition, maybecompletelyoff the left edgeof thepat-
tern).For example,a trivial situation(

�

�

/)5

2

�

�

):

xabcab xabcab
...xxxxxabxxxx... ...xxxxxabxxxx...

5

And an example of how the next plausibleoccurrencestartsoff the left edge
(

�

�

/)5

2

��� ):
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bcabcab
...xxxxxxabxxxxxxx... ...xxxxxxabxxxxxxx...

bcabcab

8

As with
�

� , afterhaving slidedthepattern,thealgorithmshouldcontinuetrying to
matchit from its right end,sothetext positioncansimplybeincrementedby

�

� and
thepatterncounter� setto therightmostcharacter, astheaboveexamplesillustrate
(thecurrentpositionis moved5 and8 charactersto theright, respectively).

Precomputingthe
�

� functioncanbedonein theobviousway by startingfrom
theright endof thepatternandtrying to matchthelast �3�


 �

5

���������
�

characters
with theshifts

� �

� to
�

� , stoppingassoonasa plausibleoccurrenceis found.
This turnsout to have therunningtime . /

�

�

2

in theworstcase,seeFigure8.2–
instead,Knuth[9] givesamorecomplex algorithmsimilarto theprecomputationof
the � functionof theKnuth-Morris-Prattalgorithm,with therunningtime . /

�32

.

a

2

3

4

5

6

1

b c d e f

Figure 8.2: Whenprecomputingthe
���

function, the simplestapproach is to try to
match therightmostcharacterwith thepossibleshifts,thenthetwo rightmostcharac-
ters with thepossibleshifts,etc.Sincethere are �

�

� such shiftsand � substrings
that needsto be checked ( �����	��
�
�

�

� rightmostcharacters), with each check using
on average ���

� charactercomparisons,the total numbernumberof comparisonsis
�

�

���

� .

The runningtime of the algorithmitself dependson the patternandthe text.
In thebestcase,all charactersreadfrom

�

do not occurin � so that it is always
possibleto move forward

�

positions(with the help of
�

� ), consequentlyusing
only �

	46����

charactercomparisons.

In the worst case,the algorithmhowever exhibits the samebehaviour as the
worst caseof the simple string matchingalgorithm.Considerthe pattern`aaaa'
andthetext `aaaaaaaaaa'. The�rst matchis `aaaaaaaaaa', andthealgorithmmust
thenstart matchingfrom the characterto the right of the match,comparingthe
characters̀aaaaaaaaaa', sinceshift 1 is alsoamatch.And soonwith `aaaaaaaaaa',
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`aaaaaaaaaa' etc.Thusmostmatchesinvolvescomparingcharactersthathave al-
readybeencomparedseveraltimes,andthealgorithmhasdegeneratedto areverse
form of thesimplematchingalgorithmwith therunningtime .0/

	1�32

.

Theaveragecasebehaviour dependson theprobabilityof acharacterfrom the
patternandacharacterfrom thetext matching[2] andon thelengthof thepattern.
If the probability of a patterncharacteranda text charactermatchingis low, the
chanceof beingableto skip portionsof thetext safelyis higher, whereasa longer
patterncanmake it possibleto skip larger amounts.A large alphabetmay lower
theprobabilityof charactersmatching.

Under somesimplifying assumptions,a theoreticalanalysisin [2] suggests,
however, that the numberof charactercomparisonsin the averagecaseis well
below

	

(e.g.
�

�

	

for patternsof length � with a probability that resemblesthatof
Englishtext). This is supportedby empiricalevidence,andis alsocon�rmed by
our resultsin thenext section.

8.4.5 Comparisonof the algorithms

ThedifferencebetweenthesimplealgorithmandtheKnuth-Morris-PrattandBoyer-
Moore algorithmsis that the latter have a preprocessingphasewheretheir be-
haviour is optimizedbasedon informationextractedfrom the patternonly. The
informationwhich the Knuth-Morris-Prattalgorithmextractsis usedto optimize
thecaseswheneitherthewholeor mostof thepatternis found,whereastheinfor-
mationextractedby theBoyer-Moorealgorithmis mostusefulwhenmatchesare
seldom.

This hasa majorimpacton theef�ciency of thealgorithmswhensearchingin
ordinarytext, suchasthis report.Thealgorithmscanonly save a few comparisons
if thepatternis short,andlongerpatternsusuallyoccurrarely. Hence,theproblem
of thesimplealgorithmwith redundantcomparisonsin theeventof apartialmatch
is seldomlyencounteredandthenumberof comparisonsis closeto

	

.

Trying to enhancethesearchby usingtheKnuth-Morris-Prattalgorithmis fu-
tile – the addedcomplexity may even make it moredif�cult to further optimize
thealgorithmwhenimplementingit for a speci�c architecture,thusrenderingthe
matchingprocessslower in practice.Conversely, thebestor nearly-bestsituation
will oftenhappenfor theBoyer-Moorealgorithm,andtheworstcasebehaviour is
never encounteredsincelongsequencesof thesameshortpatternareveryuncom-
mon.

To supporttheseassertions,we have empirically testedthe threealgorithms
on a largecorpusof text (318kb) from anexisting defecttracker system[1]. The
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threealgorithmsareversionsof alreadywritten referenceimplementationsfrom
[3], slightly modi�ed to countthetotalnumberof charactercomparisonsdonedur-
ing thematchingphase.1000patternsof agivenlengthwaspickedrandomlyfrom
thecorpusandsearchedfor, averagingtheresultingnumberof charactercompar-
isons.The resultof runningthe threealgorithmswith differentpatternlengthsis
shown in Figure8.3.
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Figure 8.3: A comparisonof the ef�cency of the threealgorithmson Englishtext in
termsof the numberof compared characters per character in the text. The simple
algorithmandtheKnuth-Morris-Pratt algorithmbothexamineeach charactera little
more than once, on average, with the simplealgorithm comparingabout 1% more
characters. On the other hand, The Boyer-Moore algorithm, with a pattern length
above � , comparesonly lessthan �

�

� of thecharacters,onaverage.

Therunningtimesof thethreealgorithmsaresummarizedin table8.1.

Simple KMP BM

Worst .0/

� 	42

. /)5

	42

.0/

� 	42

Best . /

	42

.0/

	42

.0/

	46��32

Average

 � ����	 
 � � ��	 ��� 
�� 	

-
��������	

Table 8.1: Overview of the threealgorithmswith the average valuesempirically de-
terminedby our test(with patternlengthsof 3–15).
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8.4.6 Conclusion

Clearly, usingtheBoyer-Moorealgorithmwouldbeanimprovementover thesim-
plealgorithmfor �nding wordsto highlight in oursystem.

Theonly potentialproblemwith implementingit is thedependenceon theal-
phabetsizewhenprecomputing

�

� . As thesystemis implementednow, it is not a
problemsinceonly 8-bit charactersaresupportedso 
 � 
 � 5

�

� 5

� �

. However, if
thesystemis extendedtoe.g.16-bitcharacters,�lling atableof 
 � 
 � 5

���

�

� � � � �

entriesis impractical.
Sinceonly atmost

�

valuesactuallyhave to bestored(all charactersfrom the
alphabetnot appearingin the patternaremappedto the value

�

), somesort of
hashingwould be anoption. It hasto be extremelyef�cient with respectto time,
though.

Insteadit would be simpler to split the 16-bit charactersinto two 8-bit parts
andperforman8-bit search,althoughthis increasestheprobabilitythatacharacter
from the text and a characterfrom the patternmatch,worseningthe

�

� and
�

�

estimates.In caseof two 16-bitcharactersmatching,it alsodoublesthenumberof
necessarycomparisons.

Theproblemwith theworstcaserunningtimeof theBoyer-Moorealgorithmis
thatit doesnotnoticethatit hasalreadymatchedsomecharacterswhenthepattern
is slidedto theright. By modifying thealgorithmsothatit remembersthis, theso-
calledTurbo-BMalgorithm[3], it is possibleto achieve aworstcaserunningtime
of .0/)5

	42

. Sincethesituationis unusualin ordinarytext, the questionis whether
themodi�cation is animprovement.
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Appendix A

Referencesto DefectTracker

A.1 Running version

DefectTracker is runningat

http://www.gnul in ux .d k/ def ec tt ra ck er/ defa ul t. jsp

By usingthe“Createnew user”link onthelogin page,it is possibleto createanew
useraccount,or onecanusethefollowing super-useraccount:

Username:test
Password: test

A.1.1 Finding the opendefectsin our system

Stepsto seetheknown defectsin DefectTracker:

1. Go to therunningversionasexplainedabove.

2. Click “Searchandmanagedefects”.

3. Login usingthesuper-useraccount.

4. Select“Searchfor defects”in themenu.

5. Click on the“Browse...” buttonandselectthesystem“DefectTracker”.

6. Click on the “More options...” button and selectthe “Open” radio-button
under“Status”.

7. Click onthe“Search”buttonandall un�x eddefectsin DefectTrackershould
bedisplayed.

8. Click onasubjectto seedetailsof a speci�c defect.
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A.2 Systemdemonstration

A livedemonstrationof thesystemis availableat:

http://www.cs.a uc .dk /~ ja sp er /da t1 /d emo/

A.3 Sourcecodeof defecttracker

The sourcecode available in two formats.One �le containingall source�les
(http://www.cs.au c.d k/ ~j as per/d at 1/ pack age / ) and all the �les
in pretty-printedHTML format:

A.3.1 Overview of our sourcecode

� http://www.cs. auc.d k/ ~j as per/d at 1/ sc /

A.3.2 Sourcecodeof the model component

� http://www.cs. auc.d k/ ~j as per/d at 1/ sc /mode l/

A.3.3 Sourcecodeof the function component

� http://www.cs. auc.d k/ ~j as per/d at 1/ sc /f unc ti on/

A.3.4 Sourcecodeof user interface components

� http://www.cs. auc.d k/ ~j as per/d at 1/ sc /u i/

A.3.5 Sourcecodefor unit tests

� http://www.cs. auc.d k/ ~j as per/d at 1/ sc /u nit Test /

A.4 JavaDoc

Thedocumentationis availablein JavaDocat:

http://www.cs.au c. dk /~ ja spe r/ dat1 /j ava Doc/
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A.5 Testresults

Thetestresultsfrom theunit testareavailableat:

http://www.cs.au c. dk /~ jas per/ dat1 /te st Resu lt s/
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